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AHHOTALUA
JIaHHBINH TOKYMEHT COJCPKHUT OOLIYI0 HH(OPMAIUIO O TPOTPaMMHOM HpOayKTe KoMmranuu Kpur-
to-IIpo “TIpunoskeHne KOMaHAHOM CTPOKK: TpeOOBaHUS K CUCTEME, PYKOBOJICTBO IO UCHOJIH30BAHUIO
IIPUIIOKEHHUSL.

OOwmme cBenenns
JIaHHBIH TPOTPaMMHBIN MPOIYKT MpeCTaBisieT co00i NpuiIokeHrne KOMaHIHOW CTPOKH A1 pabo-
THI C cepTU(HUKATaMH, MHPPOBAHUS/pacIIMPPOBAHUS JTAHHBIX, CO3AHHS/TIPOBEPKH LUPPOBBIX MO~
MUCeH U XEIUPOBAaHUS TaHHBIX C HCIIOJIb30BaHHEM HHPPACTPYKTYPBI OTKPBITHIX KITFOUEH.

CucremHble TPeOOBAHUA

[Tpunoxenue paboTaeT B ONEPALIMOHHBIX CHCTEMAX:

— Microsoft Windows 98 (¢ ycranosiennsiM Microsoft Internet Explorer 5.0 u Bbiiie);
— Microsoft Windows Millennium Edition;

— Microsoft Windows 2000 SP4;

— Microsoft Windows XP SP2;

— Microsoft Windows 2003 SP1;

— Solaris 9;

— FreeBSD 5;

— Red Hat Linux 7, 9.

Jlns ucronik30BaHusl KoMaHs -Creatcert u -pendcert (cm. pasnen “PaboTa ¢ 3ampocamu Ha CepTH-
¢uxar”) ¢ agpecom LIC Bunma “\\cepBep\umsl[C” HeoOxoauMoO 3amyckaTh MPHUIOKECHUE B ONEpPAIUOH-
Hoi cucteme Microsoft Windows 2000/2003 Server.

Omnuuu [yt paboTh co mTaMnamu Bpemenu (-Sd u -SS) moctynHsl Tosibko B Windows-Bepcun npu-
J0oXeHus ¥, B cirydae paboter Ha Windows 98/ME, tpebytor Hanmuus B cucteme "winhttp.dll” u "un-
icows.dll".

Kpowme storo, 11t paboTsl mpusioxkeHus Heooxonum kpunrtonposaiiaep “Kpunrollpo CSP”.

Hcnoab3oBanue IporpamMmmal

3anyck npuiI0KeHust
[Tporpamma peanm3oBaHa B BHJIE HCIOHIEMOTO (haiina “cryptcp.exe”. s ee 3amycka HE0OX0Tu-
MO BBIIIOJIHUTB CJIEYIONIYI0 KOMaHY:

[myTe] cryptcp [<xoMarpma> [<onummm m darnsr>] ]

nyTh — IyTh K MECTOPACIIOJIOKEHHIO IPOrpaMMebl (Harpumep, “c:\utils\”);

cryptcp — UM UCTIOJTHSIEMOTO (paiiina mpUII0KEeHHUS;

KOMaH/Ja  — OJIHA U3 JAOMYCTUMBIX KOMaH/[ (CM. HUXKE);

ONnuuHU — napaMeTpbl KOMaH bl (CBOM /ISl KX 101 KOMaH/1bl), HaUMHAaoIuecs ¢ ‘-,
(paitabl — MMEHa OJTHOTO MJIM JIBYX (paiIoB, B 3aBUCIMOCTH OT KOMaH bl. [lopsiiok ¢aiinos B

KOMaHJTHOU CTPOKE OTHOCHUTEIILHO JIPYT IpYra JOJIKEH ObITh TAKOH, KaK yKa3aHO B
OIMCAaHUU KOMaHJIB.

IHIpumeuanue: KHNoHATHIO ¢haiin TaKKe OTHOCITCA Macku (paiiios.

Ecnu He ykazaTh xomaHOy, TO Ha dKpaH BBIBOJUTCS CIHCOK BCEX JOCTYIMHBIX KOMaHJ C UX KpaT-
KUM omnucaHueM. [[is momydeHus 0oliee AeTaabHOTO ONMMCAHUS ONPEACTICHHOM KOMaHIbl, HE00XO0 MO
ykazatb omiuio -help.

[Tpu onmmcanuu omiwmii 3Be3109KON (*) momMedeHa Omius Mo yMOJYAHUIO (11 HECKOJBbKUX B3au-
MOMUCKJTIOYAOIIUX OTITHH).

Kpurepnii noucka ceprupuxaTon
Kpurepuii noucka ceprudukaron (nanee — KI/C) ncnonb3yeTcst sl 3aJJaHUS CBEJICHHH 0 CyObek-
TaX, YbM CepTU(UKATHI OyIyT UCIONBH30BATHCS MPH BHIMOJIHEHUN KOMaH bl (HarpuMep, mudpoBaHue
WIN MOANHUCH AaHHBIX). Ecnu B komana TakoBa, uto KIIC nomkeH yIoBIETBOPSATH TOIBKO OJMH Cep-
tudukat, To takoit KIIC Oyner ob6oznauatscst KIICI. KIIC 3amaercst B opme omuuit KOMaHIHON
CTPOKH, KOTOPbIE UMEIOT CIEAYIOLIUN CUHTAKCHC:
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[-dn <RDN>]n pas [-{m|u} [<ums>] |-f <dpamn>]k pas
[-all]-1]-q[N]] [{-nochain]-errchain [-norev]}]

-dn — ykasanue ctpok juis noucka B RDN (nHaue nouck He 3aBucut oT RDN);

RDN — CIIUCOK CTPOK (Yepe3 3arsaTyo), HCIOJIb3YEMbIX JJIs IOUCKa cepTudukaros. byayr
Haiinens! ceptudukarsl, B RDN cyObekTa KOTOPBIX MPUCYTCTBYIOT BCE 3TH CTPOKH.

-m — IIOUCK ocymiecTBisgeTcs B xpanunumax komnetorepa (LOCAL MACHINE);

-u* — MOUCK OcCyIIecTBisieTcs: B Xxpanuiuiax nojs3osarens (CURRENT_USER);

ums — Ha3BaHWeE XpaHwiumia (mo ymordanuio “My” mis co3manus MOANUCH WK paciugd-
poBku 1 “My+Addressbook” mist ocranbHbIX ciiydaes);

-f — B KaQUeCTBE XpaHWIUIIIA UCTIONB3YEeTCs COOOIIeHnEe WK (ailsl cepTudukara;

daiin — ums Qaiina;

-all* — HCIIOJIb30BaTh Bee HaiineHHble ceprudukats (* mis KIIC);

-1* — Oyner HalifieH TOJIbKO 0JIMH cepTudukar, naaue — ommuodka (* mist KIIC1);

-q[N] — ecnu HaiiieHo MeHee N cepTHU(HUKATOB, TO BEIBECTH 3aIPOC VIS BEIOOPA HYKHOTO
(mo ymomrganuto N=10);

-nochain  — He MPOBEPATH LENOYKH HAMICHHBIX CEPTH(PUKATOB;

-norev — HE MIPOBEPATH CEPTHU(PHKATHI B LIETIOYKE HA TIPEAMET OTO3BAHHOCTH;

-errchain  — 3aBepmiaTh BBINIOJIHEHHE C OIIMOKOM, €CITM XOTS ObI OJIMH CEPTH(UKAT HE MPOIIET
MIPOBEPKY.

ITpumeps! ucnonb3oBanus KITC MokxHO HaliTH B ONMMCAaHUAX KOMaH], UCIOJIb3YIOIIUX €T0.

IIpumeuanue: EcnuBHyrpu onuuu ums win RDN npucyrctBytot npo6ensl, To ee Heo0xo-
JMMO 3aKJTIOYUTh B KaBBIYKH. TO k€ OTHOCHUTCS] K UMEHaM (aiijioB U Marox.

Hpumep:

HNBan UBanoB,a@b.c — HEBEpHO;

“UBan UBanoB,a@b.c” — BepHO;

CN=HUBaunoB,E=a@b.c - BepHo.

Komanasl mmpposanns/pacmmdpoBanus

—encr <KIC> [-der] <Bxomuom Oamn> <coobumenme>
3amudpoBarh TaHHBIE U CO3/IaTh COOOIIECHUE.

KIIC — KIIC nonyuareneii;

-der — ucrnoJib3oBaTh popmat DER BmecTo BASEG4;

BXOJHOIi (paiin  — dailn, conepKaiiuii BXOIHbIE TaHHBIC,

coo0eHue — ¢ails, KOTOPBIN OyJeT coAepKaTh CO3aHHOE COOOIIECHNE.

IHIpumeuanue: Jlnga toro uroObl 3amu@poBaTh JaHHbIE “Ha ceOs”’, HEOOXOAUMO YKa3aTh
KIIC cBoero cepru¢ukara.

Hpumepuo:

cryptcp -encr -dn "Meanos Ilerp, ivanov@bank.ru'™ -uMy -der test.txt

testl.msg

3amudpoBarb conepxkumoe daiina "test.txt" B "testl.msg" (OuHapHsIit Gpopmar), ucnonszys BCE
ceprudukarel xpanwimma "Jluanaeie" ("My") Tekymiero nmosb3oBarens (a HE JOKAIBHOTO KOMIBIOTE-
pa), conepaxaiiue B oje "Cyobekr" ("Subject") monctpoku "MBanos Iletp” u "ivanov@bank.ru".

cryptcp -encr -T "a:\Petr’s cert.p7b” test.txt testl.msg
3ammdpoBars conepxkumoe daitna “test.txt" B "testl.msg"” (dpopmar BASE64), ucnonssys ceptu-
¢uxar u3 daiina "a:\Petr’s cert.p7b".

-decr <KIC1> [-start] [-pin <mapons>|-askpin] <cooBmenme> <BEXOIHO

dann>
PacmmpoBath 1aHHBIE 3 COOOILIEHUS.
KIIC1 — KIIC nonyuarens;
-start — OTKPBITH (3aITyCTUTh) NOJTYYEHHBIN (aili;
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-askpin — 3aIPOCUTH MAPOJIb KIIFOYEBOI0 KOHTEHHEpa ¢ KOHCOJIH;

-pin — 3aJaTh NapoJjb KIFYEBOro KOHTEHHEpa;

napoJb — MapoJib K KIIFOYEBOMY KOHTEHHEDY;

coodeHue — ¢hail1, conepkamnuii cooOIIeHHE;

BBIXO/IHOM aiin — ¢aiin, B KOTOpHINA Oy1yT 3arucaHbl JaHHBIE U3 COOOIIEHUS.

Hpumep:

cryptcp -decr -dn "Ueanos IlleTp, ivanov@bank.ru" -start test.msg
test2.txt

PacmndpoBate coobmienne u3 ¢aitna "test.msg B daiin "test2.txt", ucrnonp3ys 3aKpBITHINA KIIIOY,
CBsI3aHHBIN ¢ cepTudukarom xpanwmia "Jlnauee" ("My") Tekyliero moyib30Barens, COASPKAIIIM B
none "Cyowext" ("Subject") noacrpoku "Hanos Iletp" u "ivanov@bank.ru", a 3aTeM OTKpBITH MOJTY-
YEeHHBIN (aii.

Padora ¢ makeramu ¢aiiios

[-dir <mankxa>] -hash [-provtype <N>] [-provname <CSP>]
<macka obannoe>
[Momyunts “xemmn” ¢aitioB U 3anucath Ux B (ailnibl “ums_ucxognoro (aiina.hsh”.

-dir — yKa3aTh Manky Juist (pailiioB ¢ Xemamu, vHavye — TeKyias;
-provtype — yka3zath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname — ykazatb ums Kpunromnposaiinepa (CSP);

Macka (¢aiiyioB  — cTaHgapTHast Macka XeIUpyeMbIX (aitiios.

IIpumeuanue: Ecnu onuus -provname He ykasaHa, To OyJIeT UCIOJIb30BaH MpoBaiiaep mo
YMOJTYaHUIO YKa3aHHOTO TuIa (-provtype). Ecnu yka3zanHas marnka He CyIIECTBYET, TO OHa OyAeT co3-
JaHa.

Hpumep:

cryptcp -hash -dir hashes -provtype 75 *.exe

Co3nate miist Beex (ailyioB ¢ pacmupeHueM "exe" TeKymel Manky XelIM U 3alucaTh WX B ManKy
"hashes". Tlpu XemmpoBaHUU KCIIOIB30BATH KPUIITOIIPOBAKIED 110 YMOJIYAHUIO JUIs THIIA 75.

[-dir <mankxa>] -vhash [-provtype <N>] [-provname <CSP>]
<mMacka o¢annoe>

[TpoBeputs “xemn’ GpaiaoB, CO3TaHHBIE C TOMOIIBIO TPEABLAYILEH KOMAaH b

-dir — yKa3aTh Marnky ¢ (aiinaMu, coaepKaliiMy XeIIH, HHaue — TeKyIas;
-provtype — yka3zath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname — yKazath UMs Kpunromnpoaiinepa (SCSP>);

Macka (aiiyioB  — cTaHJapTHas Macka MpoBepsieMbIX (ailiioB.

IIpumeuanue: Eciu onuus -provname He ykazaHa, To OyJeT UCIOJIb30BaH MpoBaiiaep 1o
YMOJTYaHUIO YKa3aHHOTO THIIa (-provtype).

Hpumep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

ITpoBeputs A Bcex (QailioB ¢ pacmpeHueM "exe" TeKyllel ManmKd XeIIW, UCIOJb3ys XEeIlH,
xpansimuecst B nanke "C:\hashes". [Ipu xemmpoBaHMM KCHOJIB30BATh KPHUIITONPOBAMIECP MO yMOJT4a-
HUIO JUIA THIA 75.

[-dir <manka>] -signf <KIC1> <macka ¢ammor> [-cert] [-crl] [-der]
[-sd[<URL>]] [-ss[<URL>]] [-nostampcert] [-pin <mapoxnw>|-askpin]
Co3nare noanucu ¢aiyioB 1 3anucath UX B Gailnel “uMs_ucxonHoro (paitia.sgn”.

-dir — yKa3aTh Manky Juist (aiiioB ¢ MOANUCAMU, HHAUE — TEKYIas;
KIIC1 — KIIC aBTopa noamnucu;

-cert — 100aBJIATH B OJMKCH CEPTH(PUKAT OTIIPABUTEIS;

-crl — 00aBISATH B MOAIMUCH CIIUCOK OTO3BAHHBIX CEPTH(OUKATOB;
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-der — ucrnoJib3oBaTh Gpopmat DER BmecTo BASEG4;

-sd — 100aBHTH B MOJITHCH MITAMI BPEMEHH Ha ITOAMUChIBAEMbIC TAaHHBIC (T10/IITH-
CaHHBIN aTpudyT);

-SS — 100aBHTH B MOJITHCH MITAMI BPEMEHH Ha MOANKCH (HENOANMCAaHHBIN aTpu-
oyT);

URL — axpec cayxObl mtammoB B Buje "http://..." (MoxxHO 3a1aTh pa3Hble T OTIIHAN
-SS 1 -Sd, HO, eciH 3aaH JUIsS OJTHOM M3 HUX, TO UCIIOJIb3YeTCs ¥ LIl BTOPOH);

-nostampcert — He TpeOOBaTh BKIIIOUEHHS B IITAMIT CEPTH(UKATA CITYKObI ILITAMIIOB BpEMEHHU
(ucnonbp3yercst BMecTe ¢ -Sd W/uiu -SS);

-askpin — 3aMPOCUTH MAPOJIh KIIFOYEBOI0 KOHTEHHEpa ¢ KOHCOJIH;

-pin — 3a/1aTh MapOJIb KIIFOYEBOr0 KOHTEHHEPA;

napoJb — MapoJb K KIIOYEBOMY KOHTEHHEDY;

Macka (¢aiiioB  — cTaHgapTHast Macka MOJIMHChIBAEMbIX (aiiioB.

IIpumeuanue: Ecnu ykazaHHas Nanka He CyIIECTBYET, TO OHA OyzeT co3aHa.

Hpumep:

cryptcp -signf -dir \signs -uMyCerts -dn "Veauos
llerp, Ivanov@bank.ru' d:\*.doc -sdhttp://cryptopro.ru/tsp/tsp.srf
[Moamucare Bce daitibl ¢ pacmuperneM "doc™” u3 kopHeBo# nanku aucka "d:", ucronb3ys 3aKpbl-
TBHIM KIJIIOY, CBSI3aHHBIN ¢ cepTudukaroM xpanuimma "MyCerts" Texkymiero monb3oBaTels, coJepxa-
mwmM B nosie "Cyosekt" ("Subject") moncrpoku "MBanos Ilerp" m "ivanov@bank.ru”, momydennsie
MOJITMCH COXPaHHUTh B Mamnke “SigNs” B KOpHE TEeKyIero aucka. Kpome 3TOro, moyiy4uTh IITaMITBI
BPEMEHHU Ha KaXKIbI MOAMMCHIBAEMBIN (ailyl M BIOKHUTH UX B COOTBETCTBYIOLINE MOAIUCH.

[-dir <manka>] -vsignf [-sd[<epemss>]] [-Ss[<epewms>]]
<KIIC> <macka obamnnoe>
[TpoBeputs oanmMCH (QaityIoB, CO3TaHHBIE C TIOMOIIBIO MPEABIAYIIECH KOMaH/IbI.

-dir — yKa3aTh Marky ¢ (ainamu, coaepkaliiMu MOANUCH, MHAaYe — TeKyIIasi;

KIIC — KIIC aBtopa noamnucu;

Macka (aiiyioB  — cTaHJapTHas Macka MpoBepsieMbIX (ailiioB.

-sd — MPOBEPUTH HITaMI BPEMEHH Ha MOANMCAHHbIE JaHHbIE (TIOIMHCAHHBINA aTpH-
oyT);

-SS — MPOBEPUTH IITaMI BPEMEHH Ha MOANHUCH (HEMOTHCaHHBINA aTpuoyT);

BpemMsl — YKa3bIBaeTCs B 4acax; €CliM yKa3aHo, TO MPOBEPSET, YTOOBI IITaMI ObLI clie-

JIaH HE paHee YKa3aHHOI'O KOJIMYECTBA YaCOB Ha3aJ OT TEKYIIEr0 MOMEHTA,

Hpumep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

[TpoBeputk Bee daiiibl ¢ pacimupennem "doc” U3 KopHeBoit manku aucka "d:", nCroib3ys co3aaH-
HBIC paHee MOJIIHCH U3 TManku “Signs” B KOpHE Tekymlero aucka. [louck ceprudukarta sl MpoBEpKU
nojanucei nuckath B xpanwiuie "MyCerts" Texymiero nosb3oBarens. Kpome 3Toro, mnpoBepuTh MITaMIT
BPEMEHHU Ha MOANUCH (HETIOANMUCAHHBIN aTpUOYT) U MPOBEPUTH, YTOOBI STOT IITAMII ObLI BBIJIAH HE pa-
Hee, YeM CYTKHU Hazal.

Padora ¢ mognucamMu

-sign <kKIcl> [-nocert] [-crl] [-der] [-authattr <aTpmbyr>]n pas
[-attr <arpuByr>]k pas [-Sd[<URL>]] [-ss[<URL>]]
[-pin <maposns>|-askpin] <exogmoit dpamn> <coobmenme>
[Toamucats JaHHBIE U CO37aTh COOOIICHHE.

KIIC1 — KIIC aBtopa noamnucu;

-nocert — He J00aBIATH B COOOIIEHUE CePTUDHUKAT OTIPABUTEIS;
-crl — 100aBJIeHNE CTIMCKA OTO3BAHHBIX CEPTUPHUKATOB;

-der — ucrnoJsib3oBaTh Gpopmat DER BmecTo BASEG4;
-authattr — 100aBUTH MOAMMCAHHBIN aTPUOYT B TIOIITUCH,
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-attr — 100aBUTH HETIOAMUCAHHBIN aTpUOYT B MOMIIHKCH;

aTpuoyT — "<OID>,<@aiin ¢ 3aK0JUPOBAHHBIM COJCPKUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");

-sd — 100aBUTH B MOAIMUCH IITAMIT BpeMEHH Ha TOMHUChIBAEMbIe TaHHbIE (TIOIH-
CaHHBIN aTpuOyT);

-SS — 100aBHTH B MOJITHCH IITAMI BPEMEHH Ha MOANKCH (HENOANMMCaHHBIN aTpu-
OyT);

URL — axpec cayxObl mtamnoB B Bujae "http://..." (MoxHO 3a1aTh pa3Hble TS OTIIHAN
-SS 1 -Sd, HO, eciu 3aaH I OJTHOM M3 HUX, TO UCIIOJIb3YeTCs ¥ Il BTOPOH);

-nostampcert — He TpeOOBaTh BKIIOUEHHS B IITAMIT CEPTH(UKATA CITYKObI IITAMIIOB BPEMEHHU
(ucnonbp3yercst BMecTe ¢ -Sd W/uiu -SS);

-askpin — 3aIPOCUTH MAPOJIb KIIFOYEBOI0 KOHTEHHEpa ¢ KOHCOJIH;

-pin — 3a/1aTh MapOJIb KIIFOYEBOr0 KOHTEHHEPA;

napoJib — MapoJb K KIIOYEBOMY KOHTEHHEDY;

BXOJHOI paiisn  — ¢ails, cogeprkanuii BXOJHbIE TaHHBIE;

coo0eHue — ¢ails, KOTOPBIN OyIeT coAepKaTh CO3JaHHOE COOOIIECHNUE.

Hpumep:

cryptcp -sign -mMy -dn Cemoe -Q5 -nocert -crl -der test.txt
test2.msg -sshttp://cryptopro.ru/tsp/tsp.srf

[Moamucats conepkumoe (aiina "test.txt" u cozmaTs moamucanHoe coodbmienne "test2.msg"” (s Ou-
HapHOM BHJIE), HE BKIJIIOYAIOIEe B ceOs MCIIOJIb3yEeMbIi cepTu(UKaT, HO BKIIOYAIOIIEE CIUCOK OTO-
3BaHHBIX CEPTU(PHUKATOB LIEHTPA CEPTU(PHKALINHU, BBIIABIIETO UCHOJb3yeMblii cepTudukar. Kpome sto-
ro, MOJIyYUTh IITaMIT BPEMEHH Ha CO3[aHHYIO MOJIHUCH U BIOXUTH ee B cooOmenue. [Touck ucmonnb-
3yeMoro cepTu(uKaTa IpOUCXOAUT CIESIAYIOIUM 00pa3oM:

1. Haxonsatcs Bce ceprudukarel xpanuiuma "JInuHble" TEKYIIEro Moyib30BaTelis U JIOKAIbHOTO
KOMIIBIOTEpA.

2. Ecin ux Hanwiock 6oee NATH, TO - OLIMOKA, MHAUYE MMOJIH30BATENI0 OyIeT MPEI0KEHO BIOPATh
OJIMH U3 HalIEHHBIX CePTU(UKATOB.

-addsign <kncil> [-nocert] [-crl] [-sd[<URL>]] [-ss[<URL>]]
[-pin <maposms>|-askpin] [-authattr <arpmbyr>]n pas
[-attr <arpuByr>]k pas <cooBmenme>

Jlo6aBUThH TUGPOBYIO MOMTUCH B COOOIIIEHUE.

KIIC1 — KIIC aBtopa noamnucu;

-nocert — He J00aBIATH B COOOIIEHUE CepTUDHUKAT OTIPABUTEIIS;

-crl — 100aBJIeHNE CIIMCKA OTO3BAHHBIX CEPTUPHUKATOB;

-authattr — 100aBUTH MOAMMCAHHBIN aTPUOYT B TIOIITUCH,

-attr — 100aBUTH HETIOAMMCAHHBIN aTpUOYT B MOIIHKCH;

aTpulyT — "<OID>,<@aiin ¢ 3aK0JMPOBAHHBIM COJCPKUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");

-sd — 100aBUTH B MOAIMKUCH IITAMIT BpeMEHH Ha TOMHUChIBaEMble TaHHbIE (TIOIH-
CaHHBIN aTpudyT);

-SS — 100aBUTH B MOAIMKUCH IITAMIT BpeMEHH Ha NOAMKCH (HETIOANMCAHHBIN aTpu-
OyT);

-askpin — 3aMPOCUTH MAPOJIh KIIFOYEBOI0 KOHTEHHEepa ¢ KOHCOJIH;

-pin — 3a/1aTh MapOJIb KIFOYEBOr0 KOHTEHHEPA;

napoJib — MapoJb K KIIOYEBOMY KOHTEHHEDY;

URL — aapec cayxObl mtamnoB B Bujae "http://..." (MoxxHO 3a1aTh pa3Hble TS OTIIUAN
-SS 1 -Sd, HO, eciH 3aaH JUIsS OJTHOM M3 HUX, TO UCIIOJIL3YeTCS U LISl BTOPOH);

-nostampcert — He TpeOOBaTh BKIIOUEHHS B IIITAMIT CEPTH(UKATA CITYKObI IITAMIIOB BPEMEHHU
(ucnonbp3yercst BMecTe ¢ -Sd W/uiu -SS);

coodIeHue — ¢hailn1, comepkanuii cooOIIeHHE.
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IIpumeuanue: Vcnonp3yercs UCKIIOUUTETHHO IJS JOOABICHUS TOIIUCH B MOANMMCAHHBIC
cooOuieHus. J{ist TeKCTOBBIX MM APYTUX (aiiaoB He paboTaer.

Hpumep:

cryptcp -addsign -m -dn "Meanos Ilerp, ivanov@bank.ru'™ test.msg

JloGaBuTh B moAmnucanHoe cooduieHne "'test.msg" moAmuch, UCMONB3YS 3aKPBITHIN KITIOY, CBSI3aH-
HBIH ¢ cepTudukaTom xpanwmiia "Jlmunsie" ("My") mokanbHOr0 KOMIBIOTEPA, COACPKAIIUM B TIOJIE
"Cyonekt" ("Subject”) moacrpoku "WBanoB Iletp" u "ivanov@bank.ru”. B mo0OaBieHHYIO MOAMUCH
OyzeT BKJIIOUEH cepTU(UKAT OTKPBITOrO KIIF0Ya aBTOpa MOAIMHUCH.

-delsign <KIC1> <coobumenue>

Y aanuTh UGpPOBYIO TOAMUCH U3 COOOIICHUSI.
KIIC1 — KIIC aBtopa noamnucu;
coo01IeHHne — (paiin, coneprkamuii cooOIIeHue.

-verifty [<KOC> [-verall]] [-start] [-sd[<epems>]] [-SsS[<epems>]]
<coobumenue> [<BRXOmHOM Odari>]

ITpoBepka nuppPOBBIX MOAMUCEH.

KIIC — KIIC aBTOpOB momnucei;

-verall — IPOBEPSTH BCE MOANUCHU (MHAUe — TOJIbKO noanuck aBTopos u3 KIIC);

-start — OTKPBITH (3aITyCTUTh) NOJTYYEHHBIN (haili;

-sd — MPOBEPUTH IITaMI BPEMEHH Ha MOANUCAHHbBIE JaHHbIE (TIOIMHCAHHBINA aTpH-
oyT);

-SS — MPOBEPUTH IITaMIT BPEMEHH Ha MOANHUCH (HEMOMHCaHHBINA aTproyT);

BpemMsl — YKa3bIBaeTCs B 4acax; €CliM yKa3aHo, TO MPOBEPSIET, YTOOBI IITaMI ObLI clie-
JIaH HE paHee YKa3aHHOI'O KOJIMUECTBA YaCOB Ha3aJ OT TEKYIIEr0 MOMEHTA,

coolIeHue — ¢hailn1, conepkamuii cooOIIeHHE;

BBIXO/IHOM ¢aiin — ¢aiin, B KOTOpHIN Oy1yT 3arucaHbl JaHHBIE U3 COOOIEHUS.

IIpumeuanue: Ecnu B coOOOIEHUN CONCPKUTCS CEPTHPHUKAT KOTO-TO U3 aBTOPOB MOAIHUCEH,
TO UCIOJIB3YETCs] MIMEHHO 3TOT cepTU(UKaT.

Hpumepuo:

cryptcp -verify -dn ivanov@bank.ru -verall test2.msg test2.txt

[TpoBeputs moanuck cooOmeHus "test2.msg", UCHONB3ys OJUH W3 HAMJICHHBIX CEpTH(PHUKATOB B
xpanuuinax "JIuaneie" ("My") u "JIpyrue nosnszoBatenu” ("AddressBook") Tekyiero nosb3oBarens,
coxepkamux B noje "Cyobekt" ("Subject") moactpoky “ivanov@bank.ru” u 3amucare comepxumoe
MOJITUCAHHOTO cOo00IIeHNs B (aitn "test2.txt".

cryptcp -verify -sd3 test2.msg

[TpoBepuTh Bce moanucu coodmeHus "test2.msg", ucrmonb3ys cepTUGUKATHI, COIEPKAITUECs B CO-
oOmenun. Ecnn s kakoi-nmubo moanucu B COOOIIEHNN cepTU(UKAT HE yIanoCch HAWTH, TO TOIINUCH
npoBepeHa He Oyzaer. Kpome 3Toro, mpoBepuTh MITAaMII BPEeMEHH Ha MOANUCAHHbBIC JaHHbIE (MOIH-
CaHHBIN aTpulyT) U IPOBEPUTH, YTOOBI 3TOT IITAMIT OBLT BBIIaH HE paHee, YeM TPH yaca Ha3ajl.

-addattr <KIC1> [-attr <arpmbyr>]n pas <coobumenue>
Jlo6aBUTh HEMOANUCAHHBIN aTpUOYT MOAMHUCH COOOIICHUSI.

KIIC1 — KIIC aBtopa noamnucu;

-attr — 100aBUTH HETIOAMMCAHHBIN aTpUOYT B MOIIHKCH;

aTpulyT — "<OID>,<@aiin ¢ 3aK0JMPOBAHHBIM COJCPKUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");

coolIeHue — ¢hail1, conepkamnuii cooOIIeHHE.

IIpumeuanue: Vcnonab3dyeTcs UCKIIOYUTEIBHO Ui JOOABJICHUS TOJMHUCH B MOANMCAHHbIC
cooOuieHus. J{ist TEKCTOBBIX WK APYTUX (PaiaoB He paboTaer.

Padora ¢ ceprupukarammn
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-copycert <kKnc> [-{dm|du}[<ums>] |-df <pama> [-der]]
KonupoBats cepTudukaTsl B 3aJaHHOE XPAHUIIHILE.

KIIC — KIIC, koTOphle HaZl0 CKONIMPOBATh;

-dm — xonpoBaHue B xpanunuie komnetorepa (LOCAL MACHINE);
-du* — konupoBanue B xpanuiuiie nojb3osarens (CURRENT_USER);

UM — Ha3BaHMWE KOHEYHOTO XpaHwiuiia (1o ymosrdanuio “My”);

-df — B KaQUeCTBE XpaHWIUIIA UCTIONb3yeTcs (ailn cepTudukara;

daiin — umMs Qaiina;

-der — ucnonb3oBath popmar DER Bmecto BASE64 (Tonbko ¢ kirouom -df).

IIpumeuanue: Ecnu ykazan xmou -df, To, B ciydae, eciiu HaiiieH TOJIbKO OJMH cepTHdU-
KaT, co3aaercs ¢aiin Tuma “.Cer’, uHaue — “.p7b”.

Hpumep:

cryptcp -copycert -u -df a:\MyCerts.p7b

Komupyer Bce ceprudukarel xpanunuma "Jlngasie" ("My") Tekymero momnp3oBaTens B (aidn
"a:\MyCerts.p7b" (B koaupoke BASE64).

-CSPcert [-provtype <N>] [-provname <CSP>] [-cont <kxouTemnep>]
[-ku]-km] [-ex]-sg] [-{dm]|du} [<mums>] |-dF <pain> [-der]]
CkonupoBath cepTUHUKAT U3 KIFOYEBOT0 KOHTEIHEpA B 3aJaHHOE XPaHUIIUIIIE.
-provtype — ykasath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname - ykasatb ums Kpunromnposaiinepa (CSP);

-cont — 33/1aTh UMsI KJIIOYEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIHCKA);
-ku* — HCIOJIb30BaTh KoHTelHep nmosb3oBareas (CURRENT_USER);

-km — ucnoib30BaTh KoHTelHep koMmnblotepa (LOCAL MACHINE);

-ex* — HMCIIOJIB30BaTh KITI0Y JUIs 0OOMeHa 3aIu(ppOBaHHBIMU JTaHHBIMU;

-Sg — HUCIIOJIL30BaTh KIIIOY JJIs1 pa60TI>1 C HIOAIUCSAMU,

-dm — xonpoBaHue B xpanunuie komnetorepa (LOCAL MACHINE);

-du* — konupoBanue B xpanuiuiie nojb3osarens (CURRENT_USER);

UM — Ha3BaHMWE KOHEYHOTO XpaHwiuiia (1o ymosrdanuio “My”);

-df — B KaQUeCTBE XpaHWIUIIIA UCTIONB3YEeTCs COOOIIeHne WiIH (aiis cepTudukara;
daiin — uMs Qaiina;

-der — ucrnoisib3oBaTh popmat DER BmecTo BASEG4.

IIpumeuanue: Ecnu onuus -provname He ykazaHa, TO OyJIeT UCIOJIb30BaH MpoBaiiaep 1o
YMOJTYaHHIO YKa3aHHOTo THma (-provtype). Jlns onepammonnsix cucreMm cemeiictBa UNIX B kauecTBe
napameTpa OIuuH -CoONt Heo6X0AMMO YKa3bIBaTh UM KOHTEHHEpa BMECTE CO CUUTHIBATENIEM B popMa-
te “\\umst_cumrteiBarens\ums_konteinepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Hpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Komupyer ceprudukar u3 kiroueBoro Konreinepa "WebServer" kpunronposaiinepa mo ymonrda-
HUIO JUIs THIIA 75 JIoKambHOro KoMIbloTepa B ¢aitn "a:\WebServer.cer” (B konuposke DER).

-delcert <knc> [-yes]
VY nanenue cepTU(PUKATOB U3 XPAHMUIHIIA.

KIIC — KIIC ynansembIx cepTU(HHUKATOB;
-yes — aBTOMATHYECKHU OTBEYATh Ha Bce BOIpochl “Jla”.
Hpumep:

cryptcp -delcert -m -dn OldServer
VY nansier Bce ceprudukarsl xpanwumia "Jlngaeie” ("My") nokansHOr0 KOMIbIOTEpPA, COEpIKAIINe
B noJie "Subject” moacrpoky "OldServer”.

Padora c 3anpocamu Ha cepTudukar




Kpunto-Ilpo. ITpunoxenne komaHIHON CTPOKH

-creatrqgst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-ex]|-sg]-both] [-ku]-km] [-cont <wmms>]
[-silent] [-pin <maposne>|-askpin] [-certusage <OIDs>] [-der]
<ums1 dpamnna>

Co3nanue 3anpoca cepTudukara u coxpanenue ero B ¢aitne PKCS #10.

RDN — criucok umeH nosteid RDN (nanpumep: CN, O, E, L) u ux 3HaueHuii Buza:
<Umsllonsal>=<3nauveunelloasl>[,<Umsllonna2>=<3naveunellons2>...]

-provtype — ykasath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);

-provname - ykasatb ums Kpunromnpoaiinepa (CSP);

-nokeygen — MCrosb30BaTh CYIIECTBYIOLIME KIFOYHM U3 YKa3aHHOTO KOHTEHHEpa;

-SMIME - Bximtounts Bo3moxkaoctd SMIME (o ymouanuio — Het; Tosibko Windows);

-exprt — MIOMETHUTH KJIIOUU KaK IKCIIOPTUPYEMBIE;

-ex — CO3JaTh/UCIOIB30BATh KIIOUU Il OOMeHa 3ain(pOBaHHBIMU TaHHBIMU;

-Sg — CO37aTh/UCIOIB30BATh KIIIOUX TOJIBKO ISl paOOTHI C MOAMUCIMH;

-both* — CO3/1aTh/HCII0JIb30BaTh 00a THIIA KIIOYEH;

-ku* — HCI0JIb30BaTh KoHTelHep nmosb3oBareas (CURRENT_USER);

-km — Ucnoiab30BaTh KoHTelHep koMmnblotepa (LOCAL MACHINE);

-cont — 33/1aTh UMsI KJIIOYEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIHCKA);

-silent — reHepanys Kio4a 6e3 Mmojbp30BaTeNIbCcKOro HHTepdeiica KpUnTonpoBaiiepa;

-askpin — 3ampaliyuBaTh Mapojb MPH CO3AaHUHU KIIFOYEBOTO KOHTEHHEPa C KOHCOIH (TOIBKO
UNIX);

-pin — YCTaHOBUTH MAPOJIb IIPH CO3[aHUH KIF0UeBOro KoHTeiHepa (Toipko UNIX);

napoJib — MapoJib K KiitoueBomy KoHTelHepy (Toabko UNIX);

-certusage - 3anark Ha3HadeHus ceprudukara (O1Ds). Ecnu Ha3HaueHU HECKOIBKO, TO UX HE-
00X0IMMO yKa3aTh 4Yepes 3amsTyio (Hanpumep, °1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2”),

-der — ucrnoJyib3oBaTh Gpopmat DER BmecTo BASEG4;

ums ¢aiina — umsa ¢aitsia, B KOTOPOM CIIEAYEeT COXPaHUTH 3arpoc.

IIpumeuanue: Ecnu onuus -provname He ykazaHa, TO OyJIeT UCIOJIb30BaH MpoBaiiaep Mo
YMOJITYaHHMIO yKazaHHoro Tuma (-provtype). Jlanee, eciu He ykazanbl ommmu -nokeygen u -cont, to
UMsl KOHTEHHepa creHepupyer Kpunrtomposaiaep. [ns onepaunonHsix cucreM cemeiictea UNIX B
KadyecTBE MapameTpa OIuuu -CONt He0OX0MMO YKa3bIBaTh UMsI KOHTEHHEpa BMECTE CO CUMTHIBATEIEM
B ¢popmare “\.\ums_cumteiBatens\ums_konteriHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Hpumep:

cryptcp -creatrqgst c:\request.der -provtype 75 -cont lvanov

-dn "E=i1vanov@bank.ru,CN=leanor Ierp'" -both -ku
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider"

Cospmatp 3anpoc Ha cyowsekT "E=ivanov@bank.ru,CN=lBanoB Ilerp"”, ucmonb3ys OTKPBITHII
KIIIOY, CIEHEpUPOBaHHBIM B KOHTeHHepe 'lvanov" Tekylero mnoJib30BaTelsl KpUIITONPOBailAepoM
"Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider" (tum - 75) u coxpaHuTh ero B ¢aiin
c:\request.der B koaupoBke Base64. Haznauenus kitoya - moanuch u mudpoBaHue.

-instcert [-provtype <N>] [-provname <CSP>] [-cont <mms>] [-ku]-km]
[-{dm]du}[<mmsz>]] [-noCSP] [-pin <mapons>|-askpin] <ums daina>
YcranoBka ceptudukara u3 daiina PKCS #7 nnu daiina ceprudukara.
-provtype — ykasath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname - ykasatb ums Kpunromnpoaiinepa (CSP);

-cont — 33/1aTh UMsI KIIIOYEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIHCKA);
-ku* — HCI0JIb30BaTh KoHTelHep nmosb3oBareas (CURRENT_USER);

-km — ucnoib30BaTh KoHTelHep KoMmnbrotepa (LOCAL MACHINE);

-dm — ycraHoBka B xpaHwinie komnbtotepa (LOCAL MACHINE);
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-du* — ycranoBka B xpanuuiie nosibzoBatens (CURRENT_USER);

ums — Ha3BaHMWE KOHEYHOT'O XPAaHUIIMIIA [T YCTAaHOBKH (110 yModanuto “My”);

-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEHHEPE KPUITOIPOBaiiepa;

-askpin — 3aMPOCHTH MAPOJIb KIII0YEBOro KOHTeHHepa ¢ korcouu (Toibpko UNIX);

-pin — 3a/1aTh MapoJib KIIF0YeBOro Koureknepa (toiasko UNIX);

napoJib — MapoJib K KiitoueBoMy KoHTelHepy (Toabko UNIX);

-enable-install-root — HE 3aIlpalliBaTh pa3pelIieHre Ha YCTAaHOBKY KOPHEBOTO CepTH(HKaTa B

xpanunmiie “/loBepenHbie KopHeBbie HeHTpb” (ROOt) (Tosbko UNIX);

ums daiina — ums ¢aita, cogeprkaiero cepTupukar.

IHIpumeuanue: Ecmu ykazana onus NOCSP, To omuu provname, provtype, cont, km, ku
urHopupytorcs. Ecnu onmmst -provname He ykaszana, To OyJeT MCHOJB30BaH MpoBaiiiep mo ymonya-
HUIO yKazaHHoro tumna (-provtype). /{ns onepannonnsix cuctem cemeiictBa UNIX B kauecTBe mapa-
MeTpa ONIMHU -CONt He0OXOAMMO YKa3bIBaTh MMsI KOHTEHHEpa BMECTE CO CUMTHIBaTeleM B (opmare
“\\ums_cuuteiBatens\ums_konreitnepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

-creatcert -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-{ex]|sg]|both}] [-cont <umms>] [-ku]-km]
[-certusage <OIDs>] [-CA <amgpec uC>] [-{dm]du} [<mmMss>]] [-NOCSP]
[-silent] [-pin <maposne>|-askpin] [-FilelD <Ums parnna>]

CosznaTh 3ampoc Ha cepTU(UKAT, OTIPABUTH €r0 B LIEHTP CePTU(UKAINY, TTOJTYYUTh BHIMUCAHHBINA
cepTu(UKAT U yCTAHOBUTH €rO0.
RDN — criucok uMeH nosteid RDN (nanpumep: CN, O, E, L) u ux 3HaueHwuii Buza:
<Umsllonsal>=<3naueunelloasl>[,<Umsallona2>=<3naveunellons2>...]
-provtype — ykasath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname - ykasatb umMs Kpunromnposaiinepa (CSP);

-SMIME - Bximtounts Bo3moxkaoctd SMIME (o ymosuanuio — Het; Tosibko Windows);
-nokeygen — KCIoOJIb30BaTh CYIIECTBYIONINE KITFOUM M3 YKA3aHHOTO KOHTCHHEPA;

-exprt — IIOMETHUTH KITIOYH KaK IKCTIOPTUPYEMBbIE;

-ex — CO3/1aTh/HCII0JIb30BATh KIIFOYH /sl OOMeHa 3amm(poBaHHBIMU JaHHBIMH;
-sg — CO3/1aTh/UCIIOJIB30BATh KIIFOYHU TOJIBKO JUIsl padOTHI C MOAMUCIMU;

-both* — CO3/1aTh/HCII0JIB30BaTh 00a THIIA KIIOYEH;

-ku* — HCI0JIb30BaTh KoHTelHep nmoJb3oBareas (CURRENT_USER);

-km — ucnoiab30BaTh KoHTelHep koMmnbloTepa (LOCAL MACHINE);

-cont — 33/1aTh UMsI KIIIOYEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIHCKA);

-certusage —3anath Ha3HaueHus ceptudukara (O1DS). Ecnu HazHaueHUI HECKOJIBKO, TO UX
HYXXHO yKa3aThb 4epe3 3ansaTyro (Hampumep, °1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);

-CA — yKa3aTh ajipec IeHTpa ceprudukanum, nHaue 3to aapec “CP CSP Test CA”;

aapec LIC - Bupma “http://xxx.yyy/zzz” wmm “\cepBep\umsL{C” (cMm. ”Cucremubie TpeboBaHus");

-dm — ycraHoBka B xpaHwiniie komnbtorepa (LOCAL MACHINE);

-du* — ycranoBka B xpanuuiie noss3oBatens (CURRENT_USER);

UM — Ha3BaHHE KOHEYHOTO XPaHWIIUINA JUIS YCTAaHOBKH (10 ymordanuto “My”);

-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEHHEPE KPUMTOIPOBaiiaepa;

-silent — reHepanys Kiova 6e3 MoIbp30BaTeNIbCcKOro HHTepdeiica KpUnTonpoBaiiepa;

-askpin — 3ampaliruBaTh Mapojb MPH CO3AaHUHU KIIFOYEBOTO KOHTEHHEPa C KOHCOIH (TOJIBKO
UNIX);

-pin — YCTaHOBUTb MAPOJIb IIPH CO3JaHUH KIF0UeBOro KoHTeiHepa (Toipko UNIX);

napoJib — [apoJib K KiitoueBomy KoHTelHepy (Toabko UNIX);

-FilelD — uMs (aiisa, UCTIONB3YEMOTO /ISl 3alUCH HIICHTU(UKATOpa 3ampoca B cliydae “oT-

JoXeHHOH Bbiaun” ceprudukara (cM. -pendcert). Eciu daiin He ykas3aH, TO UICH-
Tu(uKaTop OyJeT BHIBEACH Ha SKPaH.

-enable-install-root — HE 3aIlpalliiBaTh pa3pelieHrue Ha YCTAHOBKY KOPHEBOTO cepTH(HKaTa B
xpanunmiie “/loBepenHbie KopHeBbie HeHTpb!” (ROOt) (Tosbko UNIX);
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IIpumeuanue: Ecnu onuus -provname He ykasaHa, TO OyJeT UCIOJIb30BaH MpoBaiiaep Mo
YMOJITYaHHIO yKazaHHoro Tuma (-provtype). Jlanee, eciu He ykazanbl ommmu -nokeygen u -cont, to
UMsl KOHTEIHepa creHepupyer kpunrtomposaiaep. [ns onepaunonHsix cucreM cemeiictea UNIX B
Ka4yecTBE MapameTpa OIuuu -CONt He0OX0MMO YKa3bIBaTh UMsI KOHTEHHEpa BMECTE CO CUMTHIBATEIEM
B ¢popmare “\.\ums_cumrtsiBatens\ums_konTeriHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

-pendcert [-provtype <N>] [-provname <CSP>] [-cont <mms>] [-ku]-km]
[-CA <ampec uC>] [-{dm]du} [<mmsz>]] [-NOCSP] [-FilelD <ums daitna>]
[-pin <mapons>|-askpin]

[TpoBepuTh, HE BBIMYIIEH JIU CEPTU(UKAT, 3aIIPOC HA KOTOPHIN OBUT OTHpPABIEH paHee, MOTyIHUTh

BBITTMCAHHBIN CEPTU(UKAT U YCTAHOBUTH €TO.

-provtype — ykasath Tun kpunronposaiiaepa (N) (o ymonmuanuto 75);
-provname - ykasatb ums Kpunromnposaiinepa (CSP);

-cont — 33/1aTh UMsI KJIIOYEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIHCKA);

-ku* — HCI0JIb30BaTh KoHTelHep nmosb3oBareias (CURRENT_USER);

-km — ucnoiab30BaTh KoHTelHep koMmnbrorepa (LOCAL MACHINE);

-CA — yKazaTh ajJipec IeHTpa ceprudukanum, nHaue 3to aapec “CP CSP Test CA”;

aapec IIC - Buna “http://xxx.yyy/zzz” wmm “\cepBep\umsL{C” (cMm. ”Cucremubie TpeboBanus”);

-dm — ycraHoBka B xpaHwiniie komnbtotepa (LOCAL MACHINE);

-du* — ycranoBka B xpanuuiie nosis3oBatens (CURRENT_USER);

ums — Ha3BaHHWE KOHCYHOTO XPAaHUIIHIIA JUTS YCTAaHOBKH (10 yModanuto “My”);

-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEHHEPE KPUMTOIPOBaiiepa;

-FilelD — uMs (ailna, coaeprkaliero uaeHTUgUKarop 3amnpoca. Ecnu He ¢aitn He ykaszaH, TO
UACHTU(PHUKATOP HYKHO OyeT BBECTH BPYUHYIO.

-askpin — 3aMPOCHTH MAPOJIb KIII0YEBOro KOHTeHepa ¢ korcosu (Toibpko UNIX);

-pin — 3a/1aTh MapoJIb KIIF0YEeBOro KoHrekHepa (Toiapko UNIX);

napoJib — MapoJib K KiitoueBomy KoHTelHepy (Toabko UNIX);

-enable-install-root — HE 3aIlpalliBaTh pa3pelieHrue Ha YCTAaHOBKY KOPHEBOTO cepTH(HKaTa B

xpanunuiie “/loBepenHbie KopHeBbie HeHTpb!” (ROOt) (Tosmbko UNIX);
IIpumeuanue: Ecmu ykazana onus NOCSP, To onuu provname, provtype, cont, km, ku
urHopupytorcs. Ecnu onmmst -provname He ykaszana, To OyJIeT MCHOJB30BaH MpoBaiiiep mo ymonya-
HUIO yKazaHHoro tumna (-provtype). /{ns onepannonnsix cuctem cemeiictBa UNIX B kauecTBe mapa-
MeTpa ONIMHU -CONt HE0OXOAMMO YKa3bIBaTh MMsI KOHTEHHEpa BMECTE CO CUMTHIBAaTeNeM B (opmare
“\\ums_cuuteiBatens\ums_konreitnepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Komanna 1151 pa6oThl ¢ cepuiiHBIM HOMepoM JHieH3uH (Toabko aas Windows)

-Sn [<cepwuitust HOMep> |
CoxpaHuTh/TIOKA3aTh CEPUIHBIN HOMEp JIUIICH3HH.
CepHifHbII HOMEP — CEpPUIHBII HOMEP, KOTOPBI HEOOXOAUMO COXPaHUTh (MOXKHO YKa3bIBaTh
KaK C pa3/ieINTEISIMH, TaK U 0e3 HUX).

IIpumeuanue: ]J{ns Toro 4ro0bl MOCMOTPETh COXPAHEHHBIN CEPHIHBIN HOMEp, AOCTATOYHO
yKa3aTb KOMaHzy -Sn 0e3 mapamerpa. B omepaunonssix cuctemax cemeiictBa UNIX ucnomb3yercs
CEPUIHBIN HOMEp JIMLICH3UN KPUIITUIIPOBANUAEPA.

Hpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yka3aHHbIN CEpUNHBII HOMED JUIEH3UM Ha KOMIIBIOTEPE.

Kpunronposaiinepst « Kpunrollpo»

CryptoPro CSP 1.1

HNmsa | Crypto-Pro Cryptographic Service Provider

Tun | 2
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CryptoPro CSP 2.0

Hmsa | Crypto-Pro GOST R 34.10-94 Crypto-Pro GOST R 34.10-2001
Cryptographic Service Provider Cryptographic Service Provider
Tun | 71 75
CryptoPro CSP 3.0 (kcl)
HWmsa | Crypto-Pro GOST R 34.10-94 KC1 CSP Crypto-Pro GOST R 34.10-2001 KC1 CSP
Tun |71 75
CryptoPro CSP 3.0 (kc2)
Hmsa | Crypto-Pro GOST R 34.10-94 KC2 CSP Crypto-Pro GOST R 34.10-2001 KC2 CSP
Tun |71 75
B03BpamaeMble KOAbI OIINOOK
KO‘D&SEJg)sm KO‘D'(l?IEJ;)GK" OnucaHue ownbku
536871012 20000064 | Mano namsaTn
536871013 20000065 | He yganocbk OTKpbITb thann
536871014 20000066 | Onepauus OTMeHeHa NoNb30BaTENEM
536871015 20000067 | HekoppekTHoe npeobpa3oBaHue BASEG4
536871016 20000068 | Ecnu ykasaH napameTp "-help’, To gpyrux 6biTb HE JOIMKHO
536871112 200000C8 | YkasaH nuiuHuiA dann
536871113 200000C9 | YkasaH HEM3BECTHBbIN KoY
536871114 200000CA | YkasaHa nuLIHAS KoMaHaa
536871115 200000CB | ns kntova He yka3aH napamMeTp
536871116 200000CC | He ykasaHa KomaHfa
536871117 200000CD | He ykasaH HEOGXOAUMBIN KItoY:
536871118 200000CE | Yka3aH HEBEpPHbIV KIHOY:
536871119 200000CF | lMNapameTpom kntoya '-q' 4OMKHO BbiTb HATypanbHOE YMCIo
536871120 200000D0 | He yka3aH BxogHow chann
536871121 200000D1 | He yka3saH BbIXo4HOWN chann
536871122 200000D2 | KomaHga He ucnonb3yeT napameTp ¢ UMeHeM chainna
536871123 200000D3 | He ykasaH ¢ann coobuieHus
536871212 2000012C | He yganoch OTKpbITb XpaHWUnuLLe CepTUMKaTOB:
536871213 2000012D | Ceptndpumkatbl HE HaAEHbI
536871214 2000012E | HangeHo 6onee ogHoro ceptudmkara (knwod -1
536871215 2000012F | KomaHga nogpasymeBaeT UCNonb30BaHME TOMBKO O4HOMo cepTndukara
536871216 20000130 | HeBepHO ykasaH HOMep
536871217 20000131 | Het ncnonb3yemMbix cepTnudmkaTon
536871218 20000132 | OaHHbIV cepTUUKAT HE MOXET NPUMEHSITLCS AN STON onepauum
536871219 20000133 | Lenoyka cepTndmkatoB HE NpOBEPEHA
536871220 20000134 | KpuntonpoBaraep, NOAAEPKNBAIOLLNA HEOOXOAUMbIN anropuTM He HanaeH
536871221 20000135 | HeygayHbli BBOA Napons KroYEBOro KOHTEWHepa
536871312 20000190 | He ykasaHa macka cannos
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536871313 20000191 | YkasaHbl HECKOITbKO Macok dhalnoB

536871314 20000192 | daiinbl He HageHbI

536871315 20000193 | 3agaHa HeBepHas macka

536871316 20000194 | HeBepHbIn xeLw

536871412 200001F4 | Kntoy '-start' ykasaH, a BbIXOQHOW dawnin HeT

536871413 200001F5 | Cogepxu1moe hanna - He NoAgnncaHHoe coobLeHne

536871414 200001F6 | Hen3BecCTHbIN anropuTm Nognmcu

536871415 200001F7 | Ceptudmkat aBTOpa Noanvcu He HangeH

536871416 200001F8 | Mognuckb He HanaeHa

536871417 200001F9 | Mopnuck He BepHa

536871418 20000200 | lWTamn BpemMeHn He BEpPEH

536871512 20000258 | Cogepxmmoe charina - He 3awmndpoBaHHOE coobLeHne

536871513 20000259 | HensBecTHbI anropntMm LINpoBaHus

536871514 2000025A | He HangeH cepTuduKaT C COOTBETCTBYIOLLMM CEKPETHbLIM KITHOHOM

536871612 200002BC | He yganocb uHuymanusmposats COM

536871613 200002BD | KoHTelHepbl He HarMaeHbI

536871614 200002BE | He yganock nony4uTb OTBET OT cepBepa

536871615 200002BF | CepTtndhmkaT He HaWaeH B OTBETE cepBepa

536871616 200002C0 | ®ann He cogepxnT naeHTudmrkaTop 3anpoca:

536871617 200002C1 | HekoppekTHbin agpec LIC

536871618 200002C2 | lMNMony4yeH HeBepHbINn Cookie

536871712 20000320 | CepwuiiHbI HOMEP COAEPXKMT HeAOMYCTUMOE KONNMYECTBO CMMBOJIOB

536871713 20000321 | HeBepHbIii Kog NpoaykTa

536871714 20000322 | He yganock NpoBEpUTb CEPUNHBIN HOMEDP

536871715 20000323 | He yganocb COXpaHUTbL CEPUIAHBLIA HOMEP

536871716 20000324 | He yganocb 3arpy3vTb CEPUHBIA HOMEpP

536871717 20000325 | JlnueHsns npocpodeHa

IIpumeuanue: KpoMme KOIOB, Ip MBEICHHBIX B TAaONHIIE, MPUIOKEHUE MOXKET BO3BpAIIaTh
KO/ JIF000# cuctemuoit omnoku Windows.
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