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XKTAN.00050-02 90 04. Kpuntolpo CSP. APM BbipaboTKM BHELLIHEN ramMMbl

AHHOTAUUA

HacToawmi OOKyMeHT onpeaensier TpeboBaHns k APM u  nopsaok
W3roTOBNEHUST BHELWHEW raMMbl, WCNOJSIb3YEMOW B KayecCcTB€ WCXOAHOro
MaTepuana nas8 MHUMUManmMs3auum NporpaMMHOr0 AaTymMka Cny4YamHbIX 4ucen B
CK3U “Kpuntolpo CSP” Bepcun 3.6 (CK3U XTHAN.00050-2) B cocTaBe CcepBeEpPOB
Ha annapaTHO-NporpaMMHbIX NnatdopMax, ANs KOTOPbIX B HACTosILLEee BpeEMS He
cywecrtsyeT MAK 3awmntbl o HCL wnn 31N1eKTPOHHOro 3aMka C (pusnyeckum
OATUYMKOM Clly4arHbIX 4Ymcen.
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1. TpeboBaHMs K BHELLHEN FAMMe

K BHewHen ramMMme, WCNONb3YEMOM B Ka4yecTBe WCXOAHOro0 MaTepuana Aans
MHMUMaNM3auMm  nporpaMMHOro  gatumka caydarHbix  umcen (MACH) B  CK3U
XTAN.00050-02, npeabsasnatoTca cnepytowmne TpebosaHms:

1. BHeWwHsa raMMa SBNSeTCc KOH(PUAEHUNAaNIbHON.

2. NaMMa npeacTaBasieTcs oTpe3kaMm paBHOBEPOSITHOM CllydanHoOW buHapHoOn
nocnenoBaTesibHOCTMN pa3Mepa 256 6uT (32 b6ainTa).

3, NaMMa Ha HocuTenax (oTuyxgaembln HocuTenb, XXM/ NM2BM) npeacrasnseTcs B
dopmaTe danna, cogepxallero 3ajaHHOe KONMYeCTBO OTPE3KOB C 3alUTHbIM kKogoMm CRC
(4 6anTa) Kakgoro oTpeska.

4. 1IN noBbIWEHNA HAaAEXHOCTWN 3anncK/CcUnMTbIBaHUA raMMbl C HOocMTensa dainn c
rammoi ay6nmpyeTtcs Ha HocuTene B ABYX ANPEKTOPUAX.

5. Hocutenb raMmmbl gosXeH gonyckaTb NocneAoBaTe/lbHOE CYMTbIBAHME OoYepeaHoro
OTpe3Ka C ero 3alMTHbIM KOAOM C KOHLUaA (haiina n nepemMelleHneM koHua gairina (EOF)
Ha 36 6ainToB.

2. TpeboBaHua kK APM BbIpaboTKM BHELLUHEN FAMMbI

BbipaboTka BHELHEN raMMbl U 3aMUCb ee Ha OT4YYyXAaeMble HOCUTENU NPOU3BOAUTCS
Ha aBTOHOMHOM APM, ¢dyHKUMOHMpPYIOWEM B NporpaMMHo-annapaTHoin cpeae Windows XP
(nnatdopma IA32).

Ha APM ycTaHaBnuBalTCS:

1. CK3U XTAM.00050-02 B ncnonHeHnsax 2 (ypoBeHb 3awmnTtbl KC2), 3-5 (ypoBeHb
3awmTbl KC2 ¢ anekTpoHHbIM 3aMkoM “Cobonb”. B HacTpoiike CK3U

“cBouctBa Kpuntollpo CSP/o6opyaoBaHMe/aaTtymKm ciyvyamHbIX yncen‘
AoKeH 6bITb ocTaBsieH Tonbko "Cobonb".
2. YTnnuta genkpim BblpaboTKM BHELIHEN ramMmMmsl;

3. YcTponctBa BbiBOAa BHELWHENW ramMMbl Ha TpebyeMble TUMbl OTYYXAAEMbIX
HOCUTENEN, pa3peLlleHHbIX K ncnonb3oBaHuio B CK3U XKXTAN.00050-02.

APM dyHKUMOHMPYET NO CXEMe:

Ytunuta genkpim

(BOANTCA € KOMaHAHOJ CTPOKM)

U

CK3M “KpunTtolpo CSP” v. 3.6

(ucnonb3syercs pyHkuyns CryptGenRandom)

U

®dann Kis_1
Lupexktopus LupexkTopus
DB1 DB2

Hocutenb BHeWwHe raMMbl
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3. MNopsaoK M3rotToBneHnUs HOCUTENEN C BHELLIHEN raMMON

N3roToBneHne BHewHen rammbl HA APM obecneunBaetcsa yTunuton genkpim.

Onsa W3roTtoBneHUs BHELWHEW raMMbl C KOMaHAHOMW CTPOKW MPOU3BOAUTCA 3anyck
yTunuTbl genkpim:
genkpim.exey n <p=>
3necb y - Heob6xoaMMOe KOMMYECTBO CNydaliHbIX OTPE3KOB raMMbl AN 3anmcu Ha
HOCUTENb, P — NyTb, MO KOTOPOMY 3anucaHbl gupektopum DBl u DB2 (ecnn nyTb He

yKasaH, To nMo yMon4yaHuio maet obpalieHne K AUCKY a:), N- HOMEp KOMMJIeKTa BHELUHEN
rammol (8 cumBoioB B 16-pnyHOM Kozae).

B pe3ynbTaTe BbINOSHEHWS KOMaHAbl reHepupyeTcs 3afdaHHblii 06beM MaTepuana
BHewHen rammbl n dopmmpyetca dann kis_1, cogepxawmii y oTpe3koB rammbl no 36
6anTtos (32 6ainTa -oTpe3ok rammsl, 4 6anTa - kog CRC oTpeska rammsl).

®ann kis_1 no nytwm p aybnupoBaHnem B aBe aupektopum: DBl u DB2
3anMcbiBaeTCs Ha HOCUTENb BHELLHEN raMmmbl.

4. cnonb3oBaHWe BHewHen raMmbl B CK3U

BHewHada ramMma uMCNonb3yeTcd B  KayecTBe MUCXOAHOro Martepuana And
uHnumanusaumm MNACH B CK3UW B coctaBe cepBepoB Ha anmnapaTHO-NPOrpaMMHbIX
nnatdopmax, ANns KOTOpbIX B Hactosiwee BpeMs He cyuwecTtByeT MAK 3awutbl ot HCA unu
3NEKTPOHHOro 3aMkKa ¢ ¢pusnyeckum CH.

Onsa ncnonb3oBaHus BHewHel rammbl B CK3U ampektopumn DB1 n DB2 c dannom
kis_1 3anucbiBalOTCS C OTYYXXAAEMOro HOCUTENS BHELHEN raMMbl Ha XXECTKUA [UCK
cepBepa.

Ona nepenHunumanusaumm coctosHus MACH, nponsBoAMMON NMpU KaXKaoM CO34aHMK
KMIOYEBOIro KOHTEMHEepa M NpU reHepaunm Kaxaoro 3akpbiTOro rnosib30BaTeNbCKOro Kwua,
MCMOJIb3YETCS O4YepenHOM OTPe30K rammbl OT KoHua dannos kis_1 B gmpektopusx DB1 u
DB2 Ha »eCTKOM aucke.

BecnoBTOpHOE MCNONb30BaHMEe OTPE3KOB raMMbl U UX OTO6pakoBKa NMpOBEPKOMN Koaa
CRC B npouecce dyHKUMOHNPOBaHNSA cepBepa obecneunBaetca cpeacteamm CK3N.
Oy6nupyemble B gupekTtopusx DBl u DB2 oTpe3kum ramMmbl B Cilydae MX HeCOBMNaAeHUs
WFHOPUPYIOTCS.

5. TpeboBaHune no 6e30nacHOCTH

Mpw akcnnyaTtaumm APM BbipabOTKKN BHELLHENW raMMbl U UCMOIb30BaHMMK
OTUYXXAAEMbIX HOCUTENEN BHELLHEN raMMbl AOSIXKHbI BbIMOAHATLECSA TpeboBaHUA:

1. APM BbipaboTkn BHELIHEN raMMbl pa3MeLLaeTcss B O4HON KOHTPOJIMPYEMON 30HE
C CEpBEPOM, B KOTOPOM BHELUHSS raMMa MCnoJsib3yeTcs.

2. W3rotoBneHme HOCUTENEM C BHEWHENW TraMMOM OCYLLECTBMSETCA TOJIbKO
aAMWHUCTPATOPOM CepBepa WM 3aMEeHSlWMM €ero JIMUOM, [AOMYLWEHHbIM K K/lo4aM
cepBepa.

3. Ha HocuTenu c 3anncaHHOi Ha HUX BHELUHE raMMoi pacnpoCcTpaHSaoTCs
TpeboBaHMs Mo 06paLLeHNIO C HUMK KaK C KJII0YEBbIMU AOKYMEHTaMu.

4. Tlocne 3anncy BHELWHEN raMMbl C OTYYXKAAEMOIO HOCUTENS Ha XECTKUIA ANCK
cepBepa OTUYyXXAAaEMbI HOCUTENb A0J1XKEH 6bITb NepedopMaTMpoBaH C GU3NYECKNM
YHUYTOXEHNEM BCEX AAHHbIX.

5. [omxHbl cobnogatbcsa TpeboBaHUs 3KCMyaTaLlMOHHOM AOKYMeHTauum Ha CK3U,
dopmynsap XTAM.00050-02 30 01.
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