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1. AHHOTAUMA

[aHHbIi AOKYMEHT A0NONHSAET AoKyMeHT «XXTAM.00050-02 90 02. Kpuntolpo CSP.
PykosoactBo aaMuHucTpatopa 6e3onacHoctu. O6wasa 4acTb» MpU UCMOSb30BaHUU
CK3U nog ynpasneHunem OC AIX.

NHCTpYyKUuMN  aaMuHUCTpaTopaM 6e30MacHOCTM UM MNOb30BaTeNsiM  Pa3/INYHbIX
aBTOMATM3MPOBaHHbIX cucteM, ucnonbsyrwwmx CK3UM Kpuntollpo CSP, A[0/MKHbI
pa3pabaTtbiBaTbCA C y4eTOM TpeboBaHMIM HACTOSLWEro AOKYMEHTa.

2.Cnuncok cokpalleHni

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET Mo TenekoMMyHukaumusm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHaA cUCTeMa

APM ABTOMaTM3nMpoBaHHOe paboyee MecTo

rMAa TMO6KMIM MarHUTHbLIN AUCK

ACYH [JaTumnk crny4darHbix ymucen

HDD XKecTkuii MarHUTHbIN AUCK

KM KoHeuHbIN nonb3oBaTesb

HCO HecaHKUMOHNPOBAHHbIA AOCTYN

ocC OnepauuoHHasa cuctema

MAK MporpamMMHO-annapaTHbIA KOMMIEeKC

no MporpamMmHoe obecneyeHune

Perncrpauuns MNMpucBoeHune onpeaeneHHbix aTpubyToB (aapeca, HOMepa KJoua,
npaB MCNOMb30BAHUSA U T.M.) aBOHEHTY

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYTrON pernamMeHTUpyoLei
OOKyMeHTauum, obecneumBatroLlen @pyHKUMOHMPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CBT CpeAacTBa BbIUYUCUTENbHOM TEXHUKMU

CeptudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAA0LWMA NPUHAANEXHOCTb
OTKpPbITOrO K/toUa 1 onpegeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTudukaums Mpouecc nsrotoeneHns ceptudurkaTa oTKpbITOro kntoya aboHeHTa
B LEHTpe cepTudurkaumm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmTbl HdopMaumm

cocC Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

CcC CnpaBOYHUK CEPTUPUKATOB OTKPbITbIX Ktoyen. CeTeBoi
CNpaBOYHUK.

LC LlenTp Ceptudmkaumm (YooctoBepstowmmn LieHTp)

P LleHTp Perncrpaunm

34 DNEeKTPOHHbIA AOKYMEHT

oun DNeKTpoHHas umdposBas noanmnch
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3. OCHOBHble TeXHUYECKMEe AaHHble N XapakTepuctukmn CK3U

CK3M Kpuntollpo CSP pa3paboTaHO B COOTBETCTBMW C KpUNATOrpaduyeckum
nHTepdencom dupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNporpaMMHoO-annapaTtHasa cpeaa

CK3WU KpunTollpo CSP ncnonb3yertcs B NnporpaMMHO-annapaTHOW cpeae
OC AIX 5/6 (Power PC).

CK3W Kpuntollpo CSP Ha nnatdopme AIX W3roToBMASETCS U pacnpoCTpaHSAETCs B
OZIHOM WCIOJIHEHNM KNacca 3awmTel KC1.

Co cpokaMu 3KChjyaTauuMyv  OMepauMoHHbIX CUCTEM, B Cpede  KOTOpbIX
dbyHKunoHnpyeT CK3UM, MOXXHO 03HAKOMUTLCA MO CleayloleMy agpecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

3.2. KnwyeBblie HOCUTenun

B kauecTBe KIOYEBOrO0 HOCUTENS 3aKpbITbiX K/AOYENn WCNONb3yeTcs pasgen
darnoson cuctembl Ha HDD M3BM.

[L_!_!_“ MpuMmeuaHmsa. 1XpaHeHMe 3aKpbITbiXx KAw4ven B pasgene HDD
paspellaeTca TOJIbKO MpW YCrnoBUW pacnpocTtpaHeHns Ha HDD wnu
N3BM c HDD TpeboBaHuii No obpalleHunto C KItUYEBbIMU HOCUTENSAMU, B
TOM 4yucne n Nocne yaasaeHnsa Kayen.
Bo mn3bexxaHne notepu kao4eBor MHGOpMaumn npm nospexaeHum HDD
pekoMeHAyeTCs XpaHUTb pabouyto KONM Kto4YeBo AUCKEThI.

4.CocCcTaB U Ha3Ha4YeHUe KOMMOHEHT NPOrpaMMHOro
obecneveHna CK3U

4.1. basosble moaynun CK3U

4.1.1.

4.1.2.

MO CK3W copepxunt 6a30Bble MOAYN:

libcsp - amHamunueckun 3arpyxaemas 6ubnuorteka Kpuntollpo CSP.

libssp — 6mbnmoTeka NoaaepXKN Moayna ceTeBon ayTeHTUdMKaumm Kpuntollpo TLS
cpverify — MOAynb KOHTPONS LEeNTOCTHOCTU.

wipefile — moaynb yaanenus dainoB BMeCTe C COAEPXKMMbIM.

B Ha3zBaHuax anctpmbytmeos CK3U ncnonbsyeTcs HoTaumus:
cpro — npeduKc;
CSp — KpunTonpoBamnaep;
[d] - onuuoHanbHO - yKa3biBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEPHI);
ppc/ppc64 - nnatdhopma PowerPC 32/64 6uta.

BubnnoTteka libcsp

Bubnuoteka libcsp peanusyer uenesble GYHKUUM KpunTOrpaduueckoin 3awuTbl
MH@OopMaumn, paboTy € KIYaMun, AOCTYN K KIKYEBbIM HocuTenam, bnoCH.

Moaynu ceteson ayteHTudunkaunm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumio NpPOTOKOSA CETEBOW ayTeHTudUKauum
Kpuntolpo TLS. O6uwee onucaHme npoToKosa nMpuMBEAEHO B  JAOKYMeHTe
XTAN.00050-02 900 2. Kpuntollpo CSP. PykoBoACTBO aAMMHWUCTpaTopa
6e3onacHocTn. Obwas vacTb.
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Mpotokon TLS (RFC 2246) wcnonb3yetcs ANS 3awuTbl COEAMHEHUA B KJIMEHT-
CepBepHbIX TEXHONOMUSX.

MporpamMMHoe obecnedeHne Kpuntollpo TLS saBnaeTtca peanusauunei npotokona TLS
M ucnonblyet kpuntorpadpuueckne dyHkumm Kpuntolpo CSP ans obecneyeHus
npouecca ayteHTudumkaumm n wmndposaHnsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

4.1.3. Moaynb cpverify

Moaynbe cpverify npegHasHadeH ANns KOHTPOSA LEefoCTHOCTM Npu yctaHoBke CK3U u
dyHKumoHmpoBaHuu MO CK3U KpunTtollpo CSP Ha M2BM nonb3oBaTtens.

4.1.4. Mopynb wipefile

Moaynb wipefile ucnonbayerca ansa yaaneHus ¢anioB BMecTe C COAEPXMUMbIM MpU
LWTATHbIX M HewwTaTHbIX (CBOMMPOBAaHMWE) CUTyauUMUsX.

4.2. Moaynu MNK3U
4.2.1. Mopayns libcapilite

Moaynb libcapilite wncnonb3yeTca Ana ynpasneHus cepTudmMKaTtaMu OTKPbITbIX
KoYen, a Takxke ana obecnevyeHus BbINOAHEHUS KpuUnTOorpaduyeckmx 3arnpocos Ha
ypoBHe wuHTepdelica CryptoAPI v. 2.0. WHTepdenc moayns capilite asnsetcs
noaMHoxectBoM uHtTepderica CryptoAPI v. 2.0.

4.2.2. bubnuoteka librdrrdr

Bubnuoteka librdrrdr obecneunBaeT yHUDUUMPOBaAHHbLIA MHTEpdENCc pgocrtyna K
KNOYEBbIM HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNa.

4.2.3. Moaynu ycTpomncTs

Moaynu obecneumBatoT peanunsaunio A0oCTyna K KOHKPETHbIM ThWMNaM KAK4YEBbLIX
HOCUTENEN n cunTbiBaTENEN:

. librdrfatl2 «k gmnckoBoay v amckete 3.5" n pasgeny XecTkoro gucka

4.2.4. bubnuoteka librdrsup

Bubnuoteka librdrsup obecneumBaer peanusaumio obwmx GyHKUMA [OCTyna K
pPa3INYHbIM K/IHOYEBbLIM HOCUTENSAM.

4.2.5. Moaynu AaTuyMKOB Clly4YalHbIX Yyncen

Bubnuoteku librdrrndm u librdrrndmbio_tui obecneunBatoT nogaepxky paboTbi
Cc ¢dusmdyecknm [ACH nporpamMMHO-anmapaTHOro Komnaekca 3awmTtbl oT HCO w
BrnolCH coOoTBETCTBEHHO.

4.2.6. bubnunoteka libasnldata nogaep>xku npotokona ASN1

BubnuoTteka libasnldata cogepXut GyHKUMM Npeobpa3oBaHns CTPYKTYpP AAHHbIX B
MallMHHO-HEe3aBMCUMOE NpeacTaBieHme.

5. YcrtaHoBka anctpubytusa MO Kpuntollpo CSP

YcTtaHoBKa, yaaneHue u obHoBneHne MO OCyLllecTBNAETCA C NnpaBaMn aAMUHUCTpaTopa:
noAa y4€THOM 3anuncbto root namn ¢ ncnonb3oBaHMeM KOMaHAbl sudo.

B OC AIX pans ycraHOBKW, ypaneHusa u o6HoBneHus MO NpUMEHSIIOTCS MakeTbl
(packages). Maker - apxuB aucTtpubyTuBa, coaepxawui dannbl YyCTaHaBIWBAEMOrO
NpuUaoXeHUs 1 dainbl, UCNONb3YOLWMNECA UHCTANNATOPOM ANS KOHMWUrypupoBaHus cpedbl. B
onepaumoHHbIX cuctemax AIX wucnonb3yetcs MeHegkep naketoB RPM (Red Hat Package
Manager), KOTOpbIli ABASETCS TMMOKUM MHCTPYMEHTOM ANS YCTAaHOBKMW, yAaneHus, o6HOBNeHNS 1
cbopkM nporpaMMHbIX NakeToB. [lakeTbl, nNpeacTaBneHHble B BuAe daiina C paclmpeHuem
.rpm, cogepxart B cebe HenocpeacTBeHHO darinbl MO n nHbopMaumo AN KOHPUrypupoBaHus
cpeasbl.

[nsa yCTaHOBKM NakeTa UCNONb3yeTCcs KoMaHaa:

rpm -i <cain_nakera>
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Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Onga yoaneHusa nakeTa UCNoJSb3yeTcs KoMaHaa:

rpm -e <uMs_nakera>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4

MMA nakeTa MOXET He BKJIloYaTb BEPCUIO.

Hanpumep: rpm -e Isb-cprocsp-base

Takxe ynpaBneHne naketamMm MOXHO BbINOSIHATb Yepe3 rpadunyeckyto 06o1ouky smitty.
dannbl N3 NakeToB yCTaHaBAuBalTCA B /opt/cprocsp.

MakeTbl 3aBUCAT Apyr OT JApyra, MO3TOMY AOJKHblI YCTaHaBiMBATbCS MO MOPSAKY C
y4€TOM 3TUX 3aBUCMMOCTEW, a yAansATbCs B 06paTHOM nopsiake. YC/IOBHO MOXHO cuyuTaTb
NnpasBuSibHbIM NMOPSAKOM TOT, KOTOPbIA ONuUcaH B Tabnuue 3aBUCUMOCTEN M HA3HAYeHUs NaKeTOoB.

MakeTbl MOryT 6bITb HE3aBUCUMbIMKM OT apxUTeKTypbl (noarch B umeHu darina naketa),
TOrA4a OHUM CTaBATCS Ha Nobylo apxuTekTypy. MNakeTbl MOryT 6biTb AN apxuTekTypbl ppc32 (ppc
B MMeHW aina nakeTta), a Takxe Ans apxmuTekTypbl ppc64 (ppc64 B mMeHn caina nakera),
Toraa oHu ctaBaTcs Ha OC, cobpaHHYHO MOA COOTBETCTBYHOLLYO apXUTeKTypy. YacTto 64-6uTHble
OC opHOBpeMeHHO noaaepXmBatoT M 32-6UTHbIE NpPUIOXeEHUs, U 64-6UTHble, TOoraa npu
Heo6xoAMMOCTU MOXHO CTaBUTb 06a KoMMekTa.

Tabnvua 3aBMCMMOCTEN M Ha3Ha4YeHMs nakeToB (418 NPOCTOTbl ONUCaHbl 32-6UTHbIE NaKeThl).

MMa nakeTa 3aBMCMMOCTH HasHauyeHne nakeTa

Obsa3aTenbHble NakeThbl

cprocsp-base ba3oBblli  nakeT, CTaBMUTCHA
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHbIE MPUNoXeHUs,
cumnTbiBaTenn n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpaMmel n
6nbnmnoTtekmn ans
BbICOKOYPOBHEBOW paboTbl C
KpunTtorpaduen
(ceptudukaramm, CMS...).

cprocsp-kcl cprocsp-rdr MpoBangep KC1.

JononHutenbHble NakeTbl

cprocsp-devel cprocsp-base MakeT ana paspaboTtumka.

cprocsp-stunnel cprocsp-base YHunBEpcanbHbI SSL/TLS
TYHHEsb.

6. O6bHoBneHne CK3UN Kpuntollpo CSP

Ons o6HoBneHus Kpuntollpo CSP Ha OC AIX HeobxoamMmo:
©3aMNOMHUTb TEKYLLY KOHpUurypaumio CSP:
0 Habop yCTaHOBJ/IEHHbIX NaKeTOB
O HacTpoWkum npoBahgepa (4189 NpPOCTOTbl  MOXHO  COXpPaHUTb
/etc/opt/cprocsp/config[64].ini)
eyfanuUTb WTaTHbIMKU cpeacTeamMmn OC Bce nakeTbl Kpuntollpo CSP
eyYCTAHOBUTb aHanormyHole HoBble nakeTbl Kpuntollpo CSP

eMpn HeobXxoaMMOCTN BHECTU U3MEHEHUS B HACTPOMKM (MOXHO nocMmoTpeThb diff
cTtaporo u HoBoro config[64].ini)

e KJTIOUN U cepTUdUMKaTbl COXPaHATCS aBTOMaTUYECKn
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7.Hactponka CK3WN Kpuntollpo CSP

7.1. Ooctyn K ytunmute anga Hactponku CK3UW Kpuntollpo CSP

HacTtporika CK3W Kpuntollpo CSP ocyllecTBAsSeTCS C NOMOLWbI yTUAnUTbl cpconfig,
KoTOpas BXOAUT B CcoCTaB AucTtpubyTMBa W pacrnonoxeHa B AUPEKTOPUN
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnn ycrtaHoBneHbl naketbl CK3U
AN OBYX apXWUTEKTyp, Hanpumep ia32 v x64, TO AENCTBUS MO HACTPOMKE HYXHO
NpoOBOAUTb ABaXAbl — AN KaXAO0M apxuTeKkTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

7.2. BBoa cepnnHOro HoMepa nnueH3umn

Mpwn yctaHoBke nporpaMMmHoro obecnevenmss Kpuntollpo CSP 6e3 BBOAA SNLIEH3NMU
NMoAb30BaTeNI0 NPeAoCTaBSETCS JIMLEH3MSA C OrPpaHUYEHHbIM CPOKOM AeicTeus. Ons
ncnonb3oBaHua Kpuntollpo CSP nocne OKOHYaHWS 3TOr0 CpoKa Mnosb30BaTesb
[OJ/IXEH BBECTU CEPUMHBIN HOMEp C 6bnaHKa JIMUEH3MK, MOJSTYYEHHON Yy OpraHmM3auumn-
pa3paboTumMka MAM OpraHuM3aumu, MMeLWen MnpaBa pacrnpocTpaHeHMs NpoAYyKTa
(annepa). Ansa npocMoTpa MHGOPMaUMn O JIMLUEH3UN BbIMONHUTE:

# cpconfig -license -view

[ns BBOA@ NULEH3MKN BbINONHUTE:

# cpconfig -license -set <cepuiHbIin_HoMep>

CepMVIHbIVI HOMEp cneayeT BBOAUTL C cobnoaeHmnem perncrtpa CMMBOJIOB.

7.3. Hactpounka obopyaosaHus CK3UN Kpuntollpo CSP

YTunuta cpconfig Takxe npepgHasHayeHa pAna u3MeHeHuUsl Habopa YCTpOWMCTB
XpaHeHust (HocuTenen) M cumTbiBaHUs (CUMTbIBATeNen) KAK4YeBO MHbOpMaunm w
AATUYMKOB CNydalHbiX ymcen. MpeaycTtaHOBAEHHbIMU ABASOTCA cuuTbiBaTenu flash-
HocuTenenm n obpas ANCKETbl Ha KXECTKOM AMCKe.

[ns npocMoTpa Cnmncka HaCcTPOEHHbIX CYMTbIBATENen:

# ./cpconfig -hardware reader -view

CunTbiBaTeNb AUCKET HE YCTAHAB/IMBAETCH MO YMONYAHUIO, TaK KakK Npu OTCYTCTBUM
AVNCKeTbl B AWCKOBOAE MepeynciieHne KOHTEeMHepoB CUMIbHO 3amegnserca. [Ans
nobaBneHns cumTbiBaTeNS AUCKET:

# _/cpconfig -hardware reader -add FAT12_0 -name "‘Floppy Drive"

[Ons npocMoTpa crnncka HacTpoeHHbIx ACY:

# _/cpconfig -hardware rndm -view

Ons koHconbHoro Buo[lCH TpebyeTcs nakeT nakeT cprocsp-kcl, kpome TOro OH
paboTtaeT Tonbko ¢ KC1 nposangepom. ns agobasneHns KOHconbHOro bnoACH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "'Console
BioRNG"

Ons npobasneHus ACH KMNUM:

# _/cpconfig -hardware rndm -add cpsd -name "cpsd rng®" -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dainbl C AAHHLIMKW, NOAy4YeHHbIMW Ha "APM BbipaboTku
BHELWHeN raMmmol"”, NONOXMM, YTO OHKU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons nony4veHuns noapobHon cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

7.4. YCTaHOBKa NnapaMeTpoB XYypHaInpoBaHUA
CK3M Kpuntolpo CSP no3sonset cobupaTb 0TNaAouYHyo MHpopMauuo n nmeet
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Mcnonb3osaHue CK3W nog ynpasneHnem OC AIX.

BO3MOXHOCTb  MPOTOKOMMPOBaHUS  cobbiTuiA. WHdOpMauus 3anucbiBaeTcs B
CUCTeMHbIN XypHan (obbivHO B /var/log/messages). CyliecTtByeT BO3MOXHOCTb
U3MEHEHMS1 HAaCTPOEeK XYPHaMpOBaHUS pa3nIMyHbIX Moaynen npoaykTa. CyliecTByeT

BO3MOXHOCTb M3MEHEHUSI YPOBHS >XXypHanupoBaHus wu QopmaTta
OT/NIaA04YHbIX coobuieHmnn. Ons nosly4yeHus cnpaBKu no
KYPHaNMPOBaHUSA:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXUBAETCS XYpHannpoBaHue:

Cpcsp - 4p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxba xpaHeHus knodvern (KC2)
libssp - TLS

cppkecsll - PKCS11
cpdrv - gpaneep
dmntcs

7.5. HacTtpoinka kpuntonposanaepa rno yMos4aHuo

[na npocMoTpa TUNOB AOCTYMHbIX KPUNTONpPOBalAepoB:

$ ./cpconfig -defprov -view_type

[na npocMoTpa CBOMCTB KpUNTONpoOBanAepa Hy>XHOro Tuna:

# _./cpconfig -defprov -view -provtype <provtype>

[Ona yctaHoBKM npoBaigepa MO YMOAYaHWUIO ANS HYXHOro Tuna:

BbIBOAMMbIX
HacTpoikaMm

# ./cpconfig -defprov -setdef -provtype <provtype> -provhame <provhame>

8. BctpamaHmne CK3U Kpuntollpo CSP B npuknagHoe MO

Mpu BcTpamBaHun CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecnedeHune
OOJIKHbI BbINONHATbLCSA TpeboBaHusa paspena 7 pokymeHTta ")XTSAK.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBo agMmHucTpaTopa 6e3onacHocTtn. Obuwas YacTb.

9. TpeboBaHMsA NO OpraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHus
akcnnyaTaumm CK3U

JO/mKkHbl  BbINOAHATLCA  TpeboBaHMS MO OPraHM3auMOHHO-TEXHUYECKUM W
aAMUMHUCTpPaTUBHbIM MepaM obecneyeHnss 6e3onacHocTu 3kcnnyaTaumm CK3N B
obbeMe pasgena 12 pokymeHTa "XKTAKM.00050-02 90 02. Kpuntollpo CSP.

PykoBOACTBO agMMHUCTpaTopa 6e3onacHocTu. O6Las YyacTb.

10. TpeboBaHuna no 3awmte MO ot HC co BCTpOEHHbIMU

CK3u

Certmgr (Kpuntolpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cucteM CK3WM Kpuntollpo CSP
AOJIKHO MCMONb30BaTbCsA C NpOrpaMMHbIM obecnevyeHnem:
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Mcnonb3osaHue CK3W nog ynpasneHnem OC AIX.

Mepsi 3amutel ot HCJI ipu pynkimonupoBannu CK3U mox ynpasienuem OC AlLX

Mpn wncnonb3oBaHum CK3WM nop ynpaeneHnem OC AIX 5/6 p[onkHbl 6biTb  MPUHATHI
OOMOSTHUTENbHbIE MEpbl OPraHM3auMoOHHOIN0 U TEXHMYECKOr0 XapakTepa W AOMOJSIHUTesibHas HacTpolika
onepaumoHHOW CUCTEMBI.

AIX 5.3 no ymonuyaHuio obecneymBaeT AOCTaTOYHbIM ypoBEeHb 6€30MacHOCTU ANs1 BbIMOJHEHUS
obwmx 3apay cepsepa. [pn MCNONb30BaHUMM KOMMNbIOTEPOB Mo ynpasneHunem OC AIX 5/6 ans
pelweHns KPUTUYHbIX 3ajay, CBA3aHHbIX C 3awuTon uHdoOpMauumM, HeobxoAuMO MNpeanpuHATb
AOMONHUTENbHbIE MEPLI OPraHM3aLMOHHOIO U TEXHMYECKOrO XapaKkTepa W BbIMOAHUTb AOMOMHUTENbHbIE
HaCTPOMKM OMepaumoHHON cucTtembl. [pn 3TOM HeobxoaMMo obecrneunTb AOMOMHUTENLHYIO 3alinTy
cepeepa n OC ot HC[, 6ecnepeboliHbiii pexuMm paboTbl M WUCKIOYUTb BO3MOXHOCTM "OTKasa B
obcnyxuBaHnn", BbI3BBAHHOMO BHYTPEHHMMW MpuyYMHamu (HanpuMmep - nepenosiHeHMeM QalnoBbIX
cucTem).

OpraHn3aymnoHHO-TEXHNYECKNE MEPbI
1. K opraHunsalMoHHO-TEXHUYECKUM MepaM OTHOCATCA:

obecneyeHune dusnyeckoln 6e3onacHOCTM cepBepa;
yCTaHOBKa NMpPOrpaMMHbIX O6HOBIEHUNA;
opraHvMsaums npoueaypbl pe3epBHOro KOMMpoBaHUS U XPaHEHUS! pe3epBHbIX KOMUW.

[JononHutenbHble HacTpolikn OC AIX 5.3 KkacatoTcsl crefytoLulero:

orpaHuyeHue A0CTyna nosib3oBaTene U HaCTPOMKN NMOMb30BaTENbCKOrO OKPYXeHUs;
OrpaHuyeHne ceTeBbIX COEANHEHUN;
OrpaHMyeHuns Npyv MOHTUPOBaHUWN (PaNOBbIX CUCTEM;
OrpaHMYeHMs Ha 3anycK NpoLeccoB;

e KOHTpOJb 3arpy3km OC M KOHTPO/b LENOCTHOCTU CUCTEMHOMO U MPUKIAAHOIro NPOrpaMMHOro
obecneyeHns fgomkeH obecneymBaTbCs NpU NMOMOLLM SNEKTPOHHOIO 3aMKa

e [0MNO0NHUTENbHbIE HAcTponkn sapa OC;

e HacTpoWKa CETEBbIX CEPBUCOB;

e OrpaHuyeHue Konm4yecTsa "BUAMMON U3BHE" MHDOPMaALNKN O CUCTEME;

e HacCTpolika NOACUCTEMbI MPOTOKOIMPOBAHUSA 1 ayauTa.

2. B cucTteme peructpmpyeTcs oAvH nonb3oBaTenb, obnagawowmii npaBaMnm agMUHUCTPATOPa,
HocAwMi wuMs root, Ha KoToporo BoO3naraetca o0653aHHOCTb KoHpurypmposate OC AIX 5/6,
HacTpauBaTb 6e3onacHocTb OC AIX 5/6, a Takxe koHpuUrypuposaTb N3BM, Ha KOTOPYI yCTaHOB/EHA
OC.

3. [Ansa nonb3oBaTtens root BblGUMpAeTCs HaAEXHbIA MNaponb BXoAa B  CUCTEMY,
YAOBNETBOPAOLWMNIA cneayowmnM TpeboBaHmaM: AnMHa napons He MeHee 6 CUMBOJMIOB, Cpeau CUMMBOJIOB
Maposis AOJ/KHbl BCTPeYaTbCA 3arfiaBHble CUMBOJIbI, MPOMWUCHbIE CUMBOMLI, LUUDPbI UM creunasbHble
CMMBO/bI, CPOK CMEHbl Maposis He pexe OAHOro pasa B Mecsal, AOCTYN K Maposio AO/KeH 6biTb
obecneyeH ToNbKO aAMUHUCTPATOPY.

4. Monb3oBaTento root AOCTYMNHbI HAcTpPoKKM Bcex nonb3oBaTenenn OC AIX 5/6, koTopble OH
MOXET npocMaTpusaTh, penakTupoBaThb, yhansTb, co3aaBaThb. Bcem nosb3oBaTensmM,
3apernctpmpoBaHHbiM B OC AIX 5/6 , nonb3oBaTenb root B COOTBETCTBUM C MONUTUKOM 6e30nacHOCTH,
NPUHATOMN B OpraHusauuun, AaeT MUHUMasbHO BO3MOXHble AN HOpManbHOW paboTbl npasa. Kaxabli
nonb3oBatens OC AIX 5/6 , He saBNAOWMINCS nosb3oBaTeneM root, MOXeT npocMaTpueaTb U
pefakTMpoBaTbh TOSIbKO CBOW YCTaHOBKWM B paMKax MpasB AO0CTyMna, Ha3HAYEHHbIX €My Mofib30BaTenem
root.

5. Bcex nonb3oBaTenen [3BM, koTopble He MNONb3YKTCA [AAHHOW CUCTEMON, WU BCeX
CTaHpapTHbIX Monb3oBaTtenen, koTopble co3patotcss B OC AIX 5/6Bo0 BpeMs ycCTaHOBKM (Takux, Kak
"sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens root, cneayeT yaanuto.

6. B OC AIX 5/6cywectBytoT ucnonHsemble dannbl, KOTOpble 3anyckakTCcs C npaBamu
nonb3oBartens root. DTM dannbl MMeEKT ycTaHoBAeHHbIn dnar SUID. MNonb3oBaTenb root AosmkeH
onpenennTb, KakuM u3 3Tux (arnoB B paMKax onpeaeneHHon B opraHnsaumm noanTuku 6esonacHocTy
He TpebyeTcs 3anyck C aAMWMHUCTPATMBHLIMK MNOJIHOMOYMSMKU, M C Nomowbk cbpoca dnara SUID
JO/DKEH CBECTM KONIMYEeCTBO Takmx annoB K MUHUMYMY. 3anyck oOCTaBwuxcs ¢annos ¢
ycTaHoBneHHbIM cnarom SUID onkKeH KOHTPONMPOBaTbCS Mosib3oBaTenem root.

7. MNpn wncnonb3oBaHmn CK3UM Ha M3BM, noaknoyeHHbIX K 06WefoCTynHbIM CETSM CBA3M,
JOJDKHbI 6bITb npeanpuHATbI AONONTHUTENbHbIE Mepbl, ncKvarLwme BO3MOXHOCTb
HECaHKUMOHNUPOBAHHOIO AO0CTYrNMa K CUCTEMHbIM pecypcaM WCMOJSib3yeMblX OMEpPaLMOHHbLIX CUCTEM, K
nporpaMMHOMy obecneyeHuto, B OKPYXEeHUM KOTOporo yHKunoHupytoT CK3U, n kK komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX CETEN.

10
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8. lMpaBo pgocrtyna K paboumm MecTaMm c ycTtaHoBneHHbIM MO CK3W npepocTtaBnsieTcs TONbKO
nvuaM, 03HaAKOMJIEHHbIM C NMpaBuiaMu NOJSIb30BaHMSA U U3YUUBLUMM IKCMAYATALMOHHYIO AOKYMEHTaLuio
Ha nporpaMMHoe obecneyeHune, nmeroee B cBoeM coctase CK3U.

9. Ha TexHuyeckux cpeacTeax, ocHaweHHbiXx CK3W [0MKHO MCNoNb30BaTbCA  TOJbKO
JNIMLLEH3MOHHOEe nporpamMMHoe obecneveHne GMpM-NponsBoaUTENEN.

10. B BIOS onpenenstoTcs YCTaHOBKM, UCKOYAlOLWME BO3MOXHOCTb 3arpy3ku onepaumoHHOM
CUCTEMbI, OT/INYHOM OT YCTAHOB/IEHHOW Ha XECTKOM AMCKe: OTK/YaeTCs BO3MOXHOCTb 3arpy3ku C
rmbkoro gmcka, npmeoga CD-ROM un npoume HecTaHgapTHble BuAbl 3arpy3km OC, Bk/IO4Yas CeTEBYH
3arpysky. He npumensioTca M3BM ¢ BIOS, wcknoyawWuUM BO3MOXHOCTb OTK/IIOYEHUS CETEBOW
3arpy3ku OC.

11. CpeactBamm BIOS ponkHa 6biTb MCKAKOYEHA BO3MOXHOCTb OTKJ/IIOYEHUS MOJIb30BaTENAMMU
ISA-ycTpoicTte n PCI-ycTponcTs. [ns UCKIOYEHUS 3TOM BO3MOXHOCTM BXoA B BIOS 3BM pgomxeH 6biTb
3aluLeH naposieM, K KOTOPOMY MNpeabsaBAsioTca Te xe TpeboBaHMs, 4TO M K Naposio Mnofib3oBaTens
root. NMaponb ansa Bxoga B BIOS aosmkeH 6biTb M3BECTEH TOJILKO MOJIb30BaTeNto root 1 6bITb OT/IMYHBIM
OT naposs nonb3oBaTensa root ans sxoana B OC AIX 5/6.

12. o 3arpy3km OC ponxeH 6biTb peanusoBaH KOHTPOSb LENOCTHOCTM dannosB, KPUTUYHBIX
anga 3arpyskm OC u nporpammbl CPVERIFY.

13. Mpwun 3arpyske OC ponkeH 6bITb peanuM3oBaH KOHTPOJIb LEOCTHOCTU MNPOrpaMMHOI0
obecneyeHuns, Bxogswero B coctaB CK3W, camorm OC wn Bcex wucnosHseMbix ¢alnos,
pyHKUMOHUPYOLWMX coBMecTHO ¢ CK3M ¢ ucnonb3osaHmnem nporpamMmbl CPVERIFY.

14. Cpeacreamu BIOS pomxHa 6biTb MCKIOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu BO BpeMs
€ro HayanbHOW 3arpy3Kn He NPOXOAST BCTPOEHHble TecTbl DBM (POST).

15. Ha MN2BM ycTtaHaBnmeaeTcsa Tonbko ogHa OC. Ha l2BM He ycTaHaBaMBalTCA CpeacTB
pa3paboTkm wn otnagku MO. Ecnm cpepctBa OTNaAKM MPUIIOXKEHUMA HYXHbI ANS TEXHONOMMYECKUX
I'IOTpe6HOCTeI7I opraHmnsauunm, To X MCNoJib30BaHWE A0IXHO 6bITb CAaHKUMOHMPOBAHO aAMUHNCTPATOpPOM
6e3onacHoctM. B nwbom cnyyae 3anpewaeTcs WMCNonb3oBaTb 3TM CpeacTBa Aas MpocMoTpa w
penakTMpoBaHMS Koda M MaMaTu NpunoxeHun, ncnonbsyowmnx CK3W. CnepyeT mnsberate nonagaHus B
CUCTEMY NMporpamMmm, NO3BOMAOWMX, NONb3ysacb owmnbkamn OC, nony4aTb NnpMBUAernm root.

16. OrpaHuuutb (C y4yeToM BbI6GpaHHOW B OpraHmM3auum MONTUKM 6e30MacHOCTH)
MCNO/b30BaHWe MoJsib3oBaTeNsaMmM KOMaH4 cron un at — 3anycka KOMaHA B YKa3aHHOe BpeMms.

17. Peanun3oBaTb U3NYECKOE 3aTUpPaHME COAEPXKMMOro yaansemblx ¢hanioB C UCNOSb30BaHUEM
nporpamMmbl Wipefile ns coctasa CK3W.

18. OTKNOUUTb CeTEBbIE MPOTOKOSbI, KOTOPbIE HE UCMOJb3YHOTCS Ha AaHHOW DBM.

19. B cnyyae noakntoyeHusa 3BM c yctaHoBneHHbiM CK3U k obwenocTynHbiM ceTaM nepenayu
AAHHbIX OTK/IOUMTb Mcnosib3oBaHue JavaScript, VBScript, ActiveX n apyrmx nporpaMmMHbiX 06bEKTOB,
3arpy>aeMblixX U3 CeTu, B NPpUKIaAHbIX NporpaMmmax.

20. [JomkHbl 6blTb MNPUHSATHI Mepbl MO WUCKIIOYEHUIO HECAHKUMOHMPOBAHHOMO AOCTyna
MOCTOPOHHMX /UL, B MOMELLEHMS, B KOTOPbIX YCTaHOBJIEHbl TeXHUYeckne cpeactBa CK3U «Kpuntollpo
CSP», No poay CBOeil [AesITeNIbHOCTM He SIBASAIOWMXCS MepcoHanoM, AonylweHHbIM K pa6oTe B
yKa3aHHbIX NMOMeLLEHUSIX.

21. [JomkHo 6bITb 3anpeweHo ocCTaBnATb 6e3 KOHTPONs BbIYUCIUTENbHbIE CPeacTBa, Ha
KoTopbix akcnnyatnpyetca CK3U «Kpuntolpo CSP» nocne BBoaa kitoyeBon nHdbopmaummn. Mpu yxoae
nonb3oBaTtens C paboyero Mecrta AO/KHO WMCMNOMIb30BaTbCA aBTOMaTM4YeCcKoe BKJ/IHOUEHME MaposibHOM
3acTaBKu.

22. W3 cocTaBa CUCTEMbI JOKHO BbITb MCKIKOYEHO 060opyaoBaHME, KOTOPOE MOXeT CO34aBaTb
yrposy 6e3sonacHoctn OC AIX 5/6. Takxe Heobxoammo wusberatb MCMNONb30BaHUS HeCTaHAAPTHbIX
annapaTHbIX CPeAcCTB, MMEKLWMX BO3MOXHOCTb BAUATbL Ha (YHKUMOHMpOBaHWe KomnbitoTepa mnam OC
AIX 5/6.

23. TMocne wHctannsaumm OC cneayer ycTtaHoBUTb C caunTta http://www.ibm.com/ Bce
peKOMeHAOBaHHble MNporpaMMHble O6HOBMEHMS UM nNporpamMMHble OOGHOBMEHUS, CBSI3aHHble C
6€30MacHOCTbIO, CYLLECTBYOWME HA MOMEHT MHCTaNAAUMN Ans 5 n 6 TEXHOIOrMYeCcKux YpoBHEN.

24. Ha Bce aupektopuu, coaepxawme cucremHole darnbl OC AIX 5/6 u katanorm  CK3WU,
HeobxoanMMO yCTaHOBWTb MpaBa AOCTyna, 3anpellarolwune BCeM MNonb3oBaTensM, Kpome Bnagenbua
(Owner), 3anuco.

25. B cBS3M C TeM, 4YTO aBapuiHbIA [aMn OMNepaTUBHOM MaMATU MOXET CcoAepXaTb
Kpuntorpaduyeckn omnacHyo wuHdbopMauumio, B MPUMKIAAHbLIX MNporpammax, wucnonb3ywwmx CK3U,
cnepyeT OTK/AOYUTb BO3MOXHOCTb €ro COo3AaHus C nomoubk @yHKuum ulimit (ycTaHOBUTL pa3smep
Aamna namatu B 0).
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26. B OC AIX 5/6 ucnonb3yeTtca BuptyanbHas namatb. O6nactb BMPTyasibHOM NaMsaTy AOJIXKHA
6bITb OpraHvMsoBaHa Ha OTAE/bHOM XeCTKOM aucke. [1o okoH4YaHum paboTbl CK3U cogepxumoe
BUPTYyasibHOM MaMsaATM AOMKHO 3aTtupaTtbCs C ucnonb3oBaHueMm cpeacts OC. B cnyyae aBapuiHOMo
ocTtaHoBa DBM, npu cneayiouwlen 3arpy3ke HeobxoauMo B pexume “single user” ounctutb obnactb
BUpTyasibHOM namatu nporpammon wipefile, Bxoasiwen B coctaB CK3WN Kpuntollpo CSP. B cny4dae
BbIXOA4A W3 CTPOS >XECTKOro JAuCKa, Ha KOTOpPOM HaxoauTcs obnactb BMpPTyanbHOW MaMsaTw,
Kpuntorpaduyeckne KUYM noanexaT BbiBOAY W3 AENCTBUSA, @ XECTKUIA ANCK He noafexalimm
PEMOHTY. DTOT XECTKUI ANCK YHUUTOXKAETCS MO NpaBuiaM YHUUTOXEHUS KITIOUYEBBLIX HOCUTENEN.

HacTtpoinikn OC AIX 5/6 BbIMOJHAKTCA NyTeEM peaakTMpoBaHusa (ypaneHus, nobaBneHus)
Pa3/INYHbIX KOHMUIYPaUMOHHBIX U KOMaHAHbIX (aifioB KakK BPYYHYIO . Tak U C UCNOSIb30BaHUEM
CUCTEMHOWN yTUNUTbI smitty.

Ons coxpaHeHMs BO3MOXHOCTM "OTKaTtuTb" BHECEHHble W3MEeHeHUs cneayeT COXPaHATb
Moanduumpyemble dannbl B "6e3onacHoM" Mecte (Ha BHELIHEM HOCUTEsSIE WM Ha HE MOHTUPYEMOW
aBTOMaTuM4yecku (arnoBol cucTeme).

OrpaHunyeHune gocrtyna nonb3oBaTenen u HaCTDOﬁKM NMNONIb30BATE/IbCKOINro OKPY>XEHUA
HaCTpOVIKa NMNOJIb30BATE/IbCKOI0 OKPY>XEHUNA 3aKTIOYaETCA B CNeAYyOLWNX OEeNCTBUSAX:

1. Ucnonb3ys yTunuty smitty, cneayeTr yCTaHOBUTb crnefylolmMe AOUPEKTUMBbI ANA  BCex
nosnb30oBaTesNein CUCTEMbI:

Expiration date - He 6onble 30 AHEN C MOMEHTa Co34aHus.

Number of failed logins before locked =3 KONM4YeCcTBO HEBEPHbLIX MOMbITOK
perncrtpaumu nosib3oBaTesns.

Soft core file size=0K gns 3anpeTta co3gaHus core-gannos

UMASK=022 (napameTp 3agaeT MacKy co3gaHus darina no-yMonyaHuio).

Another user can su = False napaMeTp OrpaHM4YMBaeT BO3MOXHOCTb perucTpauum
cynepnonb3oBaTens yepes yTuanTy su).

[Onsa nonb3oBaTens root yCTaHOBUTb MacKy pexuma cosgaHus dannos 077 wnn 027:
umask 077 (umask 027);

OTpepaktmnpoBaTb ¢ann /etc/shells 1 noMecTUTb B HEro MMeHa TOMBLKO AN TEX UCMOJIHAEMbIX
darnoB obonoyek, KOTOpble YCTAaHOB/IEHbI B cucTeMe. o yMmonyaHuto, cogepxmnmoe darna /etc/shells
MOXeT 6bITb TaKnM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash
Ypanutb ¢ann (ecnu oH cywecTtByeT) /.rhosts.
Ypanutb coaepxunmoe darina /etc/host.equiv.

OTtpepaktnpoBaTtb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdUKaumn.
BbinonHsieTC KOMMEHTUPOBAHMEM BCEX CTPOK, coaepKalmx noactpoky "pam_rhosts_auth.so".

MpoBepuTb UMAEHTUGUKATOPLI NoJib30oBaTeNss W rpynnbl AN BCEX MOJib3oBaTenewn,
nepeyncrieHHblx B arne /etc/passwd. Cnepyet ybeauTtcsi, 4TO He CYLWECTBYET MNOJib30BaTenen,
nmewwmx unaeHtTudukatop nonb3oBaTens 0 wu naeHtTugukatop rpynnbel 0 KpoMe, BO3MOXHO,
nonb3oBartens root.

CoznaTe IepeuyeHb nporpammM, KOTOPHIE 3anyckanTcs c npaBaMm
aIMMHMCTPATOpa, M KOHTPOJIMPOBATE €TI0 HEU3MEHHOCTH;

3anpeTuTb perncrtpauuio B CUCTeMe MoJib3oBaTenen, mMMewwux cneaywowmne  "cnyxebHble
mMmeHa": daemon, bin, sys, adm, Ip, smtp, uucp, nuucp, listen, nobody, noaccess

[encrtBne BbINONHAETCA NyTeM YykKasaHus B daihne /etc/passwd ctpokm ' B none shell-
nporpaMMbl U yKkasaHus cmMmona 'x' B none napons.

OrpaHu4yeHuns npm MOHTMpoOBaHMU HanIoBbIX CUCTEM

OrpaHMyeHus Npu MOHTMPOBaHWKU (annoBbIX CUCTEM peaNU3yKTCs peAakTupoBaHueM dalina
/etc/filesystems:

YcTaHoBUTb onumio nosuid Npyu MOHTUPOBaHUM HalnoBO CUCTEMBI /var.

Mpy MHCTaNNAUMK CUCTeMbl cneayeT BblAennTb Ans ¢gannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasgenbl AMCKa A1 NpeaoTBpalleHns NnepenosiHEHUS KPUTUYHbBIX dalinoBbix cuctem (/, /var)

3@ C4yeT, HanpuMmep, MNOJIb30BATENbCKMUX [AaHHbIX W obecneyeHusi BO3MOXHOCTU MOHTUPOBAHUS
(alinoBol CUCTEMbI /USr B peXxuMe "ToNbKO Ana vYTeHns".
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OrpaHW4YeHMs Ha 3anycK NpoLeccoB

CnepyeT OrpaHuMYMTb WCMOSb30BaHWME B CUCTEME MNaHMPOBLUMKA 3ajay Ccron U CpeacTB
naketHonm o6paboTkn 3agaHuin. [Ona HopManbHOro @YHKUMOHMPOBAHUS CUCTEMbI MWHMMabHO
HeobX0ANMbBIM ABMISETCS pa3pelleHne UCMNOoNb30BaHMS MJaHMPOBLUMKA 3a4a4 Cron U CpeacTB MakKeTHOM

06paboTkun 3ag4aHUi TONbKO Nofib30BaTento root. [ins 3Toro cnefayeT BbIMOMHUTL Cefyloline KoMaH
(OT nMeHn cynepnonb3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoiika ceTeBbiX CEpPBMCOB

Abl

CnepyeT oOrpaHvunMTb (PYHKUMOHA/NbHOCTb CEPBMCOB HE MWCMOMb3yeMblX B AAHHOW CUCTEMe.
[JenctBue 3aknvaeTca B pedaktupoBaHum davina /etc/inittab. B danne /etc/inittab cneagyer
3aKOMMeHTpoBaThb (yAanuTb) CTPOKW, CoAepiKalliMe OonucaHus TeX CEPBUCOB, MCMOSIb30BaHUE KOTOPbIX

Ha KOHDUrypMpyeMoM KOMMbIOTEPE He SIBNSIETCS HEO6XOAMNMbIM.

Ucnonb3ya yTunuty smitty, OTKIOUMTb HEUCMNONb3yeMble CeTeBble CEpPBUCHI, U CAYXObI,
3anyckaemMblx Npu  crapte cucteMbl. Cneayetr  3anpetuTb MPUEM U3 BHEWHEW  CeTu
"wnpokoBewatenbHbix" (broadcast) nakeToB, a Takxe nepedadyy OTBETOB Ha TMpPUHSATbIE

"WnpokoBeLlaTesbHble" nakeTbl.
3anpeTuTb cynepnosib3oBaTento 4oCcTyn no ftp.

Ecnn nnaHuvpyeTca MCNonb3oBaTb Ha HacTpanMBaeMOM cepsBepe cepsuc FTP, To cnepyet

3anpeTuTb AOCTYN Mo npoTokony FTP monb3oBaTensaM, AN KOTOPbLIX 3anpeleH AOCTyn K cepBepy

no

npoTtokony FTP. B cnucke "3anpelweHHbIX" nonb3oBaTenen, Kak MMHUMYM, AOJIXXHbl 6bITb NEpevYncneHsol

cnegywuwme nMeHa nosb3oBaTesnen:

adm, bin, daemon, listen, | p, nobody, noaccess, n obody4, n uucp, ro
smtp, sys, uucp

ot,

Jns  orpaHMuyeHHss JAOCTyHa K CHCTEMHBIM (aiijgaM A HEnpUBUIETHPOBAHHBIX

MOJTh30BaTeNIEeH, 13 KOMaHIHON CTPOKH CIIEAYET BBITOJTHUTH CICIYIONINE KOMAaHJIbI:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyet 06HynuTb dnar SGID Ansa HEKOTOPbIX MCNONHSAEMbIX alifoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHunyeHune konu4yectsa "BUAMMON n3BHe" nMHHoOpMaumMm 0 cucTteme

O6bl4yHO, Ha4vanbHyl WHMOPMaLMIO O CUCTEME MOTeHUManbHbI HapywuTenb Mofay4YaeT u3
CUCTEMHbIX NpUrNaweHnii, BblaBaeMbiX ceTeBbiMu cnyxbamu cepeepa (telnet-cepsep, ftp-cepsep un np.).

MosToMy, K MepaM MO OrpaHuyeHuto Koauyectsa "BUMAMMOW u3BHE" MHDOPMaUMM O CUCTEME
OTHOCATCS:

e OTKas oT CTaHAapTHOro "3arosioBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe nosib3oBaTento.

e PepakTupoBaHue dannos /etc/issue, /etc/ftpbanner mn /etc/motd ¢ uenbio pasbsicHeHUN
nonb3oBaTensiM NpaBua U NOUTUKK AOCTYyMNa K cepBepy ftp.

HacTpolika noacmMcTeMbl NPOTOKONIMPOBaHUS U ayanTa

CnenyeT yA0OCTOBEPUTCS, YTO TOMBKO MOJIb30BaTENb root MMeeT AOCTYN Ha 3anuch 418 hainnoB coaepXalumx
MHpOpMaUMIO O MPOTOKONIMPYEMBIX COObITUSIX.

Ecnu Ha HacTpavMBaeMoM cepBepe MCronb3yeTcss web-cepsep, To cneayeT yb6eanTbCsi, YTO TOJIbKO
"Bnageneu" npouecca httpd umeet goctyn Ha 3anucb K npoTokonam httpd
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OrpaHMunThL

(c yduyeToM BHIOPaHHOM B OpTaHM3aUuUM [OIOJUTUKM ©Oe30IaCHOCTU)

JMICIIOJIb30OBaHMe IIOJIb30BaTeJIAMM KOMaHO SU u sudo - npengocTaBJIEHMA II0JIb30BaTEJIIO
AIMMHVICTPAaTVMBHEIX IIOJIHOMOUMM

Cﬂe,D,YET NMPOTOKONNPOBATb NOMNbITKN NCMNOJIb30BaHUA NporpamMm su u sudo.

CnepyeT npoTOKONMpPOBaTb CETEBblE COE,D,VIHeHVIFI(BKJ'IPO‘-IaFI ﬂ,aTY/BpeMﬂ coeanHeHunsa, IP-agpec
KJIMEHTA, YCTaHOBUBLUEIO0 CoeaAnMHEHNE N UMA CeEPBUCA, O6CJ'IY)KVIBaI'OLIJ.EFO COEAMHEHMG).

11. TPEBOBAHWNA MO PASMELWLEHNIO TEXHUYECKINX
CPEACTB C YCTAHOBJIEHHBIM CK3MH.

Mpu pa3MelleHnn TeEXHUYECKUX CPeacCTB C YCTaHOBMeHHbIM CK3U:

[JomkHbl  6bITb  MNPUHATBI MEpbl MO  MUCK/HOYEHUID HECaHKUMOHMPOBAHHOINO A0CTyna B
noMelleHns, B KOTOPbIX pa3MeLlleHbl TexHW4Yeckue Ccpeacrtsa C ycTaHoBneHHbiM CK3MU,
MOCTOPOHHUX UL, MO poAy CBOEN AEATENIbHOCTM He SBASIOWUXCS NepcoHanoM, AOMNYLWEHHbIM
K paboTe B aTux nomeweHuax. B cnyyae HeobxoAMMOCTM MPUCYTCTBUSA MOCTOPOHHUX NUL B
YKa3aHHbIX NoMeLeHnax aosmkeH 6biTb obecneyeH KOHTPOb 3a UX AeicTBuaMM n obecrneyeHa
HEBO3MOXHOCTb HEraTMBHbIX AENCTBUM C MX CTOpPOHbl Ha CK3W, TexHu4yeckme cpencrtBa, Ha
KOTOpbIX akcnayaTupyetcs CK3U 1 3awmwaemyto nHgpopmaumio.

BHYTpeHHAS nnaHWpoOBKa, pacnofioXXeHue U  YKOMMIEKTOBAHHOCTb pa60qu MeCcT B
nomMeLweHnsax AOMKHbI obecneumBaTb WMCNONHUTENAM pa60T, COXPaHHOCTb AOBEPEHHbLIX UM
KOHd)M,D,EHLI,MaJ'IbeIX AOKYMEHTOB U CBe,D,eHVIVI, BK/1l0O4HaA KKOYEBYHO MchopMau,mo.

B cnyuyae nnaHupoBaHus pasmeweHns CK3UW B noMeweHusax, roe npucyTcTBYeT peyesas,
aKycTuyeckas W Bu3yanbHas WHGOpMauus, coaepxallas CBeAeHus, CcocTaBnswowme
rocyfapCTBEHHYIO TalHy, U (WNM) YCTAHOBNEHbl TEXHUYECKMe CpeacTBa W CUCTEMbI NpueMa,
nepegauyn, o06paboTkn, xpaHeHus M oTobpaxeHuss UHdOPMaLMK, COAEPXKALLelh CBeAeHus,
cocTasnswowme rocyfapCTBEHHYIO  TallHy,  TexXHWYyeckune  CpeacTBa WHOCTPaHHOro
NPOV3BOACTBA, Ha KOTOPbIX (PYHKUMOHUPYIOT nporpamMMmHbie Moaynu CK3W, ponxHbl 6bITb
NoABEpPrHyTbl CneuuanbHOMW MNpOBEpKe MO BbISABIEHWUIO YCTPOWCTB, MNpeAHa3Ha4yeHHbIX AN
HEernacHoro nonyyeHus nHbopmaumm».

12. TpeboBaHusa No KpunTorpadpuyeckomn sawmTe

[ o/mKHbI BbINONTHATLCSA TpeGOBaHMﬂ no KpMI'ITOFpa(bVI‘-IECKOﬁ 3auuTe:

1. Wcnonb3oBaHWe TONbKO NINLEH3MOHHOIO CUCTEMHOIO NPOrpaMMHOro obecrneyeHus.

2. Hacrtpoiika onepaumoHHon cuctembl ans pabotel ¢ CK3UM no n. 8.

3. Mpun wuHctannauun CK3W pomkHbl 6biTb 0becneyeHbl OpraHv3aumMOHHO-TEXHUYECKME
Mepbl MO WCK/THOYEHMIO MOAMEHbI ANCTPUBYTMBA M BHeceHns nameHeHun B CK3W nocne
YCTaHOBKMW.

4. WcknwouyeHne w3 nporpammHoro obecneueHuns M3BM ¢ ycTtaHoBneHHbIM CK3U
CpeAacTB OTNaAKM.

5. CK3W pomxHO 3KcnnyaTupoBaTbCs Ha paboumx CcTaHumax w  cepBepax C
YCTa@HOB/MEHHbIMW CpPEeACTBAMW aHTUBMPYCHOW 3awnTbl, CepTUOULUPOBAHHBLIMU
®depepanbHoi Cnyx6o01 besonacHoctn PO no knaccy b2 ana paboumx ctaHuumii.

6. [aponb, ucnonblyembln AN ayTeHTUdMKaALUMN NONb30BaTENEN, AOIXKEH COAepXaTb

He MeHee 6 cMMBO/OB andaBuTa MOWHOCTU He MeHee 10. NepMoOANYHOCTb CMEHbI

naposs — He pexe o4HOoro pasa B 3 Mecsaua.

MepnoanYHOCTb TECTOBOIO KOHTPONA Kpuntorpadumyecknx dyHKUMn - 10 MUHYT.

ExxecyTouHasa nepesarpyska N2BM.

MepuoanyHocTe octaHoBa [IBDBM ¢ ob6a3aTenbHON MNPOBEPKOM  CUCTEMBI

oxnaxzaeHus npoueccopHoro 6aoka NMN2BM - 1 mecsau.

10. 3anpewaerca 1Ccnoab3oBaTh pexuMm npoctoin 3amMeHbl (ECB) MOCT 28147-89 ans
WndpoBaHMsa MHHOpMaLUUn, KpOMe KTHoYEBOMN.

11. JonkHO A[aBaTbCa MpeaynpexaeHue o TOM, YTO MNpW WUCMOJSIb30BaHUN pexuMa
wndgpoeaHmsa CRYPT_SIMPLEMIX_MODE matepuan, obpabaTtbiBaeMbiii Ha OAHOM
K/toye, aBTOMaTUYECKN OrpaHMYMBaETCa BenuumHon 4 MB.

12. Tpwm (YHKUMOHMPOBAHUN CK3M OOJIKHbI BbIMO/THATLCS TpeboBaHus
3KCNNyaTauMoHHON AOoKyMeHTauum Ha MAK 3awmntbl oT HCA.

13. [JomxHo O6biTb 3anpeweHo wucrnonb3oBaHne CK3W ans 3awutbl TenedoHHbIX
neperosopoB 6e3 MNpuMHATMA B cucTeMe Mep Mo 3awute OT MHGPOPMATUBHOCTM
No60YHbIX KaHaNoB, cneundnyecknx Npu nepegaye peuu.

O RN
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14,

15.

JomxHa 6biTb 3anpeweHa pabota CK3W npu BkAYeHHbIX B [19BM wTaTHbIX
cpencTtBax BbiIxoAa B paguoKaHal.
KoHTponem uesnioCTHOCTU AOMXKHbI 6bITb OXBadeHbl dannbl:

AlIX (Power PC 32 bits)

libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la, cryptcp, certmgr,
inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0, libcapi20.la, libcpext.s0.3.0.0, libcpext.la,
libcapilite.s0.3.0.0, libcapilite.la, libpkixcmp.s0.3.0.0, libpkixcmp.la, libasnidata.so0.3.0.0,

libasnidata.la, libssp.s0.3.0.0, libssp.la, pkcs11_initialize, pkcsl1_set_pin,
pkcs11l_generate_key, pkcs11l_generate_key_pair, pkcsi1l_hash, pkcs11_sign,
pkcs11_verify, pkcsll_sign_hash, pkcsil_verify_hash, pkcsil_encrypt, pkcsll_decrypt,
pkcs11l_save_state, pkcs11_encrypt_sign, libcppkes11.s0.1.0.0, libcppkes11i.la,
libcsppkcs11.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0,
librdrrdr.la, librdrrndm.so.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la,

librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la, libcapi10.s0.3.0.0,
libcapi10.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

AlIX (Power PC 64 bits)

libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la, cryptcp, certmgr,
inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0, libcapi20.la, libcpext.s0.3.0.0, libcpext.la,
libcapilite.s0.3.0.0, libcapilite.la, libpkixcmp.s0.3.0.0, libpkixcmp.la, libasnidata.so0.3.0.0,

libasnidata.la, libssp.s0.3.0.0, libssp.la, pkcs11_initialize, pkcsl1_set pin,
pkcs11_generate_key, pkcs11l_generate_key_pair, pkcs1i1l_hash, pkcs11_sign,
pkcs11_verify, pkcsll_sign_hash, pkcsll_verify_hash, pkcsil_encrypt, pkcsll_decrypt,
pkcs1l_save_state, pkcs11_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkesi1i.la,
libcsppkcs11.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.s0.3.0.0,
librdrrdr.la, librdrrndm.s0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la,

librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la, libcapi10.s0.3.0.0,
libcapil0.la, libcpui.so.3.0.0, libcpui.la, cpconfig, mount_flash.sh.
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MpunoxeHne 1. KOHTPO/b LUEeSIOCTHOCTU NPOrpaMMHOro
obecneyeHuns

MporpamMmmHoe obecneyeHne CK3UM Kpuntollpo CSP umMeeT cpeactBa obecnedeHus
KOHTponsa uenoctHoctn MO CK3W, koTopble AOMKHbI BbIMOJHAKTCA Nepuoanyecku.
Bmecte ¢ amctpmbytmBoM noctaBnsioTcs dannbl ¢ MMeHamMu hashes.<dist_name=>,
cogepxawme KOHTPOJIbHblEe 3HA4yeHusa Xew-dyHKUMM Ha dannbl  aguctpnbyTtmea
<dist_name>. CTpoKu Kaxaoro Takoro danna cocrosT u3 AByX nonen — umeHu danna
M 3HadeHus xew-dbyHKUMM Ha Hero. dannbl NpoBepsTCA MNPy MOMOWM YTUUTDI
cpverify. Hanpumep, BO3MOXeH cneaywwmin dparMeHT Koza A8 NpPOBEpPKM BCeX
darinos Bcex AUCTpnbYTUBOB:

eval ~cat hashes.*|awk "{print ""cpverify "$0" && ' JEND{print ""true’}'"

Ecnn B pe3synbTaTe NepuMoaAnYECcKOro KOHTPO/S LeNOCTHOCTU nosiBnsieTcs coobweHnsa o
HapyLeHNM LesIOCTHOCTU KOHTpoMpyeMoro danna, nonb3oBaTtesb 06a3aH npekpaTuTb
paboTy n 06paTnUTbCs K aAMUHUCTpPaTOpy 6e30MacHoCTM.

AAMUHUCTpaTOp 6€30NacHOCTM, NpoaHanM3nupoBaB NPUYMHY, NPUBEALLYIO K HapyLUEHWUIO
LIeNIOCTHOCTK, AoskeH nepeyctaHoBuTb MO CK3U Kpuntollpo CSP ¢ anctpmbyTtmea, nnm
cuctemHoe MNO.
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[MpunoxeHue 2. YnpaBneHne npoToKOINpOBaHNEM

[Ons BKNIOYEHUA/OTKIKOYEHNS 3HAUYEHME Iog MCI'IOﬂbByVITe:

a) RH7.3, RH9.0
[ns 3afjaHns YpOBHSA NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ons 3apaHuna dopmaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TekyLlero ypoBHs 1 popMaTta npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3HayeHMeM napaMeTpa YPOBHb NPOTOKONa siBAsSieTCs 6BUTOBas Macka:
N_DB_ERROR = 1 # coobueHuns 06 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa opMaT NpoTOoKONa aBnNseTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MMSA MOAYNS

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLMNN
DBFMT_TEXT = 0x10 # BbIBOAMUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoaunTb GetLastError
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JICT peructpaumm N3MeHeHumn

JINCT perucTpaumm nameHeHui
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