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1. AHHOTAUMA

HacTosuwee PykoBoACTBO pononHaer AokymeHT "XTSAKM.00050-02 90 O02.
Kpuntolpo CSP. PykoBoacTBo agMmHmMcTpaTopa 6e3onacHoctu. Obwas yactb." npu
ucnonb3oBaHun CK3W nog ynpasneHnem OC Solaris 9/10.

NHCTpyKuMn  agMuHUCTpaTopaM 6e30macHOCTM M NoJfb30BaTeNsM  PasfIyHbIX
aBTOMaTM3NPOBaHHbLIX cucTteM, wucnonbsyowmx CK3U Kpuntollpo CSP, A[onxXHbI
pa3pabaTbiBaTbCA C y4eToM TpeboBaHMIM HACTOSLWEro AOKYMEHTa.

2.Cnuncok cokpalleHni

APM ABTOMaTM3MpOBaHHOE paboyee MecTo

rMa TMOKMM MarHUTHBIN ANCK

ACH [aTumK cny4damHbixX yncen

HDD XecTkuin MarHUTHbIA AUCK

HCO HecaHKUMOHNPOBAHHbIA AOCTYN

ocC OnepauunoHHas cuctema

MAK MporpaMMHO-annapaTHbI KOMMIEKC

no MporpamMmHoe obecneyeHune

PernamenT COBOKYMHOCTb MHCTPYKLUWIA 1 APYroi pernaMeHTUpyioLLen
OOKyMeHTaumn, obecneumsatowern GyHKLNOHUPOBaHWe
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMaXx.

CeptudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKpPbITOrO K/toUa 1 onpegeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTtudurkaums Mpouecc n3rotoBneHns ceptTudmkaTa oTKpbITOro Karda aboHeHTa
B LEHTpe cepTudurkaumm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmTbl HopMaumm

aun DnekTpoHHasa undgposas NoANUCh

3. OCHOBHble TeXHUYEeCcKMe gaHHble N XapakTepuctnkm CK3U

CK3MN Kpuntollpo CSP pa3pabotaHo B COOTBETCTBMM C KpunTorpadmyeckmnm
nHTepdericom pupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNporpaMMHoO-annapaTHble cpeabl

CK3W Kpuntollpo CSP noa ynpasneHuem OC Tuna Solaris ucnonb3yerca B
nporpamMMHo-anmnapaTHbIX cpeaax:
- OC Solaris 9/10 (sparc, ia32, x64).

Mpn HeobxogmmocTtu, ansa ucnonb3oBaHma CK3U ypoBHs gagpa OC apxutekTypbl 1A32
cnepyert:

+ Aina OC Solaris 9 06HoBUTL cuctemy Ao ncnpasnexusi 122301-48 n ycTtaHOBUTL ncnpasreHne
IDR144066;

* Ona OC Solaris 10 obHoBuTb cuctemy pfo wucnpasnedus 142901-03 u yctaHOBUTb
ncnpasneHme IDR144030.

Co cpokamum asKkcnayatauum  ONEpauMOHHbLIX  CUCTEM, B  Cpefde  KOTOpbIX
dyHKUMOHMpYeT CK3U, MOXXHO 03HAKOMUTBLCA MO CleayLWeMy agpecy:

<http://www.sun.com/service/eosl/solaris/solaris vintage eol 5.2005.xml
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3.2. BapuaHTbl nucnonHeHmsa CK3U1

CK3W pgnsa pabotbl ¢ OC Solaris 9710 M3rotoBAseTCcs M pacnpoCcTpaHaeTcs B ABYX
BapuvaHTax UCMNOJIHEHUS:

McnonHeHne 1 — CK3U knacca 3awntsbl KC1.

McnonHeHne 2 — CK3W knacca 3awmtbl KC2.
MpepynpexaeHue. [lpn wucnonb3oBaHuuM ucnonHenmsa 2 CK3W Ha nnatdopme sparc
Mosib30BaTeNlbCKNE KJUM A0KHbl 6bITb BbipaboTaHbl Ha APM, ocHaweHHoMm  CK3MWU,

cepTMdnUMPOBaHHbIM MO Kaccy 3awmtbl KC2 u dyHKUMoHMpyowmMM nog ynpasneHunem OC
Windows.

3.3. KnwyeBble HOCUTENM

B kauecTBe K/IHOYEBbLIX HOCUTESIEN 3aKPbITbIX KJIKOYEN MOryT UCMOJ/1b30BaThCS:
rMAa 3,5";

USB aucku

Pasgen HDD M2BM

Mpumeuanma. 1. [JonyckaeTcsa XpaHeHWe 3aKpbITbiX Kwyen B pasgene HDD
npu ycnosun pacnpoctpaHeHuss Ha HDD wnu M3BM ¢ HDD TpeboBaHuit no
l.ll obpalleHunto C KNYEeBbIMU HOCUTENSIMU, B TOM YMC/IE U NOCNE YAANEHUS KITIOYEN.
—— 2. lNepeyeHb KIHOYEBBLIX HOCUTEnen no ucnonHeHmsM CK3U un

nporpamMMHo-anmnapartHbiM nnatdopmam cm. ®opmynsp XTHAU.00050-02 30 01,
n.n. 3.8, 3.9.

4.CocTaB U Ha3Ha4YeHne KOMMNOHEHT NporpamMmMHOro
obecnevyeHna CK3U

4.1. basosble moaynun CK3U

MO CK3W copepxunt 6a30Bble MOAYN:

Setup - Mmoaynb nHctannsuum MO CK3N.

libcsp — AMHammnueckn 3arpyxxaemasn 6mubnmoteka Kpuntollpo CSP.
libcspst - craTnueckas 6ubnmoteka Kpuntollpo CSP

libcspf - 6ubnuoteka paboTtbl ¢ yaanéHHbiM Kpuntollpo CSP
libcspdrv — aMHaMmM4yeckn 3arpyaemblii MOAYNb S4pa.

libssp — 6ubnunoTeka noaaep>XKu Moayns ceTeBOM ayTeHTudwmkaumu Kpuntollpo
TLS

cpverify — Moaynb KOHTPONS LEOCTHOCTH.
wipefile - moaynb yaanenus gainoBs BMeCTe C COAEPXKMMbIM.

B Ha3zBaHuax anctpmbytmeos CK3W ncnonbsyeTcs HoTaums:
CPRO - npedwumkc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmogynb aapa OC;
[d] - onuwnoHanbHO — yKa3blBaeT Ha AOKYMEHTaUMIO (TECTOBbIe NMpUMeEp.I);
[x] - onuMoHanbHO - yKka3sbiBaeT Ha 64-6uToByto Bepcmio OC; SPARC;
i386 - nnatdopma Intel;
sparc — nnatdopma SPARC.
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4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

Moaynb SETUP

Moaynbe Setup obecneuymBaloT WMHCTaANNAUUIO NporpammHoro obecneveHmns CK3U
Kpuntolpo CSP. B npouecce MHCTaISUMM NPOU3BOAMTCSH KOHTPO/Sb LEeNOoCTHOCTU
MO CK3W c ncnons3osaHnem moayns cpverify.

Bubnnotekn libcsp n libcspst

Bubnuoteku libcsp u libcspst peanunaytoT uenesblie GyHKUUMM KpunTorpadmnyeckon
3aWnTbl MHGopMaumm, paboTy C KYaMM, [AOCTYN K K/KOYEBbIM HOCUTENaM,
KnaesmaTtypHbii 4CH.

BubnnoTteka libcspf

Bubnuoteka libcspf obecneuvBaeT yaaneHHbIM AOCTYN K KPUNTOMpPOBanaepy,
(YHKUMOHMPYIOLWEMY KaK OTAENbHbIA CEPBUC.

ApansepHasa bubnunoteka libcspdrv

Bubnunoteka libcspdrv, ncnonblyemMas Kak AMHAMWUYECKM 3arpy>Xaemblil MOAYNb
aapa OC, peanusyeT uenesble PyHKUNM KpunTorpaduyeckon 3awmnTbl MHDOPMaLmn
(kpome dpopmupoBaHus SLM) n paboTy € KOYaMu.

Moaynu ceteson ayteHTudunkaunm Kpuntollpo TLS

Moaynb libssp obecneunBatoT peanusauuio NpPOTOKOA CETEBOM ayTeHTudukaumm
Kpuntolpo TLS. O6uwee onucaHue NpoTOKOSa MPUBEAEHO B COOTBETCTBYHOLEM
pasgene AokyMeHTa Own6b6ka! MCTOYHUK CCbIJIKM He HalAeH.

Mpotokon TLS (RFC 2246) sgBnsetca pajbHEMWMM pasBUTMEM NpoTokosia SSL
(Secure Socket Layer) m wumpoko wucnonb3lyetca B ceTu Internet ana 3awuThbl
COeAIMHEHUI B KIIMEHT-CEPBEPHbIX TEXHOOMMAX.

MporpammHoe obecneverne Kpuntollpo TLS aBnsetcs peanusaumen npotokona TLS
WM ucnonb3yeTt kpuntorpaduyeckme dyHkummn Kpuntollpo CSP ana obecnedeHuns
npouecca ayteHTudumkaumm n wndposaHnsa Tpadurka Mexay KIMEeHTOM U cepBepoM.
Moaynb cpverify
Moaynb cpverify npeaHasHayeH ANs KOHTPOSA LeOoCTHOCTM npu yctaHoBke CK3U un
dyHKUMoHupoBaHum MO CK3U KpunTtolpo CSP Ha MN3BM nonb3oBaTens.
Moaynb wipefile

Moaynb wipefile ncnonbsyertcs ans ynaneHus ¢aisoB BMecTe C COAEPXUMbIM Mpu
WITaTHbIX M HewWwTaTHbIX (CBOMMPOBAHWE) CUTYaLMSIX.

4.2. Moaynu MNK3U

4.2.1.

4.2.2.

4.2.3.

4.2.4.

Moaynb libcapilite

Moaynb libcapilite wncnonb3yetca ana ynpasneHuss cepTudukaTaMmum OTKPbITbIX
K/oYen, a Takxke ana obecnevyeHus BbINOAHEHUA KpUNTOrpaduyeckmx 3arnpocoB Ha
ypoBHe wuHTepdeinca CryptoAPI v. 2.0. WHTepdenc moayns capilite sasnsertcs
noAMHOXeCTBOM uHTepdelica CryptoAPI v. 2.0.

BubnnoTteka librdrrdr 4OCTyNa K KAKOYEBbIM HOCUTENSAM
Bubnuoteka librdrrdr (release) obecneumBaeT YyHUMUULMPOBAHHLIA WHTepdelic
AO0CTyNa K KOYEBbIM HOCUTENSIM BHE 3aBUCMMOCTHM OT MX TUNa.

Moaynun yCTpOMCTB XpaHeHUus Kn4veson MHbopMaunm

Moaynu obecneuuBatoT peanm3aunto A0CTyrna K KOHKPETHbIM TUMaM K/KOYEBbIX
HOCUTENEN n cunTbiBaTENEN:

. librdrfatl2 «k gmuckosogy u auckete 3.5" n pasgeny HDD

BubnnoTteka librdrsup nogaepxkm AOCTyna K KJOYeBbIM
HOCUTENSAM

Bubnuoteka librdrsup obecneumBaer peanusaumio ob6wmx GyYHKUMA [OCTyna K
pa3fIMYHbIM YCTPOMCTBAM XPaHEHUS KJIHOYEBbLIX HOCUTENEN.
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4.2.5. Moaynun AaTuMKOB Clly4YalHbIX Yyncen

Bubnuotekun librdrrndm wu librdrrndmbio o6ecneumBatoT nogaepxky paboTbl C
dr3nYeckUMn gatumKaMm CnyyamHbix ymcen.

4.2.6. bubnuoteka libasnldata nogaepxku npotokona ASN1

Bubnunoteka libasnldata coaepxut dyHKUNU Npeobpa3oBaHUs CTPYKTYP AAHHbIX B
MallMHHO-HEe3aBMCUMOE MpeacCTaBrieHme.

5. YcraHoeka auctpmbyTtuea NO Kpuntollpo CSP

YcTtaHoBKa, yapaneHme u  obHoBneHme [1O  ocywecTBnsieTcds C  nNpaBamMu
aAMWHUCTpaTopa: noA YYETHOWM 3anucbko root maM C MCNOSb30BaHWMEM KOMaHAbl

sudo.
B OC Solaris ansa ycraHoBku, ypaneHmsa u obHoBneHus MO NpUMEHSATCS MakeTbl
(packages). [lMakeT - pacnakoBaHHbIA apxuB AucTpubytmBa (dakTnyeckm 3TO

nanka), coaepxawuhn dannbl yCTaHaBIMBAEMOrO MNpPWIOXeHns un  dalnnsl,
WCMOJIb3YOLWMECS WMHCTANNATOPOM AN KOHMUIypupoBaHus cpeabl. ApXUB UMeeT
pacwmpeHue .tar.gz n asnsetca obblYHbIM apXnBOM gzip.

Mepen ycTaHOBKOW apxvBbl ANCTPMOYTUBaA HaAoO pacnakoBaThb:
for i in *.tar.gz;do gzip -cd $i|tar -xf -;done

[Ons ycTaHOBKM NaKeTa MCNoJb3yeTcs KoMaHaa:

pkgadd -d <manka_c_naketaMu> <uMfA_nakera>
Hanpumep: pkgadd -d . CPRObase

Ona ypaneHns naketa Ucnonb3yeTcs KoMaHaa:

pkgrm <umMmsa_nakera>

Hanpumep: pkgrm CPRObase

dainbl N3 NakeToB yCTaHaBAMBalTCA B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, MO3TOMY AOJKHblI YCTaHaBAIMBaTLCSA MO MOPSAKY C
YY4ETOM 3TUX 3aBUCMMOCTEW, a yAanaTbCs B 06paTHOM nopsiike. YCNOBHO MOXHO
CUMTaTb NpPaBWJIbHbIM MOPSAKOM TOT, KOTOPbI/ OnucaH B Tabnuvue 3aBUCUMOCTEN U
Ha3Ha4yeHus NakeToB.

MaketTbl MoOryt 6bITb AN 32-6UMTHOM apXUTEKTYpbl, a Takxe ans 64-6utHoi
apxuTekTypbl (MMA MakeTa 3akaH4YMBaeTCd Ha X), Toraa oHu crtaBaATcs Ha OC,
cobpaHHylO NoA  COOTBETCTBYWOLWYK apxuTektypy. Yacto 64-6utHbie OC
OAHOBPEMEHHO NMoaAepXuBatoT U 32-6UTHble NPUIOXEHUS, U 64-6UTHble, Toraa npu
HeobXxoAMMOCTM MOXHO CTaBuTb 06a KoMmnnekta. WcCKAl4eHMeM ABASKOTCA
ApariBepbl: OHM CTaBATCSA B TOYHOM COOTBETCTBMU C apxmuTekTypon sapa OC.

Tabnuua 3aBUCUMOCTEN M HA3HAYEHUs MaKeToB (A5 MNPOCTOThl ONMCaHbl 32-6UTHbIE NAKETHI).

MMa nakeTa 3aBUCUMOCTH Ha3sHauyeHune nakerta

Obsa3aTenbHble NakeThbl

CPRObase Bba3oBbIi nakeT, CTaBUTCH
nepebiM. He 3aBucuT oOT
apXUTeKTypbl, MO3TOMY AN
64-6MTHOrO KOMMeKTa 3TOT
naketT cTaBuTCca wn3 32-
6UTHOro KOMMeKTa.

CPROrdr CPRObase OcHOBHble NpuNoXeHus,
cyutbiBaTenun n ACH.

CPROCcpl CPROrdr CAPILite, nporpamMmbl u
6nbnnotekun ans
BbICOKOYpPOBHEBOW paboTbl
C KpunTtorpadwuen
(ceptndukatamm, CMS...).
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CPROkc1 CPROrdr Mposarigep KC1.

CPROkc2 CPROrdr MpoBangep KC2, craButCsH
TOJSIbKO TaM, rae B 3TOM
ecTtb Heobxoaumoctb. B
3ToM cny4yae CPROkcl He

CTaBuUTCS.

JononHuTeNnbHbIE NaKkeThbl
CPROrdg CPROrdr, SUNWmfrun, | Fpaduyeckunii BuollCH,
SUNWxwrtl 3anpoc napona v gpyrue

GUI-gnanorn.

CPROrdp CPROrdr, pcsclite Moaynn noaaepxku PCSC-
cuuTbiBaTenen, cmapT-kapT
(PUK, Ockap, Maructpa...).

CPROcspd CPRObase MNakeT ansa paspaboTuuka.

CPROdrv CPRObase [OpariBepHas 6ubnuorteka.

CPROdrvd CPROcspd Maketr pans paspaboTumka
ApanBepoB.

CPROstnl CPRObase YHunBEpcanbHbI SSL/TLS
TYHHEeNb.

6. O6bHoBneHmne CK3U Kpuntollpo CSP

Ons o6HoBneHus Kpuntolpo CSP Ha OC Solaris Heob6xoanmo:
e  3aMOMHUTb TEKYLLY KOHdurypauymto CSP:
0 Habop yCTaHOBJ/IEHHbIX NaKeTOB
O HacCTponKu npoeangepa (ans MpoCTOThI MOXHO COXpaHuTb
/etc/opt/cprocsp/config[64].ini)
e yaanuTb wTaTHbIMK cpeacTtBamu OC Bce naketbl Kpuntollpo CSP
e YCTaHOBWTb aHanornyHole HoBble nakeTbl Kpuntollpo CSP

e nNpu Heo6XOAMMOCTM BHECTU U3MEHEHMUS B HACTPOMKM (MOXHO nocMmoTtpeTb diff
cTtaporo u HoBoro config[64].ini)

e KJ/IHOUM M cepTUdMKATbl COXPaHATCA aBTOMaTMUYeCcKu

7. Hactpomnka CK3U KpunTtollpo CSP

7.1. Ooctyn K ytunute anga Hactponkun CK3W Kpuntollpo CSP

HacTtporika CK3W Kpuntollpo CSP ocyllecTBAsSeTCS C NOMOLWbI yTUAnUTbl cpconfig,
KOoTOpas BXOAUT B COoCTaB AucTpubyTMBa W pacrnonoxeHa B AUPEKTOPUMN
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnn ycrtaHoBneHbl naketbl CK3U
AN OBYX apXWUTEKTyp, Hanpumep ia32 v x64, TO AENCTBUS MO HACTPOMKE HYXHO
NpoOBOAUTb ABaXAbl — AN KaXAO0W apxuTekTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nankwu.

7.2. BBoa cepnnHOro HoMepa nnueH3umn

Mpn ycTaHoBKe nporpaMMmHoro obecnedenms Kpuntollpo CSP 6e3 BBOAa JMLEH3MMU
nosb30BaTest0 NPeAoCTaBISAETCA JIMLEH3US C OFPaHUYEHHbIM CPOKOM AeicTBus. Ons
ncnonb3oBaHua Kpuntollpo CSP nocrne OKOHYaHWS 3TOr0 CpoKa Mnosib30BaTesb
[OJ/IXEH BBECTU CEPUMHBIN HOMEp C 6bnaHka MUEH3MK, NMOJSTYYEHHON Yy OpraHm3auum-
pa3paboTumMka WAM OpraHuM3aumu, MMeLWen npaBa pacrnpocTpaHeHMs NpoAyKTa
(annepa). Ans npocMoTpa MHGOPMaUMn O NMLEH3NN BbIMONHUTE:

# cpconfig -license -view
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[na BBOAA NUUEH3MW BbINOMHUTE:
# cpconfig -license -set <cepuiHbI_HOMep>
CepuiHbI HOMEp crieayeT BBOAUTb C COBNIOAEHNEM perucTtpa CUMBOJIOB.

7.3. Hactpounka obopynosaHma CK3MN Kpuntollpo CSP

Ytunuta cpconfig Takxke npeaHasHadeHa ANnd M3MeHeHWs Habopa YCTpOWCTB
XpaHeHuns (HocuTenen) u cuUnTbiBaHUA (CUYMTbIBATENEN) KI4YeBOU MHdopMauum u
[ATYNKOB Cry4valHbiX yucesn. lNpeayCcraHOBNEHHbIMKU SBAAKOTCA cymTbiBaTenu flash-
HocuTenen n obpas AUCKETbI Ha XXECTKOM AUCKe,

[na npocMoTpa crnncka HaCTPOEHHbIX CYUTbIBaTENein:

# ./cpconfig -hardware reader -view

CuuTbiBaTENb AUCKET HE YCTaHaBAMBAETCS MO YMOAYaHMIO, TaK Kak Mpu OTCYTCTBUU
OUCKEeTbl B AWCKOBOAE MNEpeYncsieHne KOHTEMHEepoB CUMbHO 3ameanserca. [Ans
nobasneHns cumTbiBaTeNS ANCKET!:

# _./cpconfig -hardware reader -add FAT12_0 -name "‘Floppy Drive"

[ns npocMoTpa cnucka HacTpoeHHblix ACH:

# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bBumoCH Tpebyetrcs naker naketr CPROkcl, kpome TOro oH
paboTaet Tonbko ¢ KC1 nposarigepoM. [ns nobaBneHns KoHconbHoro buoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "‘Console
BiORNG"

Onsa rpaduyeckoro buoJCH Tpebyetca naker CPROrdg u X-cepsep, KpoMe TOro OH
paboTaet Tonbko ¢ KC1 nposangepom. Ans nobasneHus rpaduyeckoro bnoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name ""GUI BioRNG"

Onsa pobasneHus 4CH KMNUNM:
# ./cpconfig -hardware rndm -add cpsd -name "cpsd rng® -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dalfbl C AAHHbIMU, MOAyYeHHbIMU Ha "APM BbipaboTku
BHELUHEN raMMbl", NONOXMM, YTO OHU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTtbl co cuutbiBaTenem PC/SC Tpebyetca naker CPROrdp. [Mocne
MOAKJ/TIOYEHUS CUMTbIBATENS Y3HAWTE MMS YCTPOMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Onsa pobaBneHus cunTbiBaTeNnmsa NCNOJIb3yNTE 3TO NUMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

Ons nony4yeHus noapobHom cnpasku no cpconfig:

# _/cpconfig -help

# ./cpconfig -hardware —help

7.4. YcTaHOBKa NnapaMeTpoB XYypHanupoBaHUA

CK3M Kpuntolpo CSP no3sonset cobupaTb 0TNaAouYHy0 MHpopMauuo n nmeet

BO3MOXHOCTb  MpPOTOKOAMPOBaHus  cobbitnii. WH@oOpMaums 3anucbiBaeTcs B
CuUCTeMHbIn XypHan (obblyHO B /var/log/messages). CyuwecTByeT BO3MOXHOCTb
WU3MEHEHMS HaCTpPOEeK XypHannpoBaHUs pasnndHbIX Modynen npoaykra. CyuwecTtByeT
BO3MOXHOCTb M3MEHEHUS YPOBHS >XYypHanuposBaHus U @dopMata BbIBOAUMbIX
OT/Iaf04YHbIX  COOBLLEHWUIA. ans nosy4vyeHuns cnpaBku no HacTpolikaM
XXYPHanMpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX MNOAAEPXKNBAETCS XYypHanMpoBaHue:
CpCsp - A4po KpunTonpoBaliaepa
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capilO - CryptoAPI 1.0
cpext

capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knaoven (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaviBep
dmntcs

7.5. HacTtpoinka kpuntonposanaepa rno yMmos4aHuo
[na npocMoTpa TUNOB AOCTYMHbIX KPUNTONpPOBaliAepoB:
$ ./cpconfig -defprov -view_type
[na npocMoTpa CBOMCTB KpUNTONpoOBanAepa Hy>XHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>

Ona yctaHoBKM npoBangepa MO YMOMYaHWUIO AN HYXHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

8. BctpamaHne CK3U Kpuntollpo CSP B npuknagHoe MO

Mpu BcTpamBaHun CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecnedeHune
OOJIKHbI BbINONHATLCSA TpeboBaHusa paspena 7 pokymeHTta "XTSAK.00050-02 90 02.
KpunTtolpo CSP. PykoBoacTBo agMmHucTpaTopa 6e3onacHocTtn. Obuwas YacTb.

9. TpeboBaHMA MO OpraHU3aUMOHHO-TEXHUYECKNM U
aAMUHUCTPATMUBHbIM MepaM obecrneyeHus
akcnnyaTaumm CK3U

JonkHbl  BbINOAHATbCS  TpeboBaHMA MO OPraHW3aLUMOHHO-TEXHUYECKMM U
aAMWHUCTPaTMBHbLIM MepaM obecrneyeHust 6eszonacHOCTM 3kcnnyaTtaumm CK3U B
obbeme pasgena 12 pokymeHta "XKTHAKM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBO agMmHucTpaTopa 6e3onacHocTu. ObLas yacTb.

9.1. O6bwme mepbl 3awnTbl oT HC MO ¢ yCTaHOBAEHHbIMMU
CK3W pna OC Solaris

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cuctem CK3WM Kpuntollpo CSP
OOJIXXHO MCNONb30BaTbCs C NpOrpamMMHbIM obecneveHnem:

Certmgr (KpunTtollpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Mpu ucnonbzoBanmn CK3UM nop ynpaeneHnem OC Solaris HeobxoaMMo NpeanpuHATbL
OOMNONHUTENbHbIE MEpbl OPraHM3auMOHHOrO0 M TEXHUYECKOro XapakKTepa W BbINOMHUTb
OOMNONIHUTENbHbIE HACTPOMKM OMnepaunMoHHON cucTeMbl. pyM 3TOM CTaBUTCS 3agada He
TOSIbKO obecneynTb AOMOJHUTENbHYIO 3awmnTy cepsepa u OC ot HCA, HO n obecneunTtb
6ecnepeboliHbln pexnM paboTbl N UCKIKOUYMUTbL BO3MOXHOCTM "oTKasa B obcnyxusaHum",
BbI3BAHHOMO BHYTPEHHMMW MpUYMHaMu (HanpuMep - nepenosiHeHnem ¢annoBbIX
cucTem).

K opraHn3auMOHHO-TEXHUYECKMM MepaM OTHOCSTCS:
e obecrneydyeHne dhumsmyeckomn 6€30MacHOCTM CcepBepa;
e YCTaHOBKa NporpaMMHbIX 06HOBNEHWUI;
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e OpraHusaumsa npoueaypbl pe3epBHOro KOMWPOBAHUA W XPaHEHUS pe3epBHbIX
KOMWMA.

JononHutenbHble HacTporikm OC Solaris kacatoTcsa cnegytowlero:

e OrpaHuyeHue [AoCTyna Mofib3oBaTefieil WM HAcTPOWKM  MOJSIb30BaTENbCKOro
OKPYXEHUs;

e  OrpaHWYEeHUue CeTeBbIX COEAMHEHWIA;

e  OrpaHUYeHus Npu MOHTUPOBAHUKN HaNNOBbLIX CUCTEM;

e OrpaHM4YeHUs Ha 3anycK NpOLECcCoB;

e  [ONOJSIHUTENbHbIE HAcTpoliku sapa OC;

e HACTpOMKa CeTeBbIX CEPBUCOB;

e  OrpaHWyeHue KosIMYecTBa «BUAUMOWN U3BHE» MH(OPMaLMK O CUCTEME;
e HaACTpoWKa NoACUCTEMbl NPOTOKOSIMPOBAHUS U ayauTa.

9.1.1. OpraHu3auMOHHO-TEXHNYECKNE Mepbl

1. C uenbio WUCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OT/IMYHOWM OT YCTAHOBJIEHHOM Ha
HDD M2BM, M3BM un ycTpolcTBa 3arpy3km AO/MKHbl ObiTb onevyaTtaHbl. [JomxeH 6biTb obecrneyeH
HeobX0ANMbI KOHTPOJIb LLEe/TIOCTHOCTU NeyaTen.

2. ObecneueHne pusnyeckor 6esonacHoOCTn cepeepa

CnenyeT WCK/OYUTbL BO3MOXHOCTb [AOCTYyNa HeaBTOPM30BAHHOrO MepcoHana K KOHCO/N, cucTeMe
NUTAHWUS U AOMNONHUTENbHbLIM YCTPOMUCTBAM, NOAK/IOYEHHbIM K 3alUMLLAEMOMY CEPBEPY MYTEM YCTAaHOBKMU
obopyaoBaHus B crneunanbHO BblAeNIEHHOE W 3anvMpaeMoe nomelleHue (annapaTHyl WanM CepBEPHYIO
KOMHaTy).

JocTtyn nepcoHana B CepBEpHYID KOMHaTy [AOJIKeH 6bITb pernamMeHTMpoBaH BHYTPEHHUM
pacnopsaakom 3KCI'I)'IyaTVIpYPOLIJ,e1L/'I opraHmnsauunn n AOJIXKHOCTHbIMU UHCTPYKUUAMN.

Kpome 3Toro, npu uUCNonb30BaHMW B KayecTBe cepsBepa koMmnbioTepa SUN SPARC, cnegyert
YCTaHOBUTb NapoJsib ANA AOCTYMa K KOHCO/N, BbIMOJSIHUB Cleaylouee:

e [lpu 3arpyske CUCTEMbl B pexuMe Auanora C WHTEPMNPETaTOpOM KOMaHA 3arpysuyvMka BBECTU
cneayollMe KoMaHbl:

<ok> password
<ok> setenv security-mode command

e [locne 3arpysku CUCTEMbI, C KOHCOJIM MOC/Ie perncrpaumm oT UMeHU Cynepnosib3oBaTens BBECTU
cnegyrume KoMmaHabl:

# eeprom security-mode=command
# eeprom security-password=
M BBECTU NapoOJib Ha AOCTYN K KOHCOU.

BHuMmaHue! B cnyyae ecnm cynepnonb3oBaTefb 3abyaeT naponb, BO3HWKHET He0b6X0AMMOCTb
3aMeHbl MMN3Y nepBMYHOro 3arpysymka B cepBMCcHOM LeHTpe SUN.

,U,J'Iﬂ UCKJItoUYeHnsa cboes KOMMbKOTEPA, BbI3BAHHbIX OTKJIOYEHUNEM 3SNIEKTPOMUTAHUA, HEOGXO,CI,VIMO
obecneunTb 3MEeKTpPoONUTaHMe cepBepa OT WCTOYHMKA becrnepeborHOro nuTaHMsa [OCTAaTOYHOM
MowHocTN. Kak MMHMMYM, MowHOCTM BaTtapeit nctodHmka 6ecrnepeboiiHOro nNUTaHUA AOJKHO XBaTaTb
Ha BpeMs OCTaTO4YHOE ANt KOPPEKTHOro aBTOMaTUYeCKOro 3aBepleHuns paboTbl cepeepa.

3. OpraHusauus npoueaypbl pe3epBHOI0 KOMMPOBaHUA U XpaHEHUS pe3epBHbIX KOMUMN

Mpu onpeneneHnn pernaMeHTa pPe3epBHOMO KOMUPOBAHUS U XPaHEHUs pe3epBHbIX KOMUWA crneayet
obecneunTb OTBETCTBEHHOE XpaHEHWE pe3epBHbIX KOMui B 3anumpaeMbix cehdax (wkadax) u
onpeaennTb MNpoueaypy BblAauM pe3epBHbIX KOMWI OTBETCTBEHHOMY MEPCOHany W YHUUYTOXEHUSN
BblWeAWNX M3 ynoTpebaeHns Hocutenen (eHT, 0AHOKPATHO 3anMcbiBaeMbIX AUCKOB U Mp.).

CTaHAapTHbIMK MEpaMm Mo opraHM3aumMm OTBETCTBEHHOMO XpaHEHUS HOCUTeNen ABNATCA:
e MapKMpoBKa HoCUTeNew;

e COCTaBJfIEHME OMUCK XPaHWUMbIX HOCUTENEN C yKa3aHWeM CepUHbIX (MIHBEHTapHbIX) HOMepOoB, AaT
3anucuK HocuTenen, ammnmnen CoTpyaHmnka, cosgaBLuero KoOnuio aAns Kkaxagoro wkada(cenda);

e Mepuoamnmyeckas cBepka ornmcum n coagepxxmmoro cendgos (wkados);
e OpraHusaumsi OTBETCTBEHHOIO0 XpaHeHUs U Bblgauun knyen ot cendos (wkados);
e BO3MOXHOe oneyaTbiBaHMe (onnoMbupoBaHue) cerdos(wkados).

YHUUTOXEHWe BbllWeAWNX W3 ynoTpebneHus HocuTene AOMHKHO MPOU3BOAUTCA KOMUCCUENH C
coCTaB/ieHNEeM aKkTa 06 YHUUTOXEHUN.
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4. B cucrteme  perucTpupyetcs  OAMH  nofnb3oBaTenb, obnapawlowmin  nNpasamu
aAMUHUCTpaTopa, HOCAWMIA UMSA root, Ha KOTOporo Bo3naraercsa 0683aHHOCTb KOHGuUrypuposaTb OC
Solaris, HacTpamBaTb 6e3omnacHocTtb OC Solaris, a Takxe KoHpUrypuposaTb [19BM, Ha KoOTOpyto
yctaHoBneHa OC Solaris.

5. Onsa nonb3oBatesia  root BbI6Mp36TCﬂ HaZEeXHbIN naposib BXoA4a B CUCTEMY,
YAOBJ'IETBOpﬂPOLIJ,VIm cnegyrowmnm Tpe6OBaHMﬂM! ANMHa Naposia HE MEHee 6 cMMBONOB, cpean cmMmBoJiI0B
naponsa AOO0JKHbl BCTpEYATbCA 3arjlaBHble CUMBOJIbl, MPOMUCHbIE CUMBOIJIbI, LI,VICbpr n cneunanbHblie
CMMBOJ1bl, CPOK CME€Hbl Maposid He pexe OAHOro pasa B Mecdl, AOCTyn K naposilo A0J/1XKEH 6bITb
obecrneyeH TObKO NOMb30BaTENO root

6. MNonb3oBaTento root AOCTYNHbI HACTPOMKK BCex nonb3oBatenen OC Solaris, KoTopbie OH
MoXeT npocMaTpuBaTthb, penakTupoBaTb, yoansTb, co3aaBaTb. Bcem nosb3oBaTensM,
3apeructpupoBaHHbiM B OC Solaris, nonb3oBaTesnb root B COOTBETCTBUM C MOJIMTUKOM 6e30MacHOCTH,
MPUHATOM B OpraHmM3auum, AAE€T MUHMMaNbHO BO3MOXHble AN HOpMasbHOM paboTbl npaBa. Kaxabii
nonb3oBatenb OC Solaris, He saBnswWMACa nofab3oBaTeneM root, MOXeT npocMaTpueaTb U
penakTMpoBaTb TOJIbKO CBOU YCTAQHOBKW B paMKaX MpaB AOCTyMna, Ha3Ha4YeHHbIX €My noJsib30BaTeneM
root.

7. Bcex nonb3oBaTtener [2BM, koTopble He MOMb3ylTCA AAHHOW CUCTEMOW, U BCEX
CTaHAapTHbIX Mosb3oBaTtesnen, KoTopble co3gatTca B OC Solaris BO BpeMsi yCTaHOBKM (Takmx, Kak
"sys", "uucp", "nuucp", n "listen"), kpome nonb3oBatens root, cneayeTt yaanutb.

8. B OC Solaris cywecTtByoT mncnosiHseMble ¢alifbl, KOTOPble 3amnycKaltTCcs C npaBamu
nonb3oartens root. OTn darnbl MMeKT ycTaHoBneHHbI dnar SUID. Monb3oBaTenb root AoskeH
onpeaennTb, KaknMm u3s 3tux Gannos B paMKax onpeaesieHHON B opraHuM3aummn noanTukm 6es3onacHoCcTm
He TpebyeTcs 3anyck C aAMWHUCTPATMBHbLIMW MOSIHOMOYMAMKW, M C noMmowbio cbpoca cdnara SUID
OO/KEH CBEeCTM KOMMYeCcTBO Takmx dannoB K MUHUMYMY. 3anyck oOcTaBlwuxcs ¢annos C
yCTaHoBNeHHbIM dnaroMm SUID fomkeH KOHTPONMPOBaTbCSA NONb30BaTeNeM root.

9. MNpn wucnonb3oBaHnn CK3UN «Kpuntollpo CSP» Ha 3BM, nNOAKMOYEHHbLIX K
06LWenO0CTYNHbIM CeTAM CBSA3U, AOJXKHbI 6biTb NpeanpuHATbl AONOAHUTENIbHbIE Mepbl, UCKAo4Yaowme
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTYyNa K CUCTEMHbLIM pecypcaM MCroJsib3yeMbIX ONepaumMoHHbIX
cucTeM, K nporpaMMHoMy obecnedyeHuto, B OKpYXeHUU KOoToporo dyHKUnoHupytT CK3U, n K
KoMnoHeHTaM CK3W co CTOpOHbI YKa3aHHbIX CETEN.

10. MpaBo poctyna k pabouymm Mectam c yctaHoBneHHbiM 1O CK3U «Kpuntollpo CSP»
NpeaocTaBNseTcs TOMbKO fMuaM, O3HAKOMJIEHHbIM C MpaBuiaMW MOMb30BaHUSA W U3YUYUBLUUM
3KCMnyaTaunmoHHY0 AOKYMEHTauuio Ha nporpamMMHoe obecrneyeHue, nMerowee B cBoeM coctaBe CK3U
«KpunTollpo CSP».

11. Ha TexHunyecknx cpeacrteax, ocHauweHHbix CK3W «Kpuntollpo CSP»  [o/mkHO
MCNO/1b30BaTbCA TOSIbKO IMLEH3MOHHOE NporpaMMHoe obecrieyeHne dupM-NponsBoamTenei.

12. Mpun uncnonb3oBaHun nnatdopmbl Intel B BIOS, a npu ncnonb3oBaHUM nnaTgopMbl
Sparc B PROM onpenenstoTcs YCTaHOBKM, MCKAKOYaKLWKME BO3MOXHOCTb 3arpy3ku OnepauyvoHHOWM
CUCTEMbI, OT/IMYHOM OT YycCTaHoBNeHHON Ha HDD: oOTKAlYaeTcs BO3MOXHOCTb 3arpyskum C rnbkoro
ancka, npusoga CD-ROM u npoune HecTaHAapTHble Buabl 3arpy3kn OC, BkoHass CETeBYH 3arpysky.
He npumeHstoTcsa MN3BM ¢ BIOS, nckitoyaowmm BO3MOXHOCTb OTK/ItOYeHNs ceTeBon 3arpy3ku OC.

13. Mpwn mncnonb3oBaHum nnatdopmbl Intel, cpeactBamm BIOS ponkHa 6biTb MCKIKOYEHA
BO3MOXHOCTb OTK/lOUEHMS nofb3oBaTenamMmn ISA-ycTpoiicte n PCI-yCcTponcTB nNpu ncnonb3osaHuun MAK
3awmnTbl oT HC/,

14. Mpwn 3arpyske OC po/mkeH 6biTb peann3oBaH KOHTPOJIb LETOCTHOCTU MPOrpaMMHOro
obecneuyenuns, sxoasauwero B coctaB CK3U «Kpuntollpo CSP», camoin OC n Bcex ncnosiHaembix annos,
pyHKUMOHUPYOLWMX coBMecTHO ¢ CK3M ¢ ucnonb3oBaHmnem nporpamMmbl CPVERIFY.

15. Bxog B BIOS (PROM) 3BM pomkeH O6biTb 3aluueH naponeM, K KOTOpPOMY
npeabsBASAIOTCA Te Xe TpeboBaHMs, YTO M K Naposito nonb3oBatens root. Maponb ansa exoga B BIOS
(PROM) ponxeH 6bITb M3BECTEH TOSIbKO MOJIb30BaTENO root U 6bITb OT/IMYHBIM OT MNapons Nosib30BaTens
root ana exoga B OC Solaris.

16. CpeactBamm BIOS (PROM) pomxkHa 6bITb MCKOYEHA BO3MOXHOCTb paboTbl Ha DBM,
€C/1 BO BPEMS €ro HayasbHOWM 3arpy3ku He MpoXOAST BCTPOEHHbIE TeCThl.

17. Ha koMmnbloTepe ycTaHaBnmBaeTcs ToNbko ogHa OC. Ha MawwuHe He yCTaHaBnMBaeTCs
cpeactB  paspabotkm MO wn oTnagumku. Ecnu  cpeactBa  OTNagKuM  MPUIOXKEHUMIA  HYXHbl AN
TexHonormyecknx notpebHocTen opraHmsaummn, To UX UCMONb30BaHWE AO/MKHO 6blTb CAHKLMOHMPOBAHO
aaMuHucTpatopom 6esonacHoctu. B nwoboMm cnydae 3anpellaeTcs UCNoNb30BaTb 3TW CpeacTBa AN
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MpoOCMOTPa U peaakTUpPOBaHMSA KoAa M NaMsaTy NpunoxeHuin, ncnonbsyrwmnx CK3U «Kpuntolpo CSP».
Cnepnyet u3beraTb nonagaHuMs B CUCTEMY MporpamMM, MO3BOASKOWMX, NOMb3yack ownbkamm OC,
nony4atb npmsuaerum root.

18. OrpaHmuutb (C y4yeToM BbI6paHHOM B oOpraHusauuMm MnoAUTUKM 6e30MacHOCTK)
MCNosb30BaHWe Nosb30BaTENSIMM KOMaHA cron 1 at — 3anycka KoMaHA B yKa3aHHOe BpeMs.

19. PeanuzoBatb u3NYeckoe 3aTUpaHMe COAEPXMMOro yaansemblx dannos c
ncnonb3osBaHneM nporpammel Wipe n3 coctasa CK3MU.

20. OTKAOUYUTL CeTEBblE MPOTOKOSbI, KOTOPbIE HE UCMOMb3YIOTCA Ha AaHHOK DBM.

21. B cnyyae nopgkntodeHns OBM ¢ yctaHoBneHHbiM CK3U Kk o06WwenocTynHbiM ceTsaM
nepefavn AaHHbIX OTK/IIOUYUTL MUcronb3oBaHuma JavaScript, VBScript, ActiveX n apyrux nporpaMMHbIX
06BbEKTOB 3arpy»aeMbix U3 CeTu.

22. [JomxHbl 6blTb MNPUHATBI Mepbl MO MWCK/KYEHUIO HECAHKUMOHMPOBAHHOIO A0CTyna
MOCTOPOHHUX UL, B MOMELLEHNS, B KOTOPbIX YCTaHOBJIEHbl TexHuU4Yeckmne cpeacrtesa CK3U «Kpuntollpo
CSP», no poay CBOEN [AeATENbHOCTM He SABMSIWMXCS MNepcoHanoM, AOonyweHHbIM K paboTte B
YKa3aHHbIX MoMeLleHUsX.

23. [JomkHo 6bITb 3anpelleHo OoCTaBnsaTb 6e3 KOHTPONs BblUMCAUTENbHbIE CpeAcTBa, Ha
KoTopbix akcnnyatnpyetca CK3U «Kpuntolpo CSP» nocne BBoaa kntoyeBor nHdbopmaumm. Mpu yxoae
nonb3oBaTtens C paboyero Mecrta AO/HKHO WMCMNOMIb30BaTbCA aBTOMaTM4YecKoe BKJ/IIOUEHME MaposibHOM
3acCTaBKM.

24. AaMuHucTpaTtopoM 6e30nMacHOCTM A0/IKHO 6biTb MPOBeAEHO ornevyaTbiBaHWE CUCTEMHOro
6noka C YCTaHOBNE€HHbIM CK3u «KpunTtollpo CSP», MUCKAK4amwlLee BO3MOXHOCTb
HEeCaHKLUMOHMPOBAHHOIO U3MEHEHMS annapaTHOW YacTu paboyel ctaHuuu.

25. WcknovaloT 13 coctaBa cMCTEMbl BCe 060pyanoBaHMe, KOTOPOE MOXET COo3h4aBaTb Yrpo3y
6e3onacHoctn OC Solaris. Takxe wu3beralOT MCNOAb30BaHUSA tO6bIX HeCcTaHAApPTHbIX annapaTtHbIX
CpeacTB, MMeIoLWMX BO3MOXHOCTb B/IMSATb HAa HOPMainbHbIA xo4 paboTel komnbioTepa unm OC Solaris.

26. locne MHCTanNauum o]® Solaris cnepyert YCTAHOBUTb C canTa
http://www.sunsolve.sun.com/ Bce peKOMeHAOBaHHble MporpaMmMHble OB6HOBNEHWS M MporpaMMHble
obHoBNEeHUs, cBaA3aHHble ¢ 6e3onacHocTbio (recommended and security patches) oT komnaHum SUN,
CyLLEeCTBYIOLME HA MOMEHT MHCTaNAALMN.

27. Ha Bce aupekTopumn, coaepxawme cucrtemHble dainbl OC Solaris n katanorm CK3MWU,
yCTaHaBAMBalOT NpaBa A[O0CTyna, 3anpellalwme BCeM nosb3oBaTtensaMm, kpome Bnagenbua (Owner),
3anuce.

28. B cBSA3M C TeMm, 4TO aBapuiiHbI AaMmn onepaTMBHOM MaMsaATM MOXET coaepXaTb
Kpuntorpaduyeckn onacHyw wuHdoOpMauuio, cneayet OTKIUYUTb BO3MOXHOCTb €ro C€o3gaHus c
nomouwbio PyHKuUum setrlimit ¢ napametpom RLIMIT_CORE=0.

29. B OC Solaris uncnonb3syetca BupTyanbHas namate. O6nacte BUPTyanbHOW nNaMaTu
AOo/MKHa 6bITb opraHu3oBaHa Ha oTaensHoM HDD n AoCTyn K HEeW AO/MKEH MMETb TOJIbKO MOsib30BaTesb
root. Mo okoHuyaHuu paboTbl CK3U copepxxnumoe BMPTYanbHOMW NaMATU AOMXKHO 3aTUPaTbCs C MOMOLLbIO
ytunutbl wipefile, Bxoaawei B coctas CK3U «Kpuntolpo CSP». B cnydae Bbixoga u3 ctpos HDD, Ha
KOTOPOM HaxoauTcs 06nacTb BMpPTyanbHOW NaMAaATU, KpunTorpaduyeckme Kayu noanexaT BbiBOAY U3
pencteunsa, a HDD He nognexawmm peMoHTy. OToT HDD yHuuTOXaeTcs no npasufiaM YHUUTOXEHUS
KtOYEBbIX HOCUTENEN.

9.1.2. [JononHutenbHble HacTponkn OC Solaris

HacTtpoiikn OC Solaris BbINOAHAITCA, B OCHOBHOM, MyTEM peAakTUpoBaHus (yAaneHus,
nobaBneHus) pasaMyHbIX KOHPUIypaunMoOHHbIX M KOMaHAHbIX (aliioB.

Ons coxpaHeHMss BO3MOXHOCTWM "OTKaTUTb" BHECEHHble W3MEHEHUs crieayeT COXpPaHUTb
mMoanduunpyemble darinbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTeNe WM Ha He MOHTUPYEeMOM
aBToMaTMyeckn dannoson cucrteme). XenatenbHO CKOMNMPOBATb M3MeHsieMble dannbl (KaTtanorm) c
COXpaHeHWeM CTPYKTYpbl KaTanoros.

1. OrpaHun4yeHune [OCTyna nonb3oBaTesnielt N HaCTPONKN NOSIb30BATENIbCKOIO OKPYXEHUS
HacTpolika nonb30BaTENbCKOrO OKPYXEHUS 3aK0YaEeTCsl B CeAYoWNX AENCTBUAX:
B danine /etc/default/login cnegyet yctaHOBUTbL cneaylowme AUPEKTUBDI:
PASSREQ=YES (TpebyeT ucnonb3oBaHus naponei)
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SUPATH=/usr/sbin:/usr/bin (3apaetr 3HauyeHue nepemeHHo PATH nocne
BbIMOSIHEHMS KOMaHAbI Su);

RETRIES=3 (3agaeT 4Mcno MNOBTOPHbLIX MOMbITOK perucrpauun nosb3oBaTens
nporpammoit login)

SYSLOG_FAILED_LOGINS=0 (aunpekTtuBa npeanucbiBaeT NMpoTOKOJIMPOBaTb BCe
NONbITKN HEeyAauYHOW perncrpaumu nosb3oBaTtens)

UMASK=077 (napameTp 3aJaeT MacKy co3gaHusa dalisa no-yMoadaHuto).

CONSOLE=/dev/console (napameTp orpaHM4nBaeT BO3MOXHOCTb permcrpaumu
cynepnonb3oBaTensa TONbKO CUCTEMHOW KOHCOJbIO U 3anpewaeT yganeHHble
perncTpauum cyneprnosnb3oBaTens);

[Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma cosgaHus davinos 077 vnum 027:
umask 077 (umask 027);

ﬂ,ﬂﬂ OTK/TIOYEHNA BO3MOXHOCTM AO0CTYyMNa MnoJib30BaTens root kK pa6oqe17| CTaHuunM no
ceTu packoMMeHTMpoBaTtb cTpoky "CONSOLE" B danne /etc/default/login;

Co3paTtb (OTpemakTupoBaTb CyllecTBytowmin) dann /etc/shells n1 nomectntb B Hero
uMeHa (C MOMHbIM MyTeM) TONAbKO AN TexX WCNonHseMbix dannos obonouek,
KOTOpblE€ yCTaHOB/IEHbI B cucteme. Mo yMmonyaHuto, cogepxumoe daiina /etc/shells
MOXET 6bITb TaKNM:

/bin/bash /usr/bin/bash
/bin/csh Jusr/bin/csh
/bin/ksh Jusr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

Ypaanutb dann (ecnu oH cywectsyeT) /.rhosts.
Ypanutb coaepxumoe darina /etc/host.equiv.

OtpepnaktnpoBaTb ainn /etc/pam.conf c uenbto 3anpeta rhosts-ayteHTndnka-unm.
BbInonHsAeTCS KOMMEHTUPOBAHUEM BCEX CTPOK, CoAepKalLmX NoACTPOKY
"pam_rhosts_auth.so".

OTkntounTb cnyxby RPC yaaneHHOro Bbi3oBa npoueayp, A1s 4Yero cienyeT yaanunTb
dann /etc/rc2.d/s71rpc;

MpoBepuTb mMaeHTMdUKATOPbI NOMb30BaTens M rpynnbl Ans BCeX Monb3oBaTenen,
nepeyncneHHbolX B danne /etc/passwd. CnepyeTt ybeamTcs, 4TO He CyllecTByeT
nonb3oBartenen, uMelwWnx maeHtTudukaTop nonb3osatens 0 u  umaeHTMdukaTop
rpynnbl 0 KpoMe, BO3MOXHO, Nosib3oBaTens root.

YCTaHOBUTb  MMHMManbHYlO ANMHY napons B 8 cuMmBOSIoB B dhavine
/etc/default/passwd aumpektnBor PASSLENGTH=8. TaM e BO3MOXHO 3ajaTb
MWHMMaNbHOE M MaKCuMasbHoe "BpeMsl XM3HW" napons B Heaensix napaMmeTpamm
MINWEEKS n MAXWEEKS.

CospaTb nepeyvyeHb NporpaMmM, KOTOpble 3aMycKalTcs C NpaBaMu agMUHUCTpaTopa, U
KOHTPO/IMPOBATb €ro HEM3MEHHOCTb;

3anpeTuTb pernucTpaumio B CUCTEME MOMb30BaTeNel, MWMEKLWMX caeaylwme
"cnyxebHble nMeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp nobody4

[enctBue BbIMONHAETCS NyTeM ykKasaHusa B daine /etc/passwd ctpoku '/bin/false’
B shell-nporpammbl 1 ykazaHua cumona 'x' B none naposns.

2. OrpaHuMyeHus Npy MOHTUPOBAHMM aNNOBbIX CUCTEM

OrpaHuyeHus Npu MOHTMPOBaHUKM (aMNOBbLIX CUCTEM peanU3ylTCs peaakTUpOBaHUEM
¢danna /etc/mnttab:

YcTaHoBUTbL onumMio nosuid Nnpy MOHTUpPOBaHUK gannosbix cuctem /opt un /var.
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OrpaHunuunTb pasmep dannoBoin cucteMbl /tmp onunen size. MNpu 3TOM 3Ha4YeHMe onumn
size fonXHO 6bITb MeHblle pa3Mepa obnactn nogkadkm (swap). Mockonbky, OC Solaris
MOHTUpPYET (annoByto cuctemy /tmp B obnactb nogkaykm, TO UCMOJIb30OBaHME AaHHOM

onuun NpeaoTeBpaTuUT €€ NepenosiHEHUE.

Mpyn MHCTaNNSUMM CUCTEMbI ChlepyeT BblaenuTb Ansg @annosbix cuctem /, /usr,
/usr/local, /var, /opt, /export pa3sHble pa3genbl AUCKa ANsS  NpeaoTBpalleHus
rnepenosiHeHns KPUTUYHbLIX dannoBbix cuctem (/, /var) 3a c4yeT, HanpuMep,

NoNb30BaTe/IbCKNUX AaHHbIX M obecrnevyeHnss BO3MOXXHOCTMU MOHTUPOBAHUA d)aﬁﬂOBbIX

cuctem /usr 1 /opt B pexunme "ToNbKo Ass uTeHus".

3. OrpaHunyeHmsa Ha 3anyck Npoueccos

CnepyeT orpaHM4nMTb UCMOMb30BaHWE B CUCTEME MAaHWPOBLUMKA 3ajay Cron U CpeacTs
CUCTEMBI
MUHUMaNbHO Heob6XoAMMbIM SBNSETCA pa3pelleHne WCNoNb30BaHUS  MJIaHUpPOBLLMKA
3a4a4 Ccron M CpeacTB MakeTHoM o6paboTkm 3agaHUi TONbLKO Mosb3oBaTtento root. Ans

naketHom o06paboTkn 3agaHuii. [ns HopManbHOro QYHKUMOHMPOBAHUS

3TOro cneayeT BblNO/IHUTDL Cieayrumne KoMmaHAabl (OT MMEHU cynepnonbsoBaTenﬂ):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OFpaHVI‘-IMTb YNCNO CUCTEMHbIX CEPBMUCOB M NporpamMMm, MHUUMAIN3NPYEMbIX B Mpouecce

3arpy3sku OC. [Inga aToro:
e W3 kaTtanora /etc/rcS.d ynanute Bce dalinbl, KpoMe:
S30rootusr.sh S60devlinks
S40standardmounts.sh S70buildmnttabs

S50drvconfig
e W3 kaTanora /etc/rc2.d ynanutb BCe paiinbl, KpoMme:
S02MOUNTFSYS S72inetsvc
SO5RMTMPFILES S74syslog
S20sysetup S75cron
S25cspcheck S88utmpd
S69inet
e W3 kaTtanora /etc/init.d yaanutb BCce dalinbl, Kpome:
MOUNTFSYS devl inks
RMTMPFILES cron
inetsvc drvconfig
standardmounts syslog
buildmnttab inetinit
rootusr utmpd
sysetup dtlogin

e YaanuTb BCce dannbl n3 katanora /etc/rc3d.

e Ypanutb BCe (annbl n3 katanoros /etc/rc0.d n /etc/rcl.d, kpome Tex,

nepeyncneHbl Bbllle.

4. HacTpolika ceTeBbiX CEPBUCOB
HacTpoilka ceTeBbIX CEPBUCOB 3aKJ/IOYAETCS B C/eAYIOWEM:

Cnepyet dYHKUMOHANbHOCTL  [IEMOHA
COeAHEHUAMMU [JelcTtBne  3akntoyaeTcs B

OrpaHNuYnTb
inetd.

yrnpaBfieHus

KOMMbIOTEPE HE ABNMSETCA HEO06X0AMMOCThIO.
Kak MUHUMYM, CnefyeT 3anpeTuTb CieaytoLlne CEpBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger

peaakTMpoBaHnK
/etc/inetd.conf. B ¢anine /etc/inetd.conf cnegyer 3akoMMeHTpoBaTh (yAanuTb) CTPOKM,
cofepaline onMcaHus Tex CEPBMCOB, UCMOMb30BaHNE KOTOPbIX Ha KOH(UIypupyemMom

KoTopble

ceTeBbIMMK
darna
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noaccess

Bo3MOXHO Takxe CHadana 3akoMMeHTMpoBaTb B anne /etc/inetd.conf onucaHus
BCEX CEPBMCOB N 3aTEM PAaCKOMMEHTUPOBAaTb TOJIbKO UCMONb3yeMble.

Ecnn He nnaHuMpyeTcsa MCNonb30BaTb HacTpaMBaeMblil KOMMblOTEP B KayecTBe
MaplwpyTusaTtopa (Aaxe npu HalaMuyMM HECKOJSIbKUX CETEBbIX aganTepoB), HEOBXO0AUMO
co3paTb B katanore /etc dann notrouter HyneBon ANNHbI.

Cnepyet 3anpeTuTb MNpueM U3 BHeWHen ceTu "wwupokosewaTenbHbix" (broadcast)
rMnakeToB, a TaKXe nepeaady OTBETOB Ha MPUHATbIE "WMpOKOBeELWlATENbHbIE" MaKeTbl.
Ons 3Toro, B KOHeu danna /etc/rc2.d/S69inet cneayer pnobasBuTb crnepytouwme
KOMaHAbl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0
ndd -set /dev/ip ip_respond_to_echo_broadcast 0

CnepyeT 3anpeTuTb WCMONb30BaHue ceTeBoM dannoson cuctembl NFS. [Ona 3Toro
cneayet yaanuTb daninbl:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

3anpeTuTb cynepnonb3oBaTento foctyn no ftp, ana storo gobasuTb "root" B danin
/etc/ftpusers

3anyCcTuUTb YTUAUTY KOHTPOJIS CUCTEMHbIX PecypCcoB U CpeaCTB CUCTEMHOro ayauta ASET
C BbICOKMM ypoBHeM 6e3onacHocTtu: /usr/aset/aset -l high ana npoBepku yctaHoBOK
CUCTEMHbIX (alifioB M NpoaHaHNM3MpoBaTb (akn oTyeTa, KOTOopbin OyaeTr co3paH B
/usr/aset/reports

Ecnn nnaHmpyeTcs ncnonb3oBaTb Ha HacTpaneBaeMoM cepsepe cepeuc FTP, To cnegyert
co3paTtb (oTpepakTupoBaTb) dann /etc/ftpusers co cnuckom nonb3oBaTenewn, Ans
KOTOPbIX 3anpeleH AoCTymn K cepBepy no npoTtokony FTP. ®ain nmeeT TeEKCTOBbIN
dopMaT M AosKeH copepxaTb MO O4HOMY MMEHW MoJsib3oBaTens B CTpoke. B cnucke
"3anpeweHHbIX" Nonb3oBaTener, KaK MWHMMYM, [AO/IKHbl ObiTb  MNepedYncneHsbl
cnegyrowme MMeHa nofib3oBaTenein:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip Ssys
nobody uucp

[ns orpaHuMyeHus [OCTyna K CUCTEMHbIM dalinaMm Ans HenpuBuierpoBaHHbIX
nosnib3oBaTenien, N3 KOMaHAHOM CTPOKWN CrieAyeT BbINOAHUTL C/ieAyiolwmMe KOMaHAbI:

chown root /etc/mail/aliases

chmod 644 /etc/mail/aliases

chmod 444 /etc/default/login

chmod 750 /etc/security

chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist

chmod 400 /usr/sbin/snoop

chmod 400 /usr/sbin/sync

chmod 400 /usr/bin/uudecode

chmod 400 /usr/bin/uuencode

chmod u-s /usr/lib/fs/ufs/ufsdump

chmod u-s /usr/lib/fs/ufs/ufsrestore
Takxe cneayet 06HynuTb dnar SGID AN HEKOTOPbIX MCNOSTHSAEMbIX (halifoB:

chmod g-s /usr/bin/mail

chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat



chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core
chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

5. OrpaHunyeHmne Konnyectea "BMAMMON M3BHE" MHMOPMaUMn 0 cucTeMe

O6bI4HO, HavanbHY MHMOPMALMIO O CUCTEME NOTEHUMasnbHbIA HapylwnTenb nony4daer
M3 CUCTEMHbIX MNpuUriaweHui, BblAaBaeMbix ceTeBbiMM cnyxbamu cepseepa (telnet-
cepsep, ftp-cepBep u np.).
Mo3ToMy, K MepaM NO OrpaHuW4YeHuto Konuyectsa "BUMAMMOM M3BHE" WMHbOpMauMmM o
CUCTEME OTHOCHATCS:

e OTKas OT cTaHpapTHoro "3arosoBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe
nonb3oBartesnto. [locturaeTrcs ykasaHueM B (daiine /etc/default/ftpd cnepyrowmx
OAVNPEKTUB:

BANNER=""

e OTkas oT craHpapTHOro "sarosnoska", BbIBOAMMOro cepsepomM telnet npu oTBeTe
nonb3oBaTtento. Jlocturaetcsa ykasaHuem B (anne /etc/default/telnetd cnepytowen
OVPEKTUBbI:

e PepaktupoBaHue dannos /etc/issue,

BANNER=""

/etc/ftp-banner un /etc/motd ¢ wuenbto

pa3bsACHEHWA MOMb30BaTeNSAM MPaBWU U NOJUTUKK AOCTyNa K cepeepy ftp.

6. HacTponka noacmcrteMbl NPOTOKOMPOBAHUS N ayamTa

CnenyeTt yAOCTOBEPUTCS, YTO TOJSIbKO MOJSIb30BaTesNb root MMeeT AOCTYMn Ha 3anucb Ans
cneaywwmx dhannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*
/var/adm/sulog
/var/adm/utmp
/var/adm/utmpx

Ecnn Ha HacTpamBaeMoOM cepBepe ucnonb3yeTcs web-cepsep, 1o cneayet ybeauTcs,
yTo TONbKO "Bnageney" npouecca httpd nmMeeT poctyn no 3anucu kK npotokonam httpd
(c yyetoM BblbpaHHOM B OpraHuMsaumm nNOAUTUKM 6e3o0MacHoOCTH)

ncnosib3oBaHMe nonb3oBaTensdMnM KOMaHAbl SU
AAMUHUCTPATUBHbIX MOSIHOMOYMNM

OrpaHnunTb

npeanoctaBneHNA nNoNb30BaTeNto

CnepnyeT NpOTOKONMPOBATb MOMbITKM MCMOJIb30BaHMS MNporpaMmbl su. s 3Toro, B
dann /etc/syslog.conf cnegyet no6aBuTb 3anNncCh:

nnn

auth.notice /var/log/authlog

auth.notice ifdef (' LOGHOST", /var/log/authlog, @loghost)
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BTopas cTpoka aHanormyHa nepBoi, HO yKa3blBaeT, YTO MPOTOKO/ MNepefaeTcs Ha
cepBep cbopa npotokonos. [lpu pepakTupoBaHun ddanna /etc/syslog.conf B
KauyecTBe pasfenuTens nofev B CTPOKe C/ieayeT UCMosib30BaTb CMMBOJ Tabynsaumm

CneayeT o6ecneunTb MPOTOKONMPOBAHME HEYCMELWHbIX MOMNbITOK perucTpauum B
cUCTeMe B JflOKallbHOM npoTokone. [na 3Toro, cneayeT BbiMOMHWUTL CleayoLlme
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog chgrp sys /var/adm/loginlog
chmod 644 /var/adm/loginlog

Ona npoTOKONMPOBAHUA CeTEBbIX COEAWHEHWN, KOHTPOMMPYEMbIX AEMOHOM inetd
(Bkntoyaa paty/BpemMsa coeanHeHus, IP-agpec KaveHTa, YCTaHOBMBLUErO COeAUHEHME U
uMs cepsBuca, obcnyxuBarwwero coeaumHeHue), B dann /etc/syslog.conf cnepyet
po6aBuTb 3anuch:

daemon.notice /var/log/syslog
n B anne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

9.2. TPEBOBAHNA NO PASMELLEHNIO TEXHUYECKUX CPEACTB C
YCTAHOBJIEHHBIM CK3W.

Mpy pasMeLLeHUM TEXHUUYECKUX CPEACTB C YCTaHOBNEHHbIM CK3U:

e [loskHbl OblTb MPUHATBI Mepbl MO  MUCK/KYEHUIO HECaHKUMOHMPOBAHHOIMO AOCTyna B
rnoMelleHns, B KOTOPbIX pa3MelleHbl TexXHUYeckme cpeactBa C YcCTaHoBrAeHHbiM CK3WU,
NMOCTOPOHHUX UL, MO poAy CBOEN AeATENbHOCTU He SBASKLWMUXCA NepPCOHANOoM, AOMNYLWEHHbIM
kK paboTe B 3TMX nomeuweHussx. B cnydyae Heo6XoAMMOCTU MPUCYTCTBUS MOCTOPOHHUX NUL, B
YyKa3aHHbIX NoMeleHnax goskeH bbiTb obecneyeH KOHTPOb 3a uUx aenctenamm n obecneveHa
HEBO3MOXXHOCTb HeraTMBHbIX AEWCTBUI C MX CTOPOHbl Ha CK3W, TexHuueckme cpeacrsa, Ha
KOTOpbIX akcnnyaTupyetcs CK3U v 3awmwaemyto nHgpopmMaumto.

e BHYTpPEHHSIS nNNaHWPOBKA, PaCMO/IOXXEHWE WU YKOMMJIEKTOBAHHOCTb pabounmx MecT B
noMeLleHnax [AO/KHbI ob6ecrneunBaTb MCMNOMHUTENSAM paboT, COXPAaHHOCTb [OBEPEHHbIX WM
KOHdUAEHLMANBHbLIX JOKYMEHTOB U CBEAEHMIA, BK/OYAs KIOUEBYIO MHGMOPMaLMIO.

. B cnyyae nnaHupoBaHusa pasmelleHns CK3W B nomeweHusax, rae npucyTCTBYET peuyesas,
aKycTuyeckas U Bu3yanbHas WHOpMauus, coaepxalias CcBeAeHus, CcocTasnswowme
rocyfapCTBEHHYIO TalHy, U (WNM) YCTAHOBMNEHbl TEXHUYECKME CpeAacTBa M CUCTEMbI NMpueMma,
nepegayn, o6paboTkmM, xpaHeHus m oTobpaxkeHus wuHdopMauum, coaepkallen CBeaeHUS,
cocTasnswowme rocyfapCTBEHHYIO TalHy, TexXHuyeckume cpeacTea WHOCTPaHHOro
NPOM3BOACTBA, Ha KOTOPbIX (YHKUMOHMPYIOT nporpaMmmHblie moaynn CK3W, ponxHbl 6biTb
NnoABeprHyTbl CneuuanbHOM MNpOBEpKe MO BbISBEHWIO YCTPOMCTB, MNpeAHa3HayeHHbIX ANnS
HernacHoro nony4dyeHus nHdopmaumm».

10. TpeboBaHusa No KpunTorpaduyeckomn sawmTe

1. [onkHbl BbINOAHATLCSA TpeboBaHMs NO KpUnTorpaguyeckon 3awmnTte pasgena 12
AokyMmeHTa XTHAN.00050-02 90 02 B yactn, kacatowemncs OC Solaris.

2. Hacrpoiika onepaumoHHon cuctembl gns pabotel ¢ CK3WM no n.n. 6.1.1 1 6.1.2.

3. MNpun uHctannaumm CK3U pomkHbl 6biTb obecreyeHbl OpraHM3auMOHHO-TEXHUYECKNE
Mepbl MO WCK/THOYEHMIO MOAMEHbI ANCTPUBYTMBA M BHeceHns nameHeHun B CK3W nocne
YCTaHOBKM.

4. MWcknwuyeHne u3 nporpamMMHoro obecneyeHus [OBM ¢ ycTtaHoBneHHbiM CK3U
CpeancTB OTNafKM.

5. CK3M ponmkHO 3KCnyaTMpoBaTbCA Ha paboumx CTaHumMax U cepBepax C
YCTQHOB/IEHHbIMU CPeACTBaMUM  aHTUBUPYCHOM 3alimThbl, CEPTUHULMPOBAHHBLIMU
®depepanbHoi Cnyx601 besonacHoctn PO no knaccy b2 ana paboumx ctaHuumii.
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10.

11.

12.

13.

14,

15.

Maponb, MCnonb3yeMblilt AN ayTeHTUdMKaUMN Nonb3oBaTesnen, AOXKEH coAepXaTb
He mMeHee 6 cMMBOOB andasBuTa MOLWHOCTU He MeHee 10. MepMOANYHOCTb CMEHbI
napoJsis — He pexXe oAHOoro pasa B 3 Mecsaua.

MeprMoaANYHOCTb TECTOBOIO KOHTPONA KpunTtorpadmyeckmx @yHKUMin - 10 MUHYT.
ExxecyTouHasa nepesarpyska [N23BM.

MNepuoanyHoctb octaHoBa [19BM ¢ ob6sa3atenbHOW NpOBEPKOM  CUCTEMbI
oxnaxzaeHus npoueccopHoro 6noka NMN2BM - 1 mecsau.

3anpewaeTca ncnosb3oBaTb pexmm npocTton 3ameHbl (ECB) NOCT 28147-89 ans
wndpoBaHUa MHPOPMaLMKN, KPOME KITIOUEBOW.

[o/mkHO paBaTbCA NpeayrnpexaeHne o TOM, YTO MpU MCMOJSIb30BaHUUN pexunma
wudposaHua CRYPT_SIMPLEMIX_MODE matepuan, obpabatbiBaeMbii Ha O4HOM
KJl0Ye, aBTOMaTM4YeCKU OrpaHMYnNBaETCs BeNMUYnHoOm 4 MB.

Mpwn PYHKUMOHMpPOBaHUN CK3u1 OONXKHbI BbINOJIHATLCSA TpeboBaHus
3KCMyaTaumMoHHOM AOoKyMeHTauum Ha MAK 3awmntel ot HCA.

JomkHo 6bITb 3anpeweHo wucnonb3oBaHne CK3W ana 3awutbl TenedOHHbIX
neperoBopoB 6e3 MNpuHATMA B CUCTEME Mep Mo 3awuTe OT MHMOPMATUBHOCTU
No60OYHbIX KaHanos, cneundunyecknx nNpu nepegade peuu.

JomkHa 6bITb 3anpeweHa pabota CK3M npu BKAKOYEHHbIX B [M3BM wWwTaTHbIX
cpeacTtBax BbIxoAa B paguoKaHar.

KoHTponem uesnioCTHOCTU AOMXKHbI 6bITb OXBadeHbl dannbl:

Sparc Solaris (32-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, libcpext.so0.3.0.0, libcpext.la, libcapilite.s0.3.0.0, libcapilite.la,
libpkixcmp.s0.3.0.0, libpkixcmp.la, libasnldata.s0.3.0.0, libasnldata.la, libssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcs11_set_pin,
pkcs11_generate_key, pkcs11_generate_key_pair, pkcsl1_hash, pkcs11_sign,
pkcs11l_verify, pkcsll_sign_hash, pkcsll_verify_hash, pkcsll_encrypt, pkcsll_decrypt,
pkcsl1_save_state, pkcs11l_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkcsii.la,

libcsppkcs11.s0.1.0.0,  libcsppkesil.la,  list_pcsc, librdrpcsc.so0.3.0.0,  librdrpcsc.la,
librdrric.s0.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0, librdrrdr.la,
librdrrndm.s0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la, librdrdsrf.s0.3.0.0,
librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la, libcapil0.s0.3.0.0, libcapilO.la,
libcpui.so0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

JononHNTENbHO MO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.

Sparc Solaris (64-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, | ibcpext.s0.3.0.0, | ibcpext.la, | ibcapilite.s0.3.0.0, | ibcapilite.la,
libpkixcmp.so.3.0.0, | ibpkixcmp.la, | ibasnldata.so.3.0.0, | ibasnidata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, pkcs11_initialize, pkcs11_set pin, pkcs11l_generate_key,
pkcs11_generate_key_pair, p kcsl1l_hash, p kes1il_sign, pkcsil_verify, p kecsl1l_sign_hash,
pkcs11_verify_hash, pkcs11l_encrypt, pkcs11_decrypt, pkcs1l_save_state,
pkcs11_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkcsii.la, libcsppkes11.s0.1.0.0,
libcsppkcesii.la, librdrric.s0.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0,
librdrrdr.la, librdrrndm.so.3.0.0, librdrrndm.la, librdrsup.so0.3.0.0, librdrsup.la,

librdrdsrf.s0.3.0.0, | ibrdrdsrf.la, | ibrdrfat12.s0.3.0.0, | ibrdrfati2.la, | ibcapi10.s0.3.0.0,
libcapi10.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

[JononHnTENbHO NO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.50.3.0.0, libcsp_kc2.la.

Intel Solaris (32-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, | ibcpext.so0.3.0.0, | ibcpext.la, | ibcapilite.s0.3.0.0, | ibcapilite.la,
libpkixcmp.so.3.0.0, | ibpkixcmp.la, | ibasnldata.so.3.0.0, | ibasnidata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,
set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcs11_set_pin,
pkcs11_generate_key, p kcs11l_generate_key_pair, p kcsil_hash, p kecs11_sign,
pkcs11_verify, pkcsll_sign_hash, pkcsil_verify_hash, pkcsll_encrypt, pkcsil_decrypt,
pkcsl1_save_state, pkcs1l_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkcsii.la,
libcsppkcs11.s0.1.0.0,  libcsppkesil.la, list_pcsc, librdrpcsc.so.3.0.0, librdrpcsc.la,
librdrric.s0.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0, librdrrdr.la,
librdrrndm.s0.3.0.0, | ibrdrrndm.la, | ibrdrsup.s0.3.0.0, librdrsup.la, | ibrdrdsrf.so0.3.0.0,
librdrdsrf.la, |  ibrdrfat12.s0.3.0.0, | ibrdrfati2.la, | ibcapil0.s0.3.0.0, 1 ibcapilO.la,
libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.
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JononHNTENbHO NO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.

Intel Solaris (64-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, | ibcpext.s0.3.0.0, | ibcpext.la, | ibcapilite.so0.3.0.0, | ibcapilite.la,
libpkixcmp.s0.3.0.0, | ibpkixcmp.la, | ibasnlidata.so0.3.0.0, | ibasnldata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, pkcs1l1_initialize, pkcsll_set_pin, pkcsl1l_generate_key,
pkcs11l_generate_key_pair, p kes11l_hash, p kes11_sign, pkcsll_verify, p kes11_sign_hash,
pkcs11_verify_hash, pkcsl1_encrypt, pkcs11_decrypt, pkcsll_save_state,

pkcs11l_encrypt_sign, libcppkes11.s0.1.0.0, libcppkcs1i1.la, libcsppkes11.s0.1.0.0,
libcsppkesii.la, librdrric.so.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0,
librdrrdr.la, librdrrndm.so0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la,
librdrdsrf.s0.3.0.0, | ibrdrdsrf.la, | ibrdrfat12.s0.3.0.0, | ibrdrfati2.la, | ibcapi10.s0.3.0.0,
libcapi10.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

[JononHnTENbHO NO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHus

MporpamMmmHoe obecneyeHne CK3UM Kpuntollpo CSP umMeeT cpeactBa obecnedeHus
KOHTponsa uenoctHoctn MO CK3W, koTopble AOMXKHbI BbIMOJHSATCA Nepuoanyecku.
Bmecte ¢ amctpmbytmeBoM noctaBnsoTcs dannbl ¢ MMeHamu hashes.<dist_name=>,
cogepxawme KOHTPOJIbHble 3HayeHusa Xew-dyHKUMM Ha dannbl  auctpnbyTtmsa
<dist_name>. CTpoKu Kaxaoro Takoro dawnna coctoT u3 AByX nonen — umeHu danna
M 3HayeHus Xew-dyHKUMM Ha Hero. Painbl NpoBepsOTCA MNPU MOMOLWM YTUAUTDI
cpverify. Hanpumep, BO3MOXeH cneaylwui dparMeHT Koga Ans MPOBEPKU BCex
darinos Bcex AUCTpnbYTUBOB:

eval ~cat hashes.*|awk "{print ""cpverify "$0" && " JEND{print "'true’}'"~
Ecnn B pe3ynbTaTe NepuMoaAnYECcKOro KOHTPO/SA LeNOCTHOCTU nosiBnsieTcs coobweHnsa o

HapyLWeHNN LLeNOCTHOCTU KOHTponnpyeMmoro daiina, nonb3oBaTenb 0683aH NpekpaTuTb
paboTy M 06paTUTLCA K aAMUHUCTPaTOpy 6€30MacHOCTHU.

AoMuHuCcTpaTop 6e30macHoOCTM, NpoaHasM3nupoBaB NMPUYNHY, NMPUBEALLYI0 K HAPYLUEHUIO
LIeNIOCTHOCTK, AoskeH nepeyctaHoBuTb MO CK3U Kpuntolpo CSP ¢ anctpmbyTtmea, nnm
cuctemHoe MO.

-21-



[punoxeHue 2. YnpassieHne NpoTOKOIMPOBAHNEM

[Ons BKNIOYEHUA/OTKIKOYEHNS 3HAUEHME Iog VICI'IOJ'Ib3yVITe:

a) ans Solaris i386, SPARC 32
[nsa 3agaHns ypoBHSA NPOTOKOSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3agaHnsa dpopmaTa NpoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[na npocMoTpa Mackm TeEKyLLEero ypoBHsa 1 popMmaTa NpoToKona
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ans SPARC 64
[ns 3agaHus ypoBHS NpoToKosa
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMaTa npoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku Tekyllero ypoBHs 1 popMaTta npoTtokona
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) ans Solaris i386, SPARC 32, SPARC 64 ypoBHS saapa
/usr/kernel/drv/drvcsp.conf
oTpeaaktuposaTth loglevel

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONA siBAsSleTCa BUTOBaa Macka:
N_DB_ERROR = 1 # cooblieHuns o6 owmbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa ¢opMaTt NpoToKoNa ABngeTcs butoBas macka:
DBFMT_MODULE = 1 # BbIBOAUTb MMS MOAYNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLNN
DBFMT_TEXT = 0x10 # BblBOAMTb CaMO cooblieHue
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX namn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError
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JIUCT perncrtpaumm N3MeHEHUN

JlucT peructpauuun namMeHeHuln

Homepa nucrtoB (CcTpaHuu,) Bcero Ne Bxoasawum Moan. |OdaTa
nmcTos LOKYMeHTa N® conpoBoam-
MN3M | M3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX OOKYM. AOKYM. 1
naTta
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	11. На технических средствах, оснащенных СКЗИ «КриптоПро CSP» должно использоваться только лицензионное программное обеспечение фирм-производителей.
	12. При использовании платформы Intel в BIOS, а при использовании платформы Sparc в PROM  определяются установки, исключающие возможность загрузки операционной системы, отличной от установленной на HDD: отключается возможность загрузки с гибкого диска, привода CD-ROM и прочие нестандартные виды загрузки ОС, включая  сетевую загрузку. Не применяются ПЭВМ с BIOS, исключающим возможность отключения сетевой загрузки ОС.
	13. При использовании платформы Intel, средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и PCI-устройств при использовании ПАК защиты от НСД,
	14. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ «КриптоПро CSP», самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ  с использованием программы CPVERIFY.
	15. Вход в BIOS (PROM) ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю пользователя root. Пароль для входа в BIOS (PROM) должен быть известен только пользователю root и быть отличным от пароля пользователя root для входа в ОС Solaris.
	16. Средствами BIOS (PROM) должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты.
	17. На компьютере устанавливается только одна ОС. На машине не устанавливается средств разработки ПО и отладчики. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано администратором безопасности. В любом случае запрещается использовать эти средства для просмотра и редактирования кода и памяти приложений, использующих СКЗИ «КриптоПро CSP». Следует избегать попадания в систему программ, позволяющих, пользуясь ошибками ОС, получать привилегии root. 
	19. Реализовать физическое затирание содержимого удаляемых файлов c использованием программы Wipe из состава СКЗИ.
	20. Отключить сетевые протоколы, которые не используются на данной ЭВМ.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных отключить использования JavaScript, VBScript, ActiveX и других программных объектов загружаемых из сети.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных помещениях.
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной заставки. 
	24. Администратором безопасности должно быть проведено опечатывание системного блока с установленным СКЗИ «КриптоПро CSP», исключающее возможность несанкционированного изменения аппаратной части рабочей станции.
	25. Исключают из состава системы все оборудование, которое может создавать угрозу безопасности ОС Solaris. Также избегают использования любых нестандартных аппаратных средств, имеющих возможность влиять на нормальный ход работы компьютера или ОС Solaris. 
	26. После инсталляции ОС Solaris следует установить с сайта http://www.sunsolve.sun.com/ все рекомендованные программные обновления и программные обновления, связанные с безопасностью (recommended and security patches) от компании SUN, существующие на момент инсталляции. 
	27. На все директории, содержащие системные файлы ОС Solaris и каталоги   СКЗИ, устанавливают права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	28. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	29. В ОС Solaris используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD и доступ к ней должен иметь только пользователь root. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с помощью утилиты wipefile, входящей в состав СКЗИ «КриптоПро CSP». В случае выхода из строя HDD, на котором находится область виртуальной памяти, криптографические ключи подлежат выводу из действия, а HDD не подлежащим ремонту. Этот HDD уничтожается по правилам уничтожения ключевых носителей.
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