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Mcnonb3oBaHue CK3U noa ynpasnenneMm OC Linux

1. AHHOTaAuUuS

HacTtosiwee PykoBOACTBO AOMOJSHSET DOKyMeHT <«XXTAW.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBO aAgMUHMUCTpaTopa 6e3onacHocTn. Obwas yactb» npu
ncnonb3oBaHun CK3U nog ynpasneHmem OC Linux.

NHCTpyKumMn agmuHucTpatopaMm 6e30nacHOCTM W MNOMb30BaTeNsiM  Pas/INYHbIX
aBTOMAaTM3MPOBaHHbIX cucteM, ucnonesyrwwmx CK3WM Kpuntollpo CSP, A[0MKHbI
pa3pabaTbiBaTbCA C yyeToM TpeboBaHMIN HACTOSLWEro AOKYMEHTa.

2.Cnuncok cokpaweHunm

CRL Cnncok oTto3BaHHbIX cepTudukatos (Certificate Revocation List)

ITU-T MexayHapoaHbI KOMUTET No TeniekoMMyHukaumsam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTM3MpOBaHHasa cMcTeMa

APM ABTOMaTM3MpOBaHHOE paboyee MecTo

rMa TMO6KMM MarHUTHBIN AUCK

ACH [aTumK cny4damHbixX yncen

HDD XecTkuin MarHUTHbIA AUCK

KTl KoHeuHbIn nonb3oBaTesb

HCA HecaHKLUMOHMPOBAHHbIN AOCTYM

ocC OnepauvoHHasa cucTema

MAK MporpamMMHo-annapaTHbIi KOMMeKC

no MporpamMmMHoe obecneyeHne

Perncrpauuns MpuceBoeHne onpeaeneHHbix atpubyToB (aapeca, HoOMepa Kiua,
npaB MUCMNOJIb30BaHUSA U T.M.) aboHeHTy

PernameHnT COBOKYMHOCTb MHCTPYKLUWIA 1 APYroi pernaMeHTUpYyioLLen
OOKyMeHTaumn, obecneumBatowern GyHKLUNOHUPOBaHWe
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMaXx.

CBT CpenctBa BbIYUCUTENBHOW TEXHUKMU

CeptudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHALNEXHOCTb
OTKpPbITOrO K/ltova M onpeaeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTtudurkauus Mpouecc n3rotoBneHns ceptudmukaTa OTKpbITOro karya aboHeHTa
B LleHTpe cepTudmrKaunm

CK3M CpeactBo KpunTorpadunyeckon 3awmTbl MHGOPpMaUmm

cocC Cnuncok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)

CcC CnpaBoO4YHMK CcepTUdMKaATOB OTKPbITbIX Ktoyeln. CeTeBoM
CNpaBOYHUK.

uc UeHTp Ceptudukauum (Yaoctosepsatowmi LieHTp)
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P LleHTp Perncrpaunm
24 DONeKTPOHHbIN AOKYMEHT
aun DnekTpoHHasa undgposas NoANUCh
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3. OCHOBHbIe TeEXHUYECKME AaHHble N XapakTepuctukn CK3U

CK3M >KTAWM.00050-02 paspabotaHo B COOTBETCTBMM C Kpuntorpaduyeckum
mHTepdencom dupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNMporpamMMHoO-annapaTHble cpeabl

CK31 XTAK.00050-02 nop vynpaeneHmem OC Tuna Linux wucnonb3yetcs B
cneaywwmx nporpaMMHo-annapaTtHbIX cpejax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpammHo-annapaTHble

cpeabl, yaosnetsopstowme ctaHgapTy LSB 4.x/3.x:
Linpus (ia32)
Mandriva (ia32, x64)
MontaVista Linux (ia32, x64)
Oracle Enterprise Linux (ia32, x64)
Open SUSE (ia32, x64)
Red Hat Enterprise Linux (ia32, x64)
Red Flag Linux (ia32)
SUSE Linux Enterprise (ia32, x64)
SUSE LINUX (ia32)
Ubuntu (ia32, x64)
Xandros (ia32)

ALT Linux (ia32, x64);

Debian (ia32, x64);

Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Trustverse Linux XP (ia32);

Co cpokaMu 3KcnayaTauuMyM OMepaumMoOHHbIX CUCTEM, B cpede KOTOpbIX (yHKUWOHUPYET
CK3M, MOXXHO 03HaKOMMUTLCSA MO CleayoLWeMy agpecy:

<http://support.novell.com/lifecycle/> un
<http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-
1&sg=1&pid=1000

3.2. BapuaHTbl ucnonHeHna CK3U

CK3M XTAN.00050-02 Ha nnatdopme Linux uMCNonb3yeTcsa B ABYX BapuaHTax
NCMOJSIHEHUS

McnonHeHune 1 - CK3WM knacca 3awmntbl KC1

McnonHeHune 2 — CK3WM knacca 3awuntbl KC2

3.3. KnwueBble HOCUTENnu

B KauecTBe KOYEBLIX HOCUTENEN 3aKPbITbIX KOYER MOMyT MCMOMb30BaThLCS !
. rma 3,57

) USB ancku

. 3N1EKTPOHHBIN KoY ¢ MHTepdencom USB (e-Token);

o CmapTt-kapTtbl PUK, Ockap, Marucrtpa

. Paspen HDD N3BM

Mpumevanma. 1. [JonyckaeTcsa XpaHeHWe 3aKkpbiTblX Ktoyeihd B pasgene HDD npwu
ycnosum pacnpoctpaHeHmss Ha HDD wnm M23BM ¢ HDD TtpeboBaHuii no obpalieHuto ¢
KJIHOYEBbLIMU HOCUTENSAMWU, B TOM YMCIE U NOC/e yaaneHUs Kto4en.

2. [lMepeyeHb KO4YEBbLIX HoOcuTenel Mo wucnonHenmsm CK3U w
nporpaMMHo-annapaTtHbiM nnatdopmam cMm. Gopmynsap XTAW.00050-02 30 01, n.n.
3.8, 3.9.
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TaB M Ha3Ha4YeHMe KOMMOHEHT NMPOrpaMMHOro
obecnevyeHna CK3U

4.1. baszosble Moaynun CK3U

MO CK3W copepxunt 6a3oBble MoayNn:

libcsp — AMHammnueckn 3arpyxxaemasn 6mbnmoteka Kpunrtollpo CSP.

libcspdrv — aMHaMmM4yeckn 3arpyxaemblii MOAYNb S4pa.

libssp — 6ubnuoTteka Nnoanep>XKM Moaynst CETEBON ayTeHTuduKaumm Kpuntollpo TLS
cpverify — Moaynb KOHTPONS LENOCTHOCTHU.

wipefile - moaynb yaaneHns dannos BMecTe C COAEPXKUMbIM.

B Ha3BaHuax anctpnbytnesos CK3W ncnonb3lyercs HoTaumsa:
CPRO - npedwukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmogynb aapa OC;
[d] - onuuoHanbHO - yKa3biBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEpHI);
i386 - nnatdopma Intel.

4.1.1. bwubnnoteka libcsp

Bubnunoteka libcsp peanusyeT uenesble (yHKUMM KpunTorpacdmUyeckolr 3almThl
nHdopmMaumm, paboTy C KtoYaMu, JOCTYN K K4YeBbIM HocuTensm, buocCu.

4.1.2. [panBepHas 6ubnuoteka libcspdrv
Bubnuoteka libcspdrv, ncnonb3yemas Kak AMHaMUUYECKW 3arpyXaembiin MOoAy/b

aapa OC, peanusyeT uenesble MYHKUUM KpunTorpadmnyeckon 3awmnTbl MHbDoOpMaLnm
(kpome dpopmupoBaHus SLM) n paboTy € KOYaMu.

4.1.3. Moaynu ceteBon ayteHTudumnkaumm Kpmuntollpo TLS
Moaynb libssp obecneunBaeT peanusauunto NpPOTOKOSI@ CETEBOM ayTeHTUdMKaumm
Kpuntolpo TLS. O6wee onucaHue npoTokosa NpuBeAeHO B  AOKYMeHTe
XKTAN.00050-02 900 2. Kpuntollpo CSP. PykoBoACTBO aAMUHUCTpaTopa
6e3onacHocTn. Obwas 4acTb.

Mpotokon TLS (RFC 2246) wcnonb3yetcs ANS 3aWwUTbl COEAMHEHUA B KJINMEHT-
CepBepHbIX TEXHONOMUSAX.

MporpamMMHoe obecnedeHne Kpuntollpo TLS saBnaeTtca peanusauuner npotokona TLS
M ucnonbdyer kpuntorpadpuueckne dyHkumm Kpuntolpo CSP ans obecneyeHus
npouecca ayteHTudumkaumm n wndposaHnsa Tpadurka Mexay KIMEeHTOM U cepBepoM.

4.1.4. Mogaynb cpverify
Moaynbe cpverify npegHasHadeH ANns KOHTPOSA LEefoCTHOCTM Npu yctaHoBke CK3U u
dyHKumoHmpoBaHuu MO CK3U KpunTtollpo CSP Ha M2BM nonb3oBaTtens.

4.1.5. Moaynb wipefile

Moaynb wipefile ucnonbayerca ansa yaaneHus ¢anioB BMecTe C COAEPXMUMbIM MpU
LWTATHbIX M HelwTaTHbIX (CBOMMPOBaHME) CUTyauMsX.

4.2. Moaynu MNK3U
4.2.1. Mogaynsb libcapilite

Moaynb libcapilite wncnonb3yeTca Ana ynpasneHus cepTudmMKaTtaMu OTKPbITbIX
KoYen, a Takke ana obecnevyeHns BbINOAHEHUA KpUnTorpaduyeckmx 3arnpocosB Ha
ypoBHe wuHTepdelica CryptoAPI v. 2.0. WHTepdenc moayns capilite asnsetcs
nogMHoxectBoM uHtTepderica CryptoAPI v. 2.0.
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4.2.2. bwubnunoteka librdrrdr

Bubnuoteka librdrrdr obecneumBaeT yHUMUUMPOBaAHHbLIA MHTEpdENC AocTtyna K
K/II0YEBbIM HOCUTENAM BHE 3aBMCUMOCTU OT UX TMNa.

4.2.3. Mop,ynw A0CTyNna K KOHKPETHbIM TUMaM KJ/TIOYEBDbIX
HOCUTENEN N cunTbIBaATENEN:
. librdrfatl2 «k gmckoBogy u auckeTte 3.5" n pasgeny XecTkoro Agucka

. librdrpcsc kK cuuTbiBaTeENnaM cMapT-kapT W eToken, noaaepxuBawoLmnM
nHTepdeiic PC/SC

4.2.4. bubnnoteka librdrsup

Bubnuoteka librdrsup obecneumBaer peanusaumio ob6wmx GYHKUMA [OCTyna K
pa3fIMYHbIM YCTPOMCTBAM XPaHEHUS KJIHOYEBbLIX HOCUTENEN.

4.2.5. Moaynu AaTyMKoOB CNy4YanHbIX Yncen

Bubnunotekn librdrrndm wu librdrrndmbio obecneuuBatloT noaaepxky paboTbl C
dpusnyeckmm CH nporpaMMHo-annapaTHOro Kkomnnekca 3awntel ot HCA n brnoACH
COOTBETCTBEHHO.

4.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

Bubnunoteka libasnldata coaepxut dyHKUMU Npeobpa3oBaHUs CTPYKTYP AAHHbIX B
MallMHHO-HEe3aBMCUMOE MpeacCTaBrieHme.

5. YctaHoBka anctpmnbytmsa NO Kpuntollpo CSP

YcTaHoBKa, YyaaneHne U obHoBneHue TO  OCYyWeCTBASIETCS C  MpaBaMu
agMUHUCTpaTopa: Moa YYETHOM 3anucbio root MM C UCMOSb30BaAHMEM KOMaHAbI
sudo.

B OC Linux ans ycrtaHOBKW, yganeHuss U obHoBneHus O NpuMMEeHSATCS MNaKeThbl
(packages). MakeT - apxuB aucTpubyTmea, coaepxawimin garinbl ycTaHaBIMBAEMOIO
NpUAOXKeEHNA 1 dainbl, UCNONb3YIOWNECS MHCTaNASTOPOM AN KOHMUIypupoBaHUs
cpeabl. B onepauuoHHbIX cucTeMax Linux uMcnonb3yeTcs MeHeaxep naketos RPM
(Red Hat Package Manager), koTopbii sBNseTca TrMOKMM MHCTPYMEHTOM Ans
yCT@HOBKW, yaaneHus, obHOBNeHMs u CcO6OpKM MNporpamMMHbIX nakeToB. [lakeThbl,
npeacraBneHHble B Buae darna C pacwumpeHveM .rpm, cogepxaTt B cebe
HenocpeacTBeHHO dannbl MO 1 nHpopMaumio AN KOHPUrypnpoBaHusa cpeabi.

[ns ycTaHOBKM NakeTa MCNONb3yeTCcs KoMaHaa:

rpm -i <c¢pann_nakera>

Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
Ons yaaneHua nakeTa MCMosib3yeTcs KoMaHAaa:

rpm -e <MMsA_nakerta>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4

NMa nakeTa MOXET He BKJIIOYaTb BEPCUIO.

HanpuMmep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbiXx Ha Debian (Debian/Ubuntu), ans ycTtaHOBKM nakeToB
MCNOMb3yeTCs KOMaHAa:

alien -kci <d¢ann_nakera>

Hanpumep: alien -kci ./Zlsb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yctaHoBku 32-6UTHbIX
rnakeToB Ha 64-6uTHyt0 OC Mcnonb3yeTcs KoMaHaa:

dpkg-architecture -ai386 -c alien -kci <c¢ann_nakera=>
Bo3MoXxHO, noTpebyeTcs ycTaHOBUTb NporpamMmy alien ns pogHoro penosutopust OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans ypaneHus nakeToB
MCNOob3yeTCs KOMaHAa:

dpkg -P <umsa_nakeTta_6e3_Bepcun=>
Hanpumep: dpkg -P Isb-cprocsp-base
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dannbl N3 NakeToB yCTaHaBMBaloTCA B /opt/cprocsp.

MakeTbl 3aBUCAT Apyr OT Apyra, NO3TOMY AO/DKHbI YCTaHaBNMBATLCA MO MOPSAAKY C
y4€TOM 3TUX 3aBUCUMOCTEN, a yAanaTbcsa B obpaTHOM nopsiake. YC/IOBHO MOXHO
cunTaTb NpaBWUiIbHbIM MOPSAKOM TOT, KOTOPbIA onucaH B Tabnuue 3aBUCUMMOCTEN U
Ha3Ha4yeHuns NakeToB.

MakeTbl MOryT O6bITb HE3aBUCUMbIMW OT apxuTekTypbl (noarch B uMeHM danna
rnakerta), Toraa OHW CTaBATCA Ha byl apxutekTypy. MakeTbl MoryT 6biTb Ans
apxutekTtypbl IA32 (1486 B uMMeHM dalkina nakerta), a TakKXe A8 apXUTEKTypbl
AMD64 (x86_64 B MMeHW ¢anna nakerta), Torga oHu crtasaTca Ha OC, cobpaHHyto
noa COOTBETCTBYHOLYH apxutekTypy. Yacto 64-6utHbie OC o0aHOBpPEMEHHO
noaaepXuBatoT N 32-6uTHble NpunoxeHus, n 64-6uTHole, Toraa NpyM Heob6xoaMMOCTH
MOXHO CTaBuUTb 06a KoMMiekTa. VICK/IoYeHNEM SIBASIKOTCS ApaiBepbl — OHU CTaBATCS
B TOYHOM COOTBETCTBUM C apxuTekTypoi sapa OC.

Tabnuua 3aBUCUMOCTEN U HA3HAYEHUs MaKeToB (A5 NPOCTOThl ONMcaHbl 32-6UTHbIE NAKETHI).

MMa nakeTa 3aBUCUMOCTH Ha3sHauyeHune nakeTta

MNakeTbl ANS NpeaBapUTENbHON YCTaHOBKM

cprocsp-compat-altlinux Maket coBmectnmoctn ¢ OC
AltLinux, cTaBuTCa NepBbIM
- po Isb-cprocsp-base.

cprocsp-compat-splat Maket coBmectumoctn ¢ OC
SPLAT, cTaBuUTCSA MepBbIM —
0o Isb-cprocsp-base.

sobol Opansep  ans Cobons.
Tpebyetca npu Hanuuum
yCTpOlCTBa.

Obsa3aTenbHble NakeThbl

Isb-cprocsp-base Isb ba3oBbIfi NakeT, CTaBUTCSA
nepBbiM, €CIN TOSIbKO He
HY>XHbl compat-nakeTsbl.

Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHble NpuNoXeHus,
cumnTbiBaTenu n ACH.

Isb-cprocsp-capilite Isb-cprocsp-rdr CAPILite, nporpammbl u
enbnmnoTtekun onsa
BbICOKOYPOBHEBOW paboTbl
C KpunTtorpadwuen
(ceptndukatamm, CMS...).

Isb-cprocsp-kcl Isb-cprocsp-rdr MpoBangep KC1.

Isb-cprocsp-kc2 Isb-cprocsp-rdr Mpoesangep KC2, ctaButcs
TONbKO TaM, rae B 3TOM
ecTb  HeobxoaAuMOCTb. B
3ToM cny4ae Isb-cprocsp-
kcl He cTaBuTCS.

JononHuTenbHble NakeTbl

cprocsp-rdr-gui Isb-cprocsp-rdr, Motif, | Fpadunueckumn Brno1CH,
X11 3anpoc napons W Apyrue
GUI-ananorw.

cprocsp-rdr-pcsc Isb-cprocsp-rdr, pcsclite Moaynn nopaepxkun PCSC-
cuuTbiBaTENEn, cmapT-kapT
(PUK, Ockap, Maructpa...).

Isb-cprocsp-rdr-sobol Isb-cprocsp-rdr, sobol Moaynb noaaep>XKu
Cobons.
Isb-cprocsp-devel Isb-cprocsp-base MakeTt ans paspaboTumka.
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cprocsp-drv Isb-cprocsp-base [OpanBepHas 6mubnunoTeka.

cprocsp-drv-devel Isb-cprocsp-devel Maker pnsa paspaboTumka
ApanBepoB.

cprocsp-stunnel Isb-cprocsp-base YHuBepcanbHbin ~ SSL/TLS
TYHHenb.

6. O6bHoBneHne CK3UN Kpuntollpo CSP

Ons o6HoBneHus Kpuntollpo CSP Ha OC Linux Heob6xoanMo:
©3aMOMHUTb TEKYLLYIO KOHpuUrypaumo CSP
0 Habop yCcTaHOBNEHHbIX MAKETOB
O HacTporikm npoBavgepa (4NS NPOCTOTbl  MOXHO  COXpPaHWUTb
/etc/opt/cprocsp/config[64].ini)
eyaanNnUTb WTaTHbIMK cpeacTteamu OC Bce nakeTbl Kpuntollpo CSP
eyYCTAHOBUTb aHanormyHole HoBble NakeTbl Kpuntollpo CSP

eMpn HeobXxoaMMOCTN BHECTU U3MEHEHUS B HACTPOMKM (MOXHO nocMmoTpeThb diff
cTaporo un Hosoro config[64].ini)

e KJTIOUN U CepTVICbVIKaTbI COXPaHAKTCA aBTOMaTU4e€CKN

7. Hactpomnka CK3WN Kpuntollpo CSP

7.1. [Joctyn Kk ytunute anga Hactponkn CK3U KpunTtollpo CSP

HacTtpoitka CK3U Kpuntollpo CSP ocyuwecTBnsieTca ¢ NoMOLWb yTuamTbl cpconfig,
KOTOpas BXOAWT B COCTaB AUCTpubyTMBa WM pacnofiokeHa B AUPEKTOpUM
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbli>. Ecnm yctaHoBneHbl nakeTbl CK3U
ONS OBYX apXuTeKTyp, Hanpumep ia32 un x64, TO AEACTBUS MO HACTPOMKE HYXHO
NpoBOAUTb ABaXAbl — ANS KaXXAOW apxuTekTypbl cpconfig-OoM M3 COOTBETCTBYIOLLEN
nanku.

7.2. BBoa cepMmnHOro HoMepa nnueH3nm

MNpu yctaHoBke nporpamMmHoro obecneveHns Kpuntollpo CSP 6e3 BBOAa NMLEH3UMU
Nonb30BaTes0 NPeAOCTaBASAETCa IMUEH3US C OrpaHUYEHHbIM CPOKOM AelncTBus. Ons
ncnonb3oBaHusa Kpuntollpo CSP nocne OKOH4YaHUSA 3TOro Cpoka mnonb3oBaTesNb
[OJIKEH BBECTU CEPUIAHBIN HOMep C 6naHKa ANLEH3MN, NOSYYEHHOW Y OpraHn3aunm-
paszpaboTumka uAM OpraHu3aumu, MMELWen MnpaBa pacrnpocTpaHeHus nNpoayKTa
(annepa). Ana npocMoTpa MHMOpMaUMM 0 NMLEH3UN BbINOSTHUTE:

# cpconfig -license -view

[Ons BBOA@ NULEH3UWN BbINOSHUTE:

# cpconfig -license -set <cepunHbI_HOMep>

CepuiHbI HOMEp crieayeT BBOAUTb C COBNIOAEHNEM perucTtpa CUMBOJIOB.

7.3. Hactponka obopyaosaHma CK3MN Kpuntollpo CSP

Ytunuta cpconfig Takxke npeaHasHadeHa ANnd M3MeHeHWs Habopa YCTpOWCTB
XpaHeHuns (HocuTenen) u cuUnTbiBaHUsA (CUYMTbIBATENEN) KI4YeBOW MHdopMauum u
[ATUYMKOB Cry4dalHbiX yucen. MNpeayCcraHOBNEHHbIMKU SBAAKOTCA cymTbiBaTenu flash-
HocuTenen n obpas AMCKETbI Ha XXeCTKOM AUCKeE.

[na npocMoTpa crnmncka HaCTPOEHHbIX CYUTbIBATENEN:

# ./cpconfig -hardware reader -view

CuuTbiBaTeNb AUCKET HE YCTaHaB/MBAETCA MO YMOSYaHWUIO, TaK Kak npu OTCYTCTBUMU
OUCKEeTbl B AWCKOBOAE MNEpeuyYncsieHne KOHTEMHEepoB CUMbHO 3ameanserca. [Ans
nobaBneHnsa cumTbiBaTeNS ANCKET!:

# _./cpconfig -hardware reader -add FAT12_0 -name "‘Floppy Drive"

[ns npocMoTpa cnucka HacTpoeHHbixX ACY:
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# _./cpconfig -hardware rndm -view
Onsa koHconbHoro buo[JCH Tpebyetcsa nakeT naket Isb-cprocsp-kcl, kpome TOro oH
paboTtaeT Tonbko ¢ KC1 npoBangepoM. ns nobaBneHns KoHconbHoro buodCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "'Console
BIORNG"

Onsa rpadunyeckoro bno[lJCH Tpebyetcs naker cprocsp-rdr-gui n X-cepBep, Kpome
Toro oH pabotaet Tonbko ¢ KC1 npoBarigepoMm. [Ans pobasneHus rpaduyeckoro
BuoACH:

# _./cpconfig -hardware rndm -add bio_gui -level 4 -name *""GUI BiORNG"
Onsa pobasnexHus 4CH KMNUNM:

# _/cpconfig -hardware rndm -add cpsd -name "cpsd rng® -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/Kkis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hapgo ckonmpoBaTb (ansibl C AaHHbIMU, MOJYyYEHHbIMM Ha "APM BbipaboTku
BHELIHEN raMMbl", NONOXMM, YTO OHU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa pabotbl co cuutbiBaTenem PC/SC Tpebyerca nakeT cprocsp-rdr-pcsc. [lMocne
NOAKJIIDYEHNSA CUMTbIBATENSA Y3HAWTE UMSA YCTPOMCTBa:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Ons pobaBneHns cumTbiBaTENNA NCMNONb3YNTE 3TO NUMS:

# ./cpconfig -hardware reader -add "'Gemplus GemPC Twin 00 00"

Ona nony4deHnsa nogpobHol cnpaBku no cpconfig:

# _/cpconfig -help

# ./cpconfig -hardware —help

7.4. YcTaHOBKa NnapaMeTpoB XYpHanupoBaHUs

CK3W Kpuntollpo CSP no3sonseT cobupaTtb 0TNaA04HY0 MHGOpMaUMIo 1 nMmeeT
BO3MOXHOCTb  MPOTOKONMPOBaHUS  cObbITUI. WH@poOpMaums 3anucbiBaeTcs B
cucTeMHbIn XypHan (obblyHO B /var/log/messages). CyuwecTByeT BO3MOXHOCTb
WU3MEHEHMS HacCTpPOeK XypHannpoBaHUs pasndHbIX Modynen npoaykra. CyuwlecTsyeT
BO3MOXHOCTb W3MEHEHUS YPOBHS >KypHanupoBaHus u ¢opMaTa BbIBOAUMBIX
OT/NIafA04YHbIX coobuieHmnn. Ons nosly4yeHus cnpaBKku no HacTpoikaMm
XKYPHanMpoBaHus:

# cpconfig -loglevel -help

Moaynun, ons KOTOpbIX NOAAEPXNBAETCS XYpHannpoBaHue:

Cpcsp - 94p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus katoyen (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpanBep
dmntcs

7.5. HacTtponka kpuntonposanaepa rno yMmos4aHuo

[na npocMoTpa TMNOB AOCTYMHbIX KPUNTONpPOBalAepoB:
$ ./cpconfig -defprov -view_type
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[na npocMoTpa CBOMCTB KpUNTONpoBanaepa Hy>XHOro Tuna:
# _./cpconfig -defprov -view -provtype <provtype>

[ns ycTaHOBKM npoBaiaepa Mo yMOMYaHUIO AN HYXXHOro Tuna:

# _/cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

8. BctpamBaHune CK3UN Kpuntollpo CSP B npuknagHoe O

Mpwn BcTpamBaHum CK3U XKXTAN.00050-02 B npuknagHoe nporpaMMHoe obecneyeHue
OOJIXKHbI BbINONMHATLCA TpeboBaHus pa3sgena 7 aokyMmeHta ">KTHAKM.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBo agMmHuUcTpaTopa 6e3onacHoctn. Obwas 4acTb.

9. TpeboBaHWsA NO OpraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHus
akcnnyaTaumm CK3U

JonXHbl  BbINOAHATLCS  TpeboBaHMA MO OPraHU3aUMOHHO-TEXHUYECKMM U
aAMWHUCTPATMBHbIM MepaM obecneyeHnss 6e3onacHocTn 3kcnnyatauum CK3U B
obbemMe pasgena 12 pokymeHTa '"XTAWM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBo agMuMHUCTpaTopa 6e3onacHoctn. Obuwas yacTb.

9.1. O6bwwme mepbl 3awmnTbl oT HCA MO € yCTaHOBNEHHbBIMYU
CK3W pgnsa OC Linux

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cuctem CK3WM Kpuntollpo CSP
AOJIKHO MCNONb30BaTbCsA C NpOrpaMMHbIM obecneveHnem:

e Certmgr (Kpuntollpo Certmgr).

e CryptCP.

e Trusted TLS (Digt).
Mpu ncnonb3oBaHun CK3U XTHAN.00050-02 nog ynpasneHnem OC Linux HeobxoauMo
NpeaAnpuHATL AOMNOAHUTENbHbIE Mepbl OPraHM3auMoOHHOI0 U TEXHUYECKOro XapakTepa u
BbIMNOSIHUTb AOMOJSIHUTENbHbIE HAaCTPOMKM OMEpPauUMOHHON cucTeMbl. [pu 3TOM A0sKHA
pelwaTbCca 3ajada Kak obecneyeHuss AOMOJHUTENbHOM 3awunTbl cepBepa n OC ot HC[,
Tak n obecneyeHus 6ecnepebonHoro pexmma paboTbl M UCKIOYEHUS "OTKasa B
ob6cnyxunBaHun", BbI3BAHHONO BHYTPEHHUMMU MpUYMHaMKU (Hanpumep - nepenosiHeHMEM
dalrinoBbIX cUCTEM).

K OpraHmn3auynoHHO-TEXHUYECKNM MEepaM OTHOCATCA:
e o0becrneyvyeHne dhumsmyeckon 6esonacHoctm NIBM (cepsepa);
e YCTaHOBKa NporpaMMHbiX 06HOBNEHWNI;

e OpraHusaumsa npoueaypbl pe3epBHOro KOMWMPOBAHMA W XPaHEHUS pe3epBHbIX
KOMWMA.

JononHutenbHble HaCTpOﬁKM OC Linux kacatoTcs cnegywouwero:

e OrpaHW4YyeHWe [AOCTyna Mofb3oBaTeneiM M HACTPOMKU  MOJSIb30BATENbCKOro
OKpYXeHUs;

. OorpaHn4YeHne CceTeBbIX COG,D,MHEHMﬁ;
. orpaHmnyeHunda npm MOHTUpPOBaHUKU daaﬁnosux CUCTEM,
. OorpaHmn4yeHnda Ha 3anycCckK npoueccos,

e  KOHTPOSb 3arpy3km OC W KOHTPOJIb LENOCTHOCTM CUCTEMHOIO M MPUKIAAHOIO
nporpamMMHoro obecneveHms gosmxeH obecrneumBaTbCA Npu NOMOLM MPOrpamMMHO-
annapaTHoOro Komnaekca 3awutbl oT HCO (CM. COOTBETCTBYWOWMWI pa3gen B
OOKYMeHTe XKTAN.00050-02 90 02. KpunTtollpo CSP. PykoBoactso
aaMuHucTpatopa 6esonacHocTn. Obwas 4acTb.), YTO O3Ha4aeT:

1. obecneyeHne KOHTPONSA AOCTyMa Mpu MOMOWM MAEHTUDUKALUM NoNb3oBaTeNs C
ncnosib3oBaHneM cuctemol Touch Memory;

2. BbINONHEHMNE 3arpysku c (bMKCMpOBaHHOFO HOCUTENA NOC/ie €ro KOHTPOIA,
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3. obecneyeHne koHTpons uenoctHoctn OC M MpUKIaAAHOrO MNpPOrpaMMHOro
obecneyeHns Ao 3arpysku Ha 3arpy3o4yHOM AMCKE M APYrMX MNOAK/HYEHHbIX
Anckax.

e  [ONoOJSIHMUTENbHble HacTpolikn sapa OC;

e HacCTpolika ceTeBbIX CEPBUCOB;

e OrpaHuyeHue Konm4yectsa "BUAMMONM U3BHE" MHHOPMaUNKN O CUCTEME;
e HacTpolika NoACUCTEMbI MPOTOKONMPOBaHUS U ayauTa.

9.1.1. OpraHn3aumoHHO-TEXHNYECKME Mepbl

1. C uenblo UCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OTAMYHOM OT ycCTaHoBsieHHoOW Ha HDD
M2BM, M3BM wn ycTpoicTBa 3arpysku Qn[oO/KHbl 6biTb oneyaTaHbl. [omkeH 6bITb obecrneyeH
HeobX0ANMbII KOHTPOJIb LLEe/TIOCTHOCTU neyvaTei.

2. ObecneyeHune umsmyeckon 6e3onacHOCTN cepBepa

CnepnyeTt UCKIIOUYUTL BO3MOXHOCTb AOCTYyNa HEAaBTOPM30BAHHOMO NMepcoHasa K KOHCOM, cucTeme
NMUTAHWUS U AOMONHUTENbHbLIM YCTPOMUCTBaM, NMOAK/IOYEHHbBIM K 3alUMLLIAEMOMY CEPBEPY MYTEM YCTAaHOBKMU
obopynoBaHuMsa B cneumanbHO BblAe/leHHOe U 3anupaeMoe nomeuleHune (annapaTHY UM CEPBEPHYIO
KOMHaTy).

Ons ncknioveHns cb6oeB KOMMblOTEPA, Bbi3BAHHbLIX OTKOYEHWEM 3/1€KTPONUTaHUsS, HeobxoanMmo
obecneunTb 3MEeKTpoNUTaHMe cepBepa OT WCTOYHMKaA 6ecrnepeborHOro nuTaHMsa [OCTAaTOYHOM
MowHoCcTN. Kak MMHMMYM, MoOWHOCTM BaTapeit nctouyHmka 6ecnepeboiiHOro nNUTaHUA AOJIXHO XBaTaTb
Ha BpeMs fOCTaTO4YHOE ANt KOPPEKTHOr0 aBTOMaTUYeCKOro 3aBeplieHuns paboTbl cepeepa.

3. OpraHusauus npoueaypbl pe3epBHON0 KOMMPOBaHUA U XpaHEeHUs pe3epBHbIX KOMWUNA.

Mpu onpeneneHnn pernamMeHTa pe3epBHOMO KOMMPOBAHMA W XpaHEHUs pe3epBHbIX KOMWUi
cnepyeT obecneynTb OTBETCTBEHHOE XpPaHEHME pe3epBHbIX KOMUI B 3anupaembix cendax (wkadax) m
onpenennTb MNpoueaypy BblAauM pe3epBHbIX KOMWI OTBETCTBEHHOMY MEPCOHany W YHUUTOXEHUSN
BblWeALWNX N3 yrnoTpebneHus Hocmtenen (JIeHT, 04HOKPATHO 3anncbiBaeMbIX ANCKOB M Np.).

CTaHAapTHbIMW MepaMK MO OpraHu3auMmn OTBETCTBEHHOIO XpaHeHUs HoCUTENen SBNAOTCS !

e MapKWpoBKa HOCUTeNewn;

e COCTaB/IEHME OMUCU XPaHMUMbIX HOCUTENEN C YKa3aHUEM CepUNHbIX (MHBEHTapHbIX)
HOMEepOB, AaT 3anucu HocuTenen, damMmuamen coTpyaHmka, Co3gaBLliero Konuw anas
Kaxaoro wkada(cenda);

e rMepuoauyeckas CBepka onuvcu n coaepxmmoro cerdos (wkados);

e OpraHusaumst OTBETCTBEHHOI0 XpaHeHUs 1 BblAaum kntoyen ot cendos (wkados);

e BO3MOXHOE onevaTbiBaHue (onnombuposaHue) cerndos(wkados).

YHUUTOXEHME BblLEAWNX M3 yNnoTpebneHnsa Hocutenen AoMHKHO NPpOM3BOAMTCSA KOMUCCUEN
C COCTaB/IEHNEM aKTa 06 YHUUTOXEHUMN.

4. B cucTteMe perucTtpuvpyeTcs oAvH nonb3oBaTtenb, obnagalwowmini npaBamMum agMWUHUCTpaToOpa,
HOCAWMI wnMa root, Ha KOTOpoOro Bo3naraetcsds o06s3aHHOCTb KoHdurypuposate OC Linux,
HacTpauBaTb 6e3onacHocTb OC Linux, a Takxe KOH@UrypuposaTb [MOBM, Ha KOTOpYHO yCTaHOB/EHa
OC Linux.

5. Ans nonb3oBatens root BbibMpaeTcs  HaAEeXHbIM Naposib  BXoga B CUCTEMY,
YAOBﬂeTBOpHPOU.lMVI cnegyrwmnm TpeGOBaHMﬂM: ANMMHa naponda He MeHee 6 CMMBOIOB, Cpeaun
CMMBOJIOB Maposid AOJIXXHbl BCTpPpeEYaTbCA 3arnaBHble CMMBOJbI, MPOMUCHblE CUMBOJIbI, Ll,l/ld)pbl n
creunanbHble CUMMBOJIbI, CPOK CMEHbl Maposida He pexXe OAHOro pasa B Mecdl, AOCTyn K naposto
AO0J1XKeH 6bITb 0becnevyeH ToNbKO agMUHUCTpaTOopy.

6. MNonb3oBaTento root 4OCTYNHbI HAaCTPOKKK BCeX nonb3oBaTtenen OC Linux, KOTOpble OH MOXET
npocMaTpumeaTtb, peaakTMpoBaTb, yAanaTb, co3fdaBaTb. BceM nonb3oBaTensM, 3aperncTpupoBaHHbIM B
oC Linux, rnosib3oBaTenb root B COOTBETCTBUW C MOMUTUKOM 6630I'|aCHOCTM, I'IpMHFlTOVi B OpraHunsauum,
OAET MMHMMAlNbHO BO3MOXHble A9 HOpManbHoM paboTel npaBa. Kaxabin nonb3oBatens OC Linux, He
ﬂBJ‘IﬂrOLIJ.VIVICﬂ nos1b30BaTeNlIeEM root, MOXET NMpoCcMaTpuBaTb U peaakKTupoBaTb TOJIbKO CBOU YCTAHOBKU B
paMKax npae A0CTyMNa, Ha3HA4Y€HHbIX €MY MNOJ1Ib30BAaTENIEM root.

Bcex nonb3osaTenen [DBM, KoTopble He MNOJb3YKTCA AAHHOMW CUCTEMOM, M BCeX
CTaHAapTHbIX Nosib3oBartesnien, Kotopble co3gatotca B OC Linux BO BpeMs YCTaHOBKKU (Takux,
kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens root, cneayeT yaanuTb.

B OC Linux cywecTBylT mcnosHsiembie ¢anbl, KOTOpble 3anycKakTcsa C npaBamu
nonb3oBatens root. 3Tn dannbl MMeKT ycTaHOBNeHHbIn dnar SUID. MNonb3oBaTenb root
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OO/MKEH onpenennTb, KakuM u3 3Tux ¢dannoB B paMKax OMNpeneneHHoW B opraHumsauuu
nonnutmku 6esonacHocTM He TpebyeTcs 3anyck C aAMUHUCTPATUBHLIMM MOSHOMOYUSAMU, U C
nomowlbto cbpoca dnara SUID ponkeH CBECTUM KOMMYECTBO Takux (araoB K MUHUMYMY.
3anyck octaBwmxcs dannioB C yctaHoBaeHHbIM darom SUID go/mkeH KOHTPOSIMpPOBaTbCSA
nonb3oBaTtenem root.

Mpu ucnonbsoBaHmm CK3U «Kpuntollpo CSP» Ha M35BM, noakntoyeHHbIX K 06LeAoCTyNHbIM
CeTAM CBSA3W, AOKHbI 6blTb NPeAnpuHATbl AOMOHUTENbHbIE Mepbl, MWCKA4Yalowme BO3MOXHOCTb
HEeCaHKLMOHNUPOBAHHOIO AO0CTYyNa K CUCTEMHbLIM pecypcaM WCMOob3yeMblX OMepauMoOHHbIX CUCTEM, K
nporpamMMHOMy obecneyeHuto, B OKpyXeHUn KoToporo dyHKUnoHupyoT CK3U, n k komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX CeTeN.

MpaBo poctyna Kk paboynMm Mectam C ycraHoBsieHHbIM O CK3W «Kpuntollpo CSP»
npenocTaBfseTcss TOJNIbKO J/iMLaM, O3HAKOMJIEHHbIM C NpaBuaaMu MNOJSb30BaHUS W U3YUYUMBLUUM
3KCMyaTauMOHHY0 AOKYMEHTauuo Ha nporpammHoe obecneyeHune, nMewuwee B cBoeM coctaBe CK3U
«Kpuntollpo CSP».

Ha TexHu4yeckux cpeacrtBax, ocHaweHHbiXx CK3UN «Kpuntollpo CSP» A0MKHO MCNONb30BaTbCs
TOJIbKO JINLEH3WMOHHOE NporpaMMHoe obecneyeHne GuUpM-NponsBoauTenen.

B BIOS onpepenstTcs YCTaHOBKW, WCKIOYaloWmMe BO3MOXHOCTb 3arpy3ku onepaumoHHON
CUCTEMbI, OTJIMYHOWM OT YCTaHOBNEHHOM Ha HDD: oTk/jo4yaeTcs BO3MOXHOCTb 3arpy3kum € rmbkoro
avcka, npueoga CD-ROM u npouune HecTtaHpapTHble BUAbI 3arpy3kmn OC, BkOYas CeTeBYH 3arpyskKy.
He npumeHstoTcsa MN3BM ¢ BIOS, mckioyaowmm BO3MOXHOCTb OTKJIlOUEeHNs ceTeBon 3arpy3ku OC.

CpeanctBamum BIOS posmkHa 6biTb UCKIKOYEHA BO3MOXHOCTb OTKJIIOYEHMS nosb3oBatensamm ISA-
ycTponctB n PCI-ycTponcTB. NS MCK/IIOYEHUS 3TOM BO3MOXHOCTM BXxog B BIOS 3BM posmmkeH 6biTb
3alMIleH naposieM, K KOTOPOMY MNpeabsBAsOTCSA Te Xxe TpeboBaHWs, YTO M K MapoJsio MNosib3oBaTens
root. NMaponb ansa Bxoga B BIOS poskeH 6biTb M3BECTEH TOJILKO MOJIb30BaTeNto root n 6bITb OT/IMYHbBIM
OT naponsa nonb3osatens root Ana sxona B OC Linux.

Oo 3arpy3skm OC posxeH 6bITb peanun3oBaH KOHTPOSb LENOCTHOCTM (annioB, KPUTUYHBIX ANS
3arpy3kmn OC n nporpammbl CPVERIFY.

Mpn 3arpyske OC ponxeH O6biTb peann3oBaH KOHTPOJSb  LESIOCTHOCTM MPOrpaMMHONo
obecneveHus, sxogsauwero B coctaB CK3U «Kpuntollpo CSP», camon OC n Bcex ncnosHaembix dhainnos,
dYHKUMOHMPYOWMX coBMecTHO ¢ CK3U ¢ ncnonb3oBaHuem nporpammbl CPVERIFY.

Cpeacteamn BIOS ponxHa 6biTb MCKOYEHA BO3MOXHOCTb paboTbl Ha OBM, ecnn BO BpeMsa ero
HayasbHOM 3arpy3kn He NpPOXOASAT BCTPOEeHHble TecTbl 2BM (POST).

Ha M3BM ycraHasnueBaetca Tonbko ogHa OC. Ha [9BM He ycTaHaBnuBaloTCa CpeacTsB
pa3paboTkm wn otnagku MO. Ecnu cpeactBa OTNaAKWM MPUIOXKEHUNA HYXHbl ANS TEXHONOMMYECKMX
notpebHOCTEN OpraHu3auum, To UX UCMOSIb30BaHME AOMKHO 6biTb CAHKUMOHMPOBAHO aAMUHUCTPATOPOM
6esonacHoctn. B nwbomM cnyvae 3anpewiaetcsd WCNONb30BaTb 3TW CpeAacTBa A7 NPOCMOTpa M
pefakTUpOBaHUS Koda M NamMsaTyv NpuioxeHuid, ucnonb3dyuwmx CK3U «Kpuntollpo CSP». Cnepyet
n3beratb nonagaHus B CUCTEMYy MporpaMmM, NO3BOMASAKOWMX, MOMAb3ysACb owunbkamu OC, nony4yaTtb
npusuneruu root.

[JonxHo 6bITb orpaHmMyeHo (C y4yeToM BblbpaHHOW B OpraHm3auuMm NOAUTUKKM 6e30MacHOCTK)
MCNoNb30BaHWE NONb30BATENSIMM KOMaHA cron 1 at — 3anycka KoMaHA B yKasaHHOe BpeMs.

OonxHo 6bITb peanu3oBaHo dU3MYECKOe 3aTupaHuMe COAEpPXMMOro yaansembix ¢dannos C
ncnonb3osaHnem nporpammel Wipefile ns cocrasa CK3MU.

JomKHbI 6bITb OTKKOYEHbI BCE HENCNnosib3yeMmble CeTeEBbIE MPOTOKOJIbI.

B cnydae nogkntodeHus MNMIBM c yctaHoBneHHbiM CK3UM k ob6WenocTynHbIM CETAM nepeaaydn
OaHHbIX AO0/HKHO OblTb OTKJIOYEHO ucnonb3oBaHMe JavaScript, VBScript, ActiveX un gpyrux
NporpaMMHbIX 06BEKTOB, 3arpy>XaemblX U3 CeTU, B NPUKIa4HbIX NporpaMMax.

JomkHbl 6bITb MPUHSATEI MEPbl MO UCK/IIOYEHMNIO HECAaHKLMOHUPOBAHHOMO AOCTYrna NOCTOPOHHUX
Ny, B NMOMELLEHMS, B KOTOPbIX YCTaHOB/IEHblI TexHu4eckme cpeacrea CK3UN «Kpuntolpo CSP», no poay
CBOEeN AesATeNbHOCTM He ABNSAOWMNXCA NePCOHAN0OM, AONYLWeHHbIM K paboTe B yKasaHHbIX NOMELEeHNAX.

JonxHo 6biTb 3anpeleHo ocTaBnAaTb 6e3 KOHTPONSA BbIYUCAUTENbHbIE CPEACTBA, Ha KOTOPbIX
skcnnyatupyetca CK3W «Kpuntollpo CSP» nocne BBoAa k/w4deBOn WHpopmaumn. [llpu  yxoae
nonb3oBaTtens c paboyero Mecta AOMKHO WCMOMb30BaTbCS aBTOMATUMYeCKOe BK/OYEHWE MNaposbHOMN
3acTaBKM.

M3 coctaBa cucTeMbl OO/MKHO 6biTb UCKAOYEHO obopyaoBaHWe, KOTOpoe MOXeT co3aaBaTtbh
yrposy 6e3onacHoctn OC Linux. Takxe Heobxoammo wu3beratb MCMNONb30BaHMSA HeCTaHAAPTHbIX
annapaTHbIX CPeacTB, UMEKLWMX BO3MOXHOCTb B/INATbL Ha pyHKUMOHMpoBaHue NM3BM mnnu OC Linux.
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Mocne wHctannsaumm OC Linux cnefyeT yCTaHOBUTb BCE PEKOMEHAOBaHHble MNporpamMMmHble
o6HOBNEHNA M NporpaMMHble 06HOBNEHUS, CBSI3aHHble C 6€30MacHOCTbI0, CYLLEeCTBYHOLWME HAa MOMEHT
WHCTaNsauum.

Ha Bce paupekTopumn, coaepxaiwime cuctemHole ¢annbl OC Linux wn kaTtanoru CK3u,
Heob6xoAMMO YCTaHOBWUTbL MpaBa AOCTyna, 3anpelatlme BCEM MOSb30BaTeNsM, kKpoMme Bnagenbua
(Owner), 3anuchb.

B cBA3M Cc TeMm, 4TO aBapuiHbIA AamMn  ONepaTMBHOM NaMATM MOXET coAepXaTb
Kpuntorpaduyeckn onacHyo wuHdbopMauumio, B MPUKIAAHbLIX MNporpammax, wucnonb3ywwmx CK3U,
cnefyeT OTK/OYUTb BO3MOXHOCTb €ro co3gaHus C nomouwpbio dyHkumm setrlimit ¢ napameTrpom
RLIMIT_CORE=0.

B OC Linux ucnonb3yeTtca BuMpTyanbHas nNamatb. O65actb BMPTyasibHOM NaMATU AOJIXKHA ObiTb
opraHusoBaHa Ha otaenbHoM HDD. Mo okoH4aHuu pabotbl CK3U copgepxumoe BUPTyasnbHOW MaMsaTu
AOJIKHO 3aTupaTbCsa C ucnonb3oBaHuveM cpeacts OC. B cnyyae aBapwuiiHoro ocrtaHosa [3BM, npwu
cneaywwen 3arpyske Heobxoammo B pexumme “single user” ounctutb 06n1acTb BUpPTyasibHOW NaMSATH
nporpamMmoli wipefile, Bxoaswen B coctaB CK3U KpunTtollpo CSP. B cnydae Bbixoga u3 crpos HDD, Ha
KOTOPOM HaxoauTca obnacTtb BUPTyanbHOW NamMsATh, Kpuntorpadunyeckme Kawuu rnoanexarT BbiBOAY M3
pencteusd, a HDD cumTtaetrca He noanexawmMm peMoHTy. OToT HDD yHuuTOXaeTca no npasunam
YHUUYTOXEHUS KITHOYEBbIX HOCUTENEN.

9.1.2. [dononHutenbHble HacTponkn OC Linux

HacTtpointkn OC Linux BbIMOJSIHAKOTCA MyTeM peaakTunpoBaHumsa (yaaneHusa, pobasreHus)
Pa3/INYHbIX KOHPUIrypauMOHHbIX U KOMaHAHbIX annos.

Ona coxpaHeHWss BO3MOXHOCTM "OTKATUTL" BHECEHHble W3MEHEeHUs cneayeT COXpaHATb
mMoanduunpyemble darinbl B "6e3onacHoM" MecTe (Ha BHELWHEeM HOCUTeNe WM Ha He MOHTUPYEMOW
aBToMaTM4eckn annoBol CUCTeMe).

OrpaHuyeHune aocTyna nosib3oBaTesiell U HAaCTPOMKU MONb30BaTENbLCKOIO OKPYXEHUS
HacTpolika nonb30BaTeNIbCKOrO OKPYXEHUS 3aKYaeTCsl B CeAyoWnNX AeNCTBUAX:
1. B danne /etc/login.defs cnegyeT yCTaHOBUTbL Cneayrowme AMPEKTUBDI:

PASS_MAX_DAYS=30 (napamMeTp 3a4aéT MakCcMManbHOEe BpeMs MCMNOSIb30BaHUS
napons)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MMHUMANbHOE KOJINYECTBO AHEN Mexay
CMeHaMu napoons)

PASS_MIN_LEN=6 (ycTaHaBninBaeT MMHMMaNbHYIO ASIMHY NMapons)

2. B danne /etc/profile yctaHoBUTb 3HaueHus umask=022 (napameTp 3apaeTt
MacKy co3gaHus danna no-yMoa4yaHuio)

3. [ns nonb3oBaTtens root yCTaHOBUTb MacKy pexuMa co3gaHus dainos 077 wnm
027:

umask 077 (umask 027);

4. OtpepakTtupoBaTb dann /etc/shells n nomecTUTb B HEFrO MMEHa TONIbKO ANS Tex
ucnonHsiemblx @arinos o6ono04ek, KOTOpble YyCTaHOBNEHbl B cucteme. [lo
yMonyaHuto, cogepxummoe danna /etc/shells MmoxeT 6bITb TakuM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash
5. Ypanutb danin (ecnm oH cywectsyeT) /.rhosts.
6. Ypanutb cogepxumoe danna /etc/host.equiv.

7. OrtpepaktupoBaTb (ainn /etc/pam.conf ¢ uenbo 3anpeta rhosts-
ayTeHTUdMKauuu. BbinonHaeTcs KOMMEHTMPOBAHMEM BCEX CTPOK, COAepXKalinx
noactpoky "pam_rhosts_auth.so".

8. [lpoBepuTb  unaeHTMdMKATOPLI  MNoMb3oBaTeNs W rpynnbl  ANsl  BCEX
nonb3oBaTesien, nepeuncrneHHblx B danne /etc/passwd. Cnegyet ybeamTtcs, 4to
He CyLleCcTBYyeT Mosib3oBaTesiel, MMerLWmnx naeHtTudukaTop nonb3osatens 0 u
naeHTudunkaTop rpynnesl 0 KpoMe, BO3MOXHO, NMosib3oBaTtens root.

9. Co3paTb nepeyeHb MporpaMMm, KOTOpble  3anyckalwTcsd C  npasBaMu
aAMUHUCTPATOpPa, U KOHTPO/IMPOBaTb €ro HEM3MEHHOCTb;
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10. 3anpeTuTb perucrpauuvio B CUCTEME MOJIb30BaTeNeN, WMMEeKLWnX cneaylowme
"cnyxebHble nmeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JencrtBne BbIMONHSAETCA nNyTeM ykasaHus B danne /etc/passwd CTpokm
'/bin/false' B none shell-nporpamMmbl n ykasaHus cuMBofa 'x' B nose napons.

OrpaHun4yeHuns nNpn MOHTUPOBAHUK HaNIOBbIX CUCTEM

OrpaHuyeHus npu MOHTMPOBaHWUN daitnosbix CUCTEM peanusyrTcs
penakTnpoBaHueM ganna /etc/fstab:

1. YcrtaHoBuTb onuuio nosuid NpyM MOHTUPOBaHWKN (harI0OBON CUCTEMbI /var.

Mpn MWHCTaNIauMM cuUcTeMbl cneayeT BblAeNUTb ANna dannosBbix cucteMm /, /usr,
/usr/local, /var pa3Hble pasgenbl AUCKa ANna nNpefoTBpalleHMs MepernosiHEHUS
KPUTUYHbIX dannoBbix cuctem (/, /var) 3a cuyeT, Hanpumep, MNoSb30BaTENbCKUX
AaHHbIX M obecneyeHMss BO3MOXXHOCTM MOHTMPOBaHMS (aiinoBOK CUCTEMbI /usr B
pexume "Tonbko Ans yteHms".

OrpaHun4yeHmnsa Ha 3anyck npoueccos

1. CnenyeTr orpaHuynTb WCMOMb30BaHWE B CUCTEME MJaHUPOBLUMKA 3aday cron wm
CpeAcTB nakeTHon o6paboTku 3agaHuin. [Ons HOpManbHOro (yHKUMOHWUPOBAHMUS
CUCTEMbI  MUMHUMANbHO HEO6XOAUMBIM SIBASIETCS pa3pelleHne MCMNob30BaHuS
NJaHMpoBLUMKA 3a4ay Cron W CpeacTB MakeTHoW o06paboTkm 3agaHui TONbKO
nonb3oBartento root. [na 3TOro cnepyeTt BbINOMHUTL cneaylolmne KomaHabl (OT
MMEeHU cynepnosnib3oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow
HacTpolika ceTeBblX CEPBUCOB
HacTpolika ceTeBbIX CEPBUCOB 3aKOYAETCS B C/IEAYIOLLEM:

1. Cneayetr orpaHuunMTb (YHKUMOHANBbHOCTL [AEMOHa YynpaBfieHUs CceTeBbIMU
coeanHeHnssMn xinetd. [eicTBue 3aksoyvaeTcs B peadakTUpoBaHum dalina
/etc/xinetd.conf n ¢aninos B katanore /etc/xinetd.d. Kak MuHUMYM, cnepyet
3anpeTnTb cneayolmne CepBuUChl:

echo nfsd
discard systat
daytime netstat
chargen tftp
finger telnet

2. Ecnun He nNaHUpPpyeTca UCNosb30BaTb HaCTpaMBaEMbIVI KOMMNbOTEP B KayecTtBe
MaplipyTu3aTopa, HeobxoAMMO B CTapToBble alibl MNOMEeCTUTTb KOMaHay
/sbin/sysctl -w net.ipv4.ip_forward = 0

Cnepyet 3anpeTuTb MNpUMEM U3 BHELWHeN ceTn "wupokosellaTesbHbIX"
(broadcast) nakeTtoB, a TakXxe rnepegadyy OTBETOB Ha MPUHATbIE
"lWmMpokoBeLlaTenbHble" NakeThbl.

3. 3anpeTtuTb cynepnosib3oBaTento Aoctyn no ftp, ana atoro pobasutb "root" B
danin /etc/ftpusers

4. 3anyctmTb npoueaypy permcrtpaumm  3anycka npoueccos  (accounting)
BbINO/THEHMEM KOMaHAbl /sbin/accton

5. Ecnu nnaHupyeTcs mMcnonb3oBaTb Ha HacTpavMBaeMoM cepsepe cepsuc FTP, To
cneayetr co3patb (oTpepmaktupoBaTb) ann  /etc/ftpusers co  cnuckom
nosnb3oBaTesiei, ANa KOTOPbIX 3amnpeleH AOCTYNn K cepBepy no npoTtokony FTP.
daiin uMeeT TeKCTOBbIA dopMaT M [OMXKEH coaepXxaTb MO OAHOMY WMEHM

-16 -



XKTAN.00050-02 90 02-02. CK3M "KpunTtollpo CSP ". PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCcTy.

Mcnonb3oBaHue CK3U noa ynpasnenneMm OC Linux

rnonb3oBaTtens B CTpoke. B cnucke "3anpeweHHbiX" mnonb3oBaTenen,

MUHUMYM, OO0J1XKHbI 6bITb nepeyuncneHbol cnegyrwme NnMeHa nonb3oBaTtesnen:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

KaK

2. Ona orpaHudyeHna p[octyna K CUCTEMHbIM cbaﬁnaM Ana HeNnpuBUNErMpoBaHHbIX
nonb3oBaTenemn, u3 KoMmaHaHom CTPOKU CneayeT BblNOMHUTL cieaywumne KoMaHAbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode

Takxe cneayet 06HynuTb dnar SGID AN HEKOTOPbIX NCNOMHSAEMbIX (halinoB:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHunyeHune Konn4yecTtea "BMANMON M3BHE" MHPOpPMaUumM 0 cucteme
O6bI4HO, HavyanbHy MHMOPMaLUUID O CUCTEME MOTEHUMasbHbI HapywuTenb noay4yaer

N3 CUCTEMHDbIX I'IpVII'ﬂELLIEHMﬁ,

cepsep, ftp-cepsep n np.).
Mo3aToMy, K MepaM MO OrpaHU4YeHUI0 Konu4yectBa "BMAMMOM M3BHE" MHdOpMaumm o
CUcTeMe OTHOCATCS:

BANNER=""

HacTpoika noacmcreMbl NPOTOKOIMPOBAHMS N ayauTa

BblJaBaeMbIX ceTeBbiMU cnyxbammu cepsepa (telnet-

OTkas oT cTaHgapTHoro "3aronoBka", BbIBOAMMOro cepsepoM ftp npu oTBeTe
nonb3oBartento. [octuraetca ykasaHuem B daine /etc/default/ftpd cnepytowmx
OVPEKTUB:

PepaktnposaHue dannos /etc/issue, /etc/ftp-banner n /etc/motd c uenbto
pa3bsACHEHUSI MONb30BaTeNSIM NpaBua 1 NOSIMTUKKU AOCTYNa K cepsepy ftp.

1. CneanyeT yAOCTOBEPUTCS, YTO TOJIbKO MOJIb30BaTeb root MMeeT AOCTYNn Ha 3anucb

Ans cneaywwmx darnos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
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/var/log/utmp
/var/log/utmpx
2. Ecnm  Ha HacTpavBaeMoOM cepBepe ucnonb3lyetcs web-cepsep, TO cneayet

ybeantbca, yto TONbKO "Bnageneu" npouecca httpd umeeT poctyn Ha 3anucb K
npoTtokonam httpd

3. OrpaHuumtb (C Yy4yeToM BbI6paHHOM B OpraHu3auuM MOAUTMKM 6e30MacHOCTH)
MCMNOJ/Ib30BaHMe Mofb30BaTeNssMM KOMaHA su W sudo - npeaocTaBfieHUs
nonb3oBaTento agMUHUCTPATUBHbLIX MOSTHOMOYNIA

4. CnepyeT NpOTOKO/MPOBATb MOMbITKM MCNONb30BaHUa nporpamm su m sudo. Ans
3Toro, B dann /etc/syslog.conf cnegyet nobaBuTb 3anuchk:

auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

BTopas CTpoka aHanorMyHa rnepsoi, HO yKasblBAeT, YTO MPOTOKO/ [OMOSHUTENBHO
nepefaeTcs Ha cepsep cb6opa MPOTOKOSOB.

CneayeT obecneynTb MNPOTOKOSMPOBAHME HEYCMEWHbIX MOMbITOK perncrpauun B
cMcTeMe B flOKafibHOM npoTokone. [ns 3Toro, creayeT BbIMOAHUTL Cheayolime
KOMaHAbl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ona npoTOKONMPOBAHUA CeTeBbIX COEAWHEHUA, KOHTPOSMPYEMbIX AEMOHOM
xinetd (Bkitoyas paTty/BpeMs coeauHeHus, IP-agpec KAveHTa, YCTaHOBMBLUENO
coeAuMHeHMe UM MM cepBuca, obcnyxuarowero coeauvHeHwe), B dann
/etc/syslog.conf cnegyet no6aBuTb 3anNuchb:

daemon.notice /var/log/syslog

9.2. TPEBOBAHNA NO PASMELLEHNIO TEXHUYECKUX CPEACTB C
YCTAHOBJIEHHBIM CK3W.

Mpn pa3MelleHnn TeEXHUYECKUX CPeacTB C YCTaHOBMeHHbIM CK3U:

e [JosKHbl 6bITb  MPUHATbI Mepbl MO  WCKIOYEHUIO HECAaHKUMOHWMPOBAHHOMO A0CTyna B
rnoMeLleHns, B KOTOPbIX pa3MelleHbl TexXHUYeckume cpeactsa C YcTaHoBneHHbiM CK3WU,
NOCTOPOHHWUX NKL, NO POAY CBOEN AEATENbHOCTU He ABASIOLNXCS NEepPCOHaNoM, A0NYLEHHbIM
K paboTte B 3TMX nomeweHusx. B cnydyae Heo6xoAMMOCTM MPUCYTCTBUS MOCTOPOHHUX NuUL, B
YKa3aHHbIX NOMeLleHnsaxX AonxeH 6biTb obecnedeH KOHTPOb 3a UX AencTBUAMKU N obecnedeHa
HEBO3MOXHOCTb HeraTMBHbIX AENCTBUIA C MX CTOPOHbl Ha CK3W, TexHuueckme cpeacrsa, Ha
KOTOpbIX akcnayaTupyetcs CK3U n 3awmnwaemyro nHpopmaumio.

e BHYTpeHHss nNMaHUMpOBKA, pacrosioXXeHWe W  YKOMMJIEKTOBAHHOCTb paboumx MecT B
noMeLleHnsIX AO0/KHbI obecneuymBaTb MCMONHUTENSIM paboT, COXPaHHOCTb [AOBEPEHHbLIX WM
KOHbMAEHUMAbHbIX AOKYMEHTOB U CBEAEHMI, BK/IIOUAS KHOUYEBYHO MHMOPMaLMIO.

. B cnyyae nnaHupoBaHusa pasMeweHus CK3M B noMmelweHuax, rae npucyTcTByeT pedyeBas,
aKycTMyeckas M Bu3yanbHas wuHdboOpMauusl, cogepxalwas CBeAeHus, CcocTaBnsawwme
rocyaapCTBEHHY TaliHy, u (MAKW) YCTaHOBJ/IEHbl TEXHUYECKMe CpeacTBa M CUCTEMbl NMpueMma,
nepegayn, o6paboTkn, XxpaHeHus n oTobpaxkeHus wnHdopMauum, coaepxallen CBeaeHUS,
cocTaBnsawLwme rocynapCTBEHHYHO TanHy, TexHu4yeckme cpencTea MHOCTPaHHOro
MPOM3BOACTBA, Ha KOTOPbIX (MYHKUMOHUPYKT nporpammHble mMoaynm CK3W, pomxHbl 6biTb
NnoABEPrHyThbl CneumanbHOMW MNPOBEPKE MO BbIABAEHUIO YCTPOWUCTB, MNpeaHa3Ha4YeHHbIX A
HernacHoro noslydeHus MHpopmauum».

10. TpeboBaHusa No KpunTorpaduyeckomn sawmTe

JOomKHbI BbINONHATLCS TpeboBaHMsa No Kpuntorpadunyeckon sawmte pasgena 12
AokyMeHTa XTAM.00050-02 90 02 B yacTu, kacawuwerica OC Linux.

MNepen HayanoMm paboTbl 4o/MKeH 6bITb NPOBEAEH KOHTPO/b LenoCcTHOCTM. KoHTponeM
LLeNIOCTHOCTM AO0J1XKHbI 6bITb OXBayeHbl alinbl, yKasaHHbie B . 15.
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KOHKpETHO A0/KHbI BbIMONHATLCS TpeboBaHusa:

1. Wcnonb3oBaHue TObKO NIMLEH3MOHHOI0 CUCTEMHOMO NPOrpaMMHOro obecneyeHus.

2. HacTtpowka onepaunoHHoM cuctembl ana pabotbl ¢ CK3U no n. 6.

3. Mpu wHctannsumm CK3W pgomkHbl 6biTb 0ob6ecnevyeHbl OpraHM3auMOHHO-TEXHUYECKME
Mepbl MO WMCK/IKOYEHMIO MOAMEHbI ANCTPMOYTMBA M BHeceHMs naMeHeHuit B CK3W nocne
YCTaHOBKMW.

4. MWcknwuyeHne un3 nporpamMMHoro obecnedyeHms [MOBM ¢ ycTtaHoBneHHbiM CK3U
CpPeACTB OTNagKu.

5. CK3M ponxHO 3KCnyaTMpoBaTbCA Ha paboumx CTaHumMax U cepBepax C
YCTa@HOB/IEHHbIMW CpPeACTBAMW  aHTUBMPYCHOW 3alimTbl, CepTUdOUUMPOBAHHbLIMU
depepanbHon Cnyxb6oin BezonacHoctn PO no knaccy b2 gng pabounx ctaHumi.

6. [aponb, ncrnonb3yembin Ana ayTeHTMdUKAUNKM NONb30BaTeNEN, AO/KEH COAEPXaTb

He MeHee 6 CMMBO/OB andaBuTa MOWHOCTU He MeHee 10. MNepMoOANYHOCTb CMEHbI

naposs — He pexe o4HOro pasa B 3 Mecsaua.

MepnoanYHOCTb TECTOBOIO KOHTPONS Kpuntorpadumyecknx dyHKUmMn - 10 MUHYT.

ExxecyTouHasa nepesarpyska MN23BM.

MepuoanuHocTtb ocTaHoBa [19BM ¢ ob6s3aTtenbHol MNPOBEPKOA  CUCTEMBI

oxnaxzaeHus npoueccopHoro 6noka NMN2BM - 1 mecsau.

10. 3anpewaerca 1Ccnoab3oBaTb pexumMm npoctoin 3amMeHbl (ECB) MOCT 28147-89 ans
wndpoBaHnsa MHGoOpMaLKUN, KpOME KJTIHOUYEBOMN.

11. [Jo/mkHO pJdaBaTbCA npeaynpexaeHme O TOM, 4YTO MNpPU MUCMNOSIb30BaHWU pexuma
wudpoaHma CRYPT_SIMPLEMIX_MODE maTepuan, obpabaTbiBaeMbii Ha OAHOM
KJ1l04YEe, aBTOMATMYECKN OrpaHN4YMBaETCS BenmdnHom 4 MB.

12. Mpwu (YHKLUMOHMPOBAHUN CK3u OOJIKHbI BbINOIHATLCS TpeboBaHus
3KCMyaTaumMoHHOM AOoKyMeHTauum Ha MAK 3awmntbl ot HCA.

13. JomkHo 6biTb 3anpeweHo wucnonb3oBaHne CK3W pna 3awutbl TenedOHHbIX
neperosopoB 6e3 MNpuHATMA B cucTeMe Mep MO 3awmte OT MHGPOPMATUBHOCTM
No60OYHbIX KaHanos, cneundryecknx npu nepegade peuu.

14. [donxHa 6bITb 3anpeweHa pabota CK3W npu BkAOYEHHbIX B [M3BM wTaTHbIX
cpeacTtBax BbIxoAa B paguoKaHar.

15. KoOHTpo/eM LuenoCTHOCTU AO/IKHbI 6bITb OXBadeHbl dannbl:

Linux (32-bits)

libcsp.s0.3.0.0, | ibcsp.la, | ibrdrrndmbio_tui.la, | ibrdrrndmbio_tui.s0.3.0.0, ¢ ryptcp, c ertmgr,
inittst, csptestf, der2xer, sv, libcapi20.50.3.0.0, libcapi20.la, libcpext.s0.3.0.0, libcpext.la,
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libcapilite.s0.3.0.0, | ibcapilite.la, | ibpkixcmp.so0.3.0.0, | ibpkixcmp.la, | ibasnldata.la,
libasnldata.so0.3.0.0, libssp.s0.3.0.0, libssp.la, libcpcdrv_emul.a, cp-genpsk.sh, genpsk,
libike_gost.s0.3.0.0, libike_gost.la, | ibesp_gost.la, | ibesp_gost.s0.3.0.0,

pkcs11l_generate_key_pair, p kcsll_generate_key, pkcsll_encrypt, p  kcsll_verify_hash,
pkcsll_encrypt_sign, pkcsl1_hash, pkcs11l_decrypt, pkcs11_verify, pkcs11_sign,
pkcs11_initialize, p kes11_save_state, p kes11_sign_hash, p kes11_set_pin, | ibcppkes11.s0.1.0.0,
libcppkcsli.la, libcsppkecsil.la, libcsppkecs11.s0.1.0.0, cpverify, wipefile, csptest, librdrrdr.la,
librdrrdr.so.3.0.0, |  ibrdrrndm.la, |  ibrdrrndm.s0.3.0.0, |  ibrdrsup.la, |  ibrdrsup.s0.3.0.0,
librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfati2.la, librdrfat12.s0.3.0.0, libcapil0.s0.3.0.0,
libcapil0O.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, set_driver_license.sh, mount_flash.sh,
librdraccord.s0.3.0.0, | ibrdraccord.la, | ist_pcsc, | ibrdrpcsc.la, | ibrdrpcsc.s0.3.0.0, | ibrdrric.la,
librdrric.s0.3.0.0, librdrsbl.s0.3.0.0, librdrsbl.la.

[JononHutenbHO Ans ypoBHS 3awmnTtbl KC2
libcspr.la, libcspr.so.3.0.0, libcsp_kc2.la, libcsp_kc2.s0.3.0.0, cryptsrv.

Linux (64-bit)

libcsp.la, | ibcsp.s0.3.0.0, | ibrdrrndmbio_tui.s0.3.0.0, | ibrdrrndmbio_tui.la, ¢ ryptcp, c ertmgr,
inittst, csptestf, der2xer, sv, libcapi20.la, libcapi20.s0.3.0.0, libcpext.la, libcpext.s0.3.0.0,
libcapilite.la, | ibcapilite.s0.3.0.0, | ibpkixcmp.la, | ibpkixcmp.s0.3.0.0, | ibasnldata.so.3.0.0,
libasnldata.la, libssp.s0.3.0.0, libssp.la, pkcs1il_set_pin, pkcsll_save_state, pkcsll_verify,
pkcsl1l_generate_key_pair, pkcs11i_sign, pkcs11_hash, pkcsl1_generate_key,
pkcs11_verify_hash, pkcsl1l_encrypt_sign, pkcsll_sign_hash, pkcsll_decrypt, pkcsll_encrypt,
pkcs11_initialize, libcppkcsil.la, | ibcppkcs11.s0.1.0.0, | ibcsppkcs11.s0.1.0.0, libcsppkesili.la,
cpverify, wipefile, csptest, librdrrdr.so.3.0.0, | ibrdrrdr.la, librdrrndm.la, librdrrndm.so0.3.0.0,

librdrsup.la, librdrsup.so0.3.0.0, librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0,
librdrfatl2.la, libcapil0.la, libcapil0.s0.3.0.0, libcpui.s0.3.0.0, libcpui.la, cpconfig,
set_driver_license.sh, m ount_flash.sh, | ibrdraccord.s0.3.0.0, | ibrdraccord.la, | ist_pcsc,

librdrpcsc.s0.3.0.0, librdrpcsc.la, librdrric.so0.3.0.0, librdrric.la, librdrsbl.s0.3.0.0, librdrsbl.la.

JononHnteneHo Ans ypoBHSA 3awmTtbl KC2
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libcspr.so.3.0.0, libcspr.la, libcsp_kc2.la, libcsp_kc2.s0.3.0.0, cryptsrv
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHus

MporpamMmMHoe obecneveHne CK3MN Kpuntollpo CSP nmeeTt cpeactea obecrneyeHns KOHTPOAS LEOCTHOCTU
MO CK3W, koTopble A[O/MKHbI BbIMNOJHAKTCA Mnepuoamdeckn. Bmecte ¢ gmncTtpubyTmMBOM NOCTaBASIOTCS
dannbl ¢ MMeHamn hashes.<dist_name>, coaepxaline KOHTPOJibHble 3Ha4YeHUs Xew-PyHKUUKM Ha
dannbl guctpnbytnea <dist_name>. CTpoKM Kaxaoro Takoro ¢awnsa cocTtossT u3 ABYX MNONAen — MMEHMU
danna u 3HavyeHus Xxew-pyHKUMW Ha Hero. daiinbl NpPoOBEpPSOTCA NpPUM MNOMOWM YyTUNUTbI cpverify.
Hanpumep, BO3MOXeEH crieayowmnii pparMeHT Koga Anst NpoBepkn Bcex hannos BCeEX ANCTPUBYTMBOB:

eval ~cat hashes.*|awk "{print ""cpverify "$0" && " }END{print ""true'}'~

Ecnn B pe3ynbTaTe NepuoAMYEecKOro KOHTPOS ULENOCTHOCTU MNOABASETCS COoobleHns O HapyleHuu
LesIOCTHOCTU KOHTponmpyeMmoro daiina, nonb3oBaTenb 06s3aH npekpatutb paboty u obpatutbca K
aaMunHuUcTpaTopy 6esonacHocTu.

AamuHuctpatop 6e3onacHOCTM, NMpOaHanM3npoBaB MPUYMHY, MNPUBEAWYI K HapyLWeHWK LUenoCTHOCTH,
aomkeH nepeycrtaHoButb MO CK3U Kpuntollpo CSP ¢ auctpmnbytmea, nnm cuctemHoe MO.
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[MpunoxeHue 2. YnpaBneHne npoToKOINpOBaHNEM

[Ons BKNIOYEHUA/OTKIKOYEHNS 3HAUYEHME Iog MCI'IOﬂbByVITe:

a) RH7.3, RH9.0
[ns 3afjaHns YpOBHSA NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ons 3apaHuna dopmaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TekyLlero ypoBHsS 1 popMaTta npoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3HayeHMeM napaMeTpa YPOBHb NPOTOKONa sSiBAsSieTCa 6BUToBas Macka:
N_DB_ERROR = 1 # coobueHuns 06 owmnbkax
N_DB_LOG = 8 # coobuweHuns o Bbi3oBax

3HayeHMeM napameTpa opMaT NpoTOoKONa aBnNseTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MMSA MOAYNS

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLMNN
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBogunTb GetLastError

- 22 -



XTAN.00050-02 90 02-02. CK3M "Kpuntollpo CSP ". PykoBOACTBO aAMUHUCTpaTopa 6e30nacHOCTU.
Mcnonb3osaHue CK3W nog ynpasneHnem OC Linux

JINCT permcrtpaumm N3MeHEHMUN

JINCT perucrpaumm msameHeHuii

Homepa nuctos (cTpaHuy)

NU3MEHEH-
HbIX

3aMEHEHHbIX

HOBbIX

Bcero Ne Bxoaswmi
nncToB AOKYMeHTa N2 conpoBoau-
aHHynupo- | (cTpaHuu) B TenbHOro
BaHHbIX [OKYM. AOKYM. 1
para

Moan.

[aTa
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