127 018, MockBa, Cywesckwii Ban, 4.16/5 K P " n To
TenedoH: (495) 780 4820

dakc: (495) 780 4820 ’ n Po
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

CpeacTtso Kpuntollpo CSP
Kpuntorpapunyieckon Bepcus 3.6
3aWmnThbl PyKoBOACTBO
aAMUHUCTpPATOopa

NHopMaLnMmn
DB 6e3onacHoCTU

Ncnonb3oBaHune CK3U
noA ynpasJieHUeEM
OC Windows

XTHAN.00050-02 90 02-01
Jlncrtos 33

2010


http://www.cryptopro.ru/�
mailto:info@CryptoPro.ru�

XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

© 000 "KPUMAOTO-MPO", 2000-2010. Bce npaBa 3alnLlEHbI.

ABTOpCKME npaBa Ha CpeacTBa KpunTorpaduyeckomn 3awmTbl MHpOpMaumm Tmna
KpunTtolpo CSP n 3kcniyaTauMoHHYO AOKYMEHTAUNIO K HUM 3aperMcTpupoBaHbl
B POoccMMCKOM areHTCTBE MO NaTeHTaM M ToBapHbIM 3Hakam (PocnateHT).

HacToswmnin IokyMeHT BXOAMUT B KOMMJIEKT NOCTaBKW MPOrpaMMHOro
ob6ecneuerHunsa CK3U Kpuntollpo CSP Bepcumn 3.6; Ha HEro pacnpocTpaHsaoTCs
BCe YCJI0BMS JIMLEH3MOHHOIO cornalwenuns. bes cneunanbHOro NMCbMEHHOro
paspeweHus 000 "KPUMTO-MPO" fOKYMEHT MK €ro 4acCTb B 3/IEKTPOHHOM WUJN
ne4yaTHOM BuAe He MOryT 6bITb CKOMMPOBaHbI M NepeaaHbl TPETbUM nLaM

C KOMMEpPYEeCKOMN Lesblo.




XTAN.00050-02 90 02-01. KpunTtollpo CSP. PykoBoacTBo aaMuMHUCTpaTopa 6e30nacHoCTy.

Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

CoaepxaHue
1. AHHOTaUMA 5
2. CrNCOK COKPALUEHMM 1.ttt satesaaesaaeseeasesaaesaseeateseeaaesaneaaneaaneanneanees 5
3. OCHOBHble TeEXHMYECKNe AaHHble N XapakTepucTnkm CK3N.........c.ccvvvvnennns 6
3.1. TpOrpPaMMHO-AMMAPATHBIE CPEADBI 1euuiruirnienssenreesrensensensrnssesesssnnsssasesssensesnsessmsnsesnrenssensesnrenns 6
3.2. WcnonHeHnsa CK3N 6
3.3, KITHOUEBBIE HOCUTEIIM euueruieunienennsennsensssnsensssnsessssnssansesssnnsssnsesssensssnsesssensesnsensssnsesnsesssensesnsenns 7
4. CocTaB W Ha3HayeHMe KOMMOHEHT NporpaMMHoro obecneveHns CK3U ........ 8
4.1. CepBucHble Mmogynu 8
4.1.1. Moaynb KOHTPONS LENOCTHOCTU AUCTPUOYTUBE teuvuiraninitieninatieninstresassrensasssensnsssensnsaenss 8
4.1.2. DL Ton o153V - PP 8
4.1.3. MOLY TD KOHMUIY DALMY cerveniaitseninatseiaas st tasa st sas e e s sa s e sa s e eas s s e s s s s e s s s sasasasenansanenanns 8
4.1.4. MOAYITD WIPEFilE . eu ittt e 8
4.1.5. Moaynb KOHTPONS LEeNoCTHOCTU B ApalBepe.......... Owwunbka! 3aknaaka He onpeaeneHa.
4.2. Moaynu HaACcTPOMKM TK3M OC WINAOWS ......ceeruiiieriiiieen e eeenss e eserns s s ses s s s sen s assrnssesnsnnsaeeenns 8
4.2.1. Moaynb pacwmpeHuns 1 HacTPONKM CryptoOAPL 2.0 ....c.iuivieniiiiiiii i e aeas 9
4.2.2. Moaynu nHuumManusaunm HacTponkm BCTpoeHHoro MK3U OC Windows ............... 9
4.2.3. Moaynb HacTporkun Ans cucteMHOro DLL crypt32.dll....cc.iviiiiiiniiiiiii e 9
4.2.4. Moaynb HacTporikn ans cucteMHoro DLL inetcomm.dll ... 9
4.2.5. Mogaynb HacTporikm anst cncteMHoro DLL certocm.dll.......oiviiiiiiiiiiiiii s 9
4.2.6. Mogaynb HacTporikm anst cncteMHoro DLL wininet.dll ... 9
4.2.7. Mogaynb HacTporikm anst cucteMHoro DLL advapi32.dll ... 9
4.2.8. Moaynb HacTporikm anst cncteMHoro DLL kerberos.dll.......ccoovveiiiiiiiiiiiiicceea 10
4.2.9. MOAYIIb HACTPOMKIM TS ottt et et et e e e e neeanas 10
4.2.10. Moaynb HAaCTPOMKM AULhENTICOAE. .. iuitiitiii e e 10
4.2.11.  MoAynmn HACTPOMKM MS OffiCe. .. iuiuiititiiiiiii i e e aaens 10
4.2.12. MOAYNb HACTPOMKIM XML 1.ttt et r et e e e e e e e e e e e e e e e eaennanens 10
4.2.13. MoAy/b HACTPONKMN KOHTPOIIEPA IOMEHE +.eueuerereerearnrnrnsnanensnsnsnssararaeaeaenerererernrnsnrnns 10
4.3. KpuntonpoBaiaep Kpuntollpo CSP (Mopynu conpsikeHus co
BCTpoeHHbIM MK3M Windows 2000/XP/2003/Vista/2008/7/2008R2) ....ccuvveruiieriierniernaernaenans 10
4.3.1. NHTepdelicHas 6M6NMOTEKA KPUMTOMPOBAMIEPA -.uuvueurrerenatresrusnreinsssesnsssensnsssensnsssenss 10
4.3.2. NHTepdelicHas 6ubnmoTeka KpUNTOrpaPUUECKOTO CEPBUCA ..vururrrerrnrrrerrussrernssrensnssrenss 10
L @G 17 I o T o I Lo T ] 11
4.4.1. Peanusaumnsa B popme cepBuca xpaHeHus kntoden ansg OC Windows
2000/XP/2003/Vista/2008/7/2008R2 .....cueuiritiiiiiiiiateeneateenretsenrer e reneneaaenenaaaenns 11
4.4.2. Peanusaums kpuntonposarigepa B GopMe NpoArpy>XaeMbiX BUBANOTEK ....vvvveiriieirinennns. 11
4.4.3. Peanusaums kpuntonposarigepa B opMe apariBepa S4pa OC ..ovvvviiiiiiiiiii i 11
4.4.4. MHTepdenc goctyna K dusanyeckoMy M BUOLCH. ... ..cooviiiiiii e 11
4.4.5. MHTEP@ENCHBIE MOAYIIN [LCH . . i e e e e a 11
4.4.6. Manenb ynpasneHus pecypcamm CK3U KpURTOMPO CSP ....viviiiiiiiiiii i neaes 11
4.5. Moaynb NoAAEPXXKM CETEBOM ayTeHTUdurKaumm KpUnTolpo TLS ...vviiiiiciiveceneieans 12
4.6. TTK3U KPUATOIPO CSP ..uuiieiiiiiiiii s i s r s ra s e s s s s s s s a e e a s e a s e s e e 12
4.6.1. NHTepdeic AOCTYNA K KITHOUEBBIM HOCUTEIMAM 1uuiuttiinitiestnsssessasssensnsssasnsssesnsssensnssnenss 12



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

4.6.2. NHTepdelicHble MOAYyN YCTPOUCTB XPaHEHUS KIIIOHEBOM MHMOPMALIUM ..euvvrerininaninnnanss 12
4.6.3. BrnbnnoTteka noaaep>XKn AOCTYNA K KITHOUEBBIM HOCUTEAM ..uuvriuirnrinstanrnsnsesnsssensnsssenss 12
4.6.4. MOAYITE ASIN L Lottt 12
4.6.5. Ncnonb3oBaHme kitouen peecTpa WINAOWS ......vieiiiiiiiiiiiieiis e ee s aeaas 12
5. ApxutekTtypa kKpuntorpadpunvecknx pyHkumm B OC Windows..........ccouven. 14
6. YcrtaHoBka auctpubytusos MO Kpuntolpo CSP n Kpuntollpo TLS........... 15
6.1. MapameTpbl YCTAHOBKMN KPUATOMTPO CSP. ...iviieiiiiiiiiiiis e eeen s s s e s eas e s e s e s e e s anenenns 17
6.1.1. CNpaBOYHUK MAPAMETPOB YCTAHOBKM .ttt tttetstnssnesnnsssansssssesansnnesnssnsenssnnssnesessesnnens 17
O6HoBNeHME CK3U KpUNTOITPO CSP ..ot e eee e aea 19
BapuaHTtbl BcTpamBaHusa Kpuntollpo CSP m KpunTollpo TLS B npuknagHoe
no 19
8.1. BctpanBaHme Ha YPOBHE CryptOAPT 2.0. ... i r e e s e s e s e s e s e e s anennenns 19
8.2. BCTpanBaHME Ha YPOBHE CSP ...uiiuiiiiiiiiiiiee s s s e s e s s e s e e e s e s e s e s e e ennennenns 20
8.3. Ncnonb30BaHNE COM MHTEPMEMCOB ....cvuiuituiersenssssessenssssesssnssssesssnsssnsesnasnsssasennssnnesnsennns 20
8.4. VIHULIMANU3ALINSA OUBITUOTEKM SSP .iuiiuiiiiiiiiiiiiiiiiiiiiisiissisaiesseassnssssnstssssssassnsanssnssnssssssensenns 21
8.5. 3aBepLueHune ceccmn?
8.6. TPEOOBAHMSA DEB0MACHOCTM ..cevvuniaersueaaernaaasesnsasesesasaaessasasssnsssaensnssassnnnssasnnnnssennsnsssennnnssaees 22
9. BcTtpamBaHue CK3U Kpuntollpo CSP B npuknagHoe MO ......ccvvvivvviinnnnnnn. 22
10. Tpe6OBaHVIF| no opraHnN3auynoHHO-TEXHNYECKNM N aAMUHNCTPATUBHbIM MEpaM
obecneyeHuns aKCMNyaTaUNM CK3U ..o 22
10.1. TpeboBaHus no noakntoveHuno CK3U ans paboTsbl no
06LLEeA0CTYNHBIM KaHANAaM MEPEAAUM LAHHDBIX ..vvuuirrurernssrrssenssernssesassenasarsassrnnsermmsmnmernernn 22
11. TpeboBaHMs NO 3aWMTE OT HCL ooriiiii i e e e e 23
11.1. OpraHusaunoHHO-TexHUYeckmne Mepbl 3awmTbl OT HCO....covvveiviiiiviceencee, 23
11.2. Hacrpowka cucrtemHoro peectpa OC Windows
2000/XP/2003/Vista/2008/7/2008R2 npu yCTAHOBKE CK3M .....ccvuiiriiieiiieiiisern e ern e eeans 25
11.3. Wcnonb3osaHne CK3U co ctaHaapTHbIMU MporpaMMHbIMK cpeacteammn COK .26
11.4. TpebosaHus no nogkntodeHnto CK3U ans pabotbl no
06LLEeA0CTYNHBIM KaHANAM MEPEAAUM LAHHDBIX civvuirruesrrrsrrssesesesnaesarsesansesaesssanessansernnsenneenns 27
12. TpeboBaHMSA NO KPUNTOrPAPUUECKOM BALUMTE ..vineiirriinerineinnerneerneanneannens 27
MpunoxeHne 1. KOHTPOIb LENOCTHOCTU NporpaMMHoOro obecnevyeHus........... 30

Mpunoxenune 2. Cnyx6bl cepTudurkaunm onepaumoHHon cnctembl Windows.... 31
MpunoxeHne 3. YnpaBrieHUE NMPOTOKOSIMPOBAHMEM ...uvreerinnernnnessnnessannssnnnss 34

JINCT PErUCTPALMM NBMEHEHMM .veneiineiineiineiiteeiteaesanesanesanssnneaneeanesaneenneenes 36



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

1. AHHOTaUMUS

HacTtoswee PykoBoacTBO AononHseT AoKyMeHT «XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHUcTpaTopa 6e3onacHocTn. Obwasa YyacTb» Npu ncnonb3osaHmm CK3UM XTAN.00050-02 noa ynpas-
neHneM onepaumnoHHbix cuctem Windows 2000/XP/2003/Vista/2008/7/2008Rz2.

WHCTpYKUMK agMuMHUCTpaTopam 6e30nacHOCTM M Nob30BaTeNsAM pPas3IMYHbIX aBTOMaTU3UPOBAHHbIX
cucteM, ncnonbaywmx CK3M Kpuntolpo CSP, agomxHbl pa3pabaTbiBaTbCs C y4eToM TpeboBaHuM
HacTosLero AoKyMeHTa.

2. Cnncok cokpalleHui

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbI KOMUTET Mo TenekoMMmyHukaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

™ YCTpOCTBO XpaHeHus nHpopMaumn Ha Tabnetke touch-memory

APM ABTOMaTM3MpOBaHHOE paboyee MecTo

rMAa TMOKUIM MarHUTHbBIN AUCK

ACYH JaTunk cnydarHbix ymucen

HDD XecTkuin MarHUTHbIM AUCK

HCAO HecaHKLUMOHMPOBAHHbIN AOCTYM

o]® OnepaunoHHasa cmctema

MAK MporpaMMHO-annapaTHbI KOMMAEKC

MNK3n MoacnctemMa KpunTorpadunyeckon 3awmTbl MHPOpMaLMK

no MporpamMMHoe obecneyeHune

Perncrpauums MNMpucBoeHne onpeaeneHHblx atpubyToB (aapeca, HoOMepa Kiua,
npaB UCNOMNb30BAHUSA U T.M.) aBOHEHTY

PernameHT COBOKYMHOCTb UHCTPYKLUMIA U APYTON pernamMeHTUpyoLei
AOKyMeHTauumn, obecneunsatowlent pyHKLMOHUPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CepTtudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKPbITOrO K/t04a W onpeaeneHHbIX atpubyToB KOHKPETHOMY
aboHeHTy

CepTudukaums Mpouecc U3roToBneHna cepTugukaTa oTKpbITOro kntoya aboHeHTa
B LEeHTpe cepTudurkaumm

CK3M CpeactBo kpunTorpadunyeckon 3awmTbl MHGOPMaLmm

cocC Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

CcC CnpaBOYHUK CEPTUPUKATOB OTKPbLITbIX Ktoyen. CeTeBoi
CNpaBOYHUK.
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LC LlenTp Ceptudmkaumm (YaooctoBepstowmmn LieHTp)
LP LleHTp Perncrpaunmu

CoOK Cpena yHKUMOHUPOBHMSA KOMMeKca

oun DNeKTpoHHasa umdposBas noanmnch

3. OCHOBHble TEXHUYECKNE AAHHbIE N XapPaKTEPUCTUKN
CK3M

CK3U Kpuntolpo CSP pa3paboTaHo B COOTBETCTBMU C KpUMTOrpaduyeckmMm nHtepdencom bmpmbl
Microsoft - Cryptographic Service Provider (CSP).

3.1. lporpaMMHO-annapaTHble cpeabl
CK3WM Kpuntolpo CSP dyHKUMOHMPYET B Cleayowmx NnporpaMMHO-annapaTHbIX cpeaax:
Windows 2000 (ia32);
Windows XP/2003/Vista/2008/7/2008R2 (ia32, ia64, x64).

B OC Windows 2000 npu ncnonb3oBaHnm CK3U XTAN.00050-02 gomkHa 6biTb Npon3BeAeHa YCTaHOBKA
cnepyrwmx naketoB 06HOBNEHUN:

1. Service Pack 4

2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.

JocTyn no agpecy:

http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx

B OC Windows XP gosxHa 6bITb Npou3BeaeHa yCTaHOBKa naketa ob6HoBneHun Service Pack 2.
B OC Windows 2003 gomxHa 6bITb Npou3BeaeHa yCTaHOBKa nakeTta obHoBneHui Service Pack 1.

Co cpokaMu aKcniyaTaumm onepaumoHHbIX CUCTEM, B Cpeae KOTopbiX MyHKUMOHMPYeT CK3U, MOXHO
03HaKoOMUTbCS MO cneayowemy agpecy: http://support.microsoft.com/gp/lifeselect.

3.2. NcnonHeHunsa CK3U

CK3M XXTAKN.00050-02 Ha nnaTdopmax Microsoft Windows 2000/XP/2003/Vista/2008/7/2008R2
MCNonb3yeTcs B ABYX BapMaHTaxX UCMONHEHMUSA:

MUcnonHeHue 1 B cocTaBe KpunTonposaraepa B opMe NOArpyxaeMoln auHammyeckorn 6nubnmorteknu,
Kpuntoaparisepa, Moayns ceTeBon ayteHTudumkaumm (TLS), cepBucHbix nporpamMm. Knacc 3awmtbl - KC1.
MUcnonHeHue 2 B cocTaBe KpunToaparisepa, KpUNTOCEpPBMCA, MOAYNA CeTEBOM ayTeHTUduKauum (TLS),
YTUNUTbI BbIpaboTKN BHELLHEN raMMbl U CEPBUCHBIX Nporpamm. Knacc 3awmtbl — KC2.
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3.3. KnwueBble HOCUTENnu

Hocutenn/0OC Windows IA32 Windows x64 | Windows IA64
rMAa 3,5"”, USB ancku + + +
eToken + + -
CmapTkapTbl PUK + - -
CmapTkapTtbl Ockap, + + -
MarucTpa

Rutoken + -
Paszpen HDD MN2BM +
(B Windows -peecTp)

NaoeHTndunkatopbl Touch- + - -
Memory DS1995, DS1996

B

MpumMmeuanme 1. Bo nsbexaHune notepu Ko4YeBo MHPOpPMaLMK NMpu
nospexaeHnn HDD pekomeHayeTcs XpaHUTb pabouyto KONU KKOYEBOM
ANCKEeTbI.

MpumMmeuaHue 2. [JonycKaeTcs MCMNONb30BaHNE B KaueCTBe KJIH0YEBOro
HOCUTENS peecTpa TOJIbKO Npu npeabsaBneHum K NMN3BM (cbemHomy HDD
MN3BM) TpeboBaHMit NO 3alnTE OT HECAHKLIMOHMPOBAHHOIO AOCTYyMNa Kak
K K/Il0YEBOMY HOCUTENIO, B TOM YMCE N NOC/e yaalleHNs Kyen ns
peecTpa.

MpumMmeuanme 3. NHCTanNAaTop 4N KNKOYEBbIX HOCUTENEN, AOCTYMHbIX
rno yMonlyaHuio, yCTaHaBIMBAET BCE CUUTbIBATENM CMapTKapT U Bce
ANCKOBOAbl Cbe€MHbIX ANCKOB. ,U,OI'IOJ'IHVITeJ'IbHoe nporpaMMHoe
obecneueHne, HeobxoanMoe ANa NCNONb30BaHUS APYIrMX YCTPOWUCTB
XpaHeHus KN4eBon nHdopmaummn, Takxke ycTaHaBIMBaeTCs
MHCTannsaTopoM. JobaBuTb YCTPONCTBA, He BXOASILLME B COCTaB
anctpnbytmnea Kpuntollpo CSP, HEBO3MOXHO.

MpumMeuaHue 4. [1ns Toro 4tobbl BO BpeMs Mcnosb3oBaHus MNMAK
Akkopa-AM3 Kak K0UYeBOro HOCUTENA OH OCTaBasica MpUroaHbIM U Ans
naeHTMdUKaumMn Nosb3oBaTens Npu 3arpyske KoMnboTepa, Heob6xoaMMo
B OkHe ceoncTB [MAK BO Bce nons nepsoro ctonbua 3aHeCTn KOHCTaHTy
64.
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4. CocCcTaB U Ha3HAYE€HME KOMMOHEHT NPOrpaMMHOro
obecneveHna CK3U

MporpamMmmHoe obecneveHne CK3W Kpuntollpo CSP npu ¢pyHKUMOHUpOBaHUM nog ynpasneHnem OC
Windows 2000/XP/2003/Vista/2008/7/2008R2 (nanee OC Windows) COCTOUT U3 CneayrLwmx KOMMOHEHT:

1. CepBucHble Moaynu;

2. Moaynu HacTpoMKKN BCTPOEHHOW NMOACUCTEMbI KpUNTOrpaduyecKom 3awmTbl
nHdopmauum (MK3MN) OC Windows;

3. Moaynu conpsixeHus Kpuntollpo CSP co BcTtpoeHHbIM MK3UW OC Windows un
nHTepdeinc kpuntorpadunyeckoro cepeuca;

4. CK3W Kpuntollpo CSP, peanusyiowee uenesble GyHKUMM KpUNTonposaliaepa B
dopme:

- 6UbnunoTek, 3arpyxaembiX B aApecHOe NpoCTPaHCTBO NPUTOXKEHUS;

- KpunTorpaunyeckoro cepemca XpaHeHUsa Ko4en;

- KpunTorpaduyeckoro gparneepa;

® N o w

- 6ubnuoTtek npotokona Kpuntolpo TLS.

4.1. CepBUCHbIE MOAYN

CepBucHble Moaynu obecneunBatoT KOHTPOJb LLeNoCTHOCTM ancTpmbytmnea Kpuntolpo CSP, ero yctaHOBKY
W yoaneHne us onepaumoHHON CUCTEMbI, a Tak Xe KoHdurypauuto napametpos CK3U gnsa kaxporo
nonb3oBartens.

4.1.1. Moaynb KOHTPOAS LEeNoCTHOCTU AncTpubyTtmnea

Moaynb cpverify.exe , cM. MNpunoxeHne 1, npeaHasHavyeH AN KOHTPOAS LEOCTHOCTU ANCTpnbyTuBa npm
ycTtaHoBke MO CK3W Kpuntolpo CSP Ha koMmnbloTepe nonb3oBaTenisa (MOCTaBAsSeTCss COBMECTHO C
ANCTpnbyTnBOM).

4.1.2. [OuctpubyTtume

OuvctpnbyTtme CK3U Kpuntollpo CSP noctaBnsetcs B Buae naketa "Windows Installer" (dann csp-win32-
kcl-rus.msi unu nogobHoe Has3BaHue. B Ha3BaHMK aina yCTaHOBLUMKA NPUCYTCTBYET 0603HaYeHme
nnaTdopMbl, ANa KOTOPOW OH NMpefHasHavyeH, ypoBeHb 3allMTbl U A3blK YCTaHOBKMK). [pn 3anycke dann
csp-win32-kcl-rus.msi pa3sBopadnBaeT CTPYKTYPbl AaHHbIX AUCTpMOYyTMBa BO BPEMEHHbLIW KaTaaor un
nposoauT yctaHoBky MO CK3W KpunTtollpo CSP.

4.1.3. Moaynb KOHpUrypaumm

Moaynb cpconfig.cpl obecneumMBaeT BO3MOXHOCTb yYnpaBieHus nofb3oBaTtenem KoHdurypauymen NO CK3U
Kpuntollpo CSP, a Tak e coaep>XmuT BO3MOXHOCTU pernctpaunm ycraHosneHHoro MO n nonydeHusa
Nnonb3oBaTeseM AONONHUTENBHON MHMOPMaLMK.

4.1.4. Mopaynb Wipefile

Moaynb wipefile ncnonbsyercs ana yaaneHunsa danioB BMECTE C COAEPXKMMbIM MPU LWTATHLIX U HELWTATHbIX
(cBONMpoOBaHUE) cUTyaumsx.

4.2. Moaynun HacTtpounku NMK3MN OC Windows

Moaynn npegHasHadeHbl ans obecneveHums ncnonbsosaHus MO CK3U KpunTtollpo CSP B NMK3UM OC
Windows. Moaynu Takxe peanusytoT opMaTbl Kpuntorpaduryeckmux coobLeHnin, UCnonb3yeMbiX B
3alMLLEeHHOM anekTpoHHoM noute (S/MIME), Office 2003/XP, Authenticode n dyHkumsax CryptoAPI 2.0,
dopmaTbl cepTudmkatos n nx ob6paboTky.
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NMpuMeuaHume. MNonHbI NepeyveHb NoAAEPKNUBAEMbBIX MPUNOKEHWNI

IL—!!' . " n
Microsoft npuBeaeH B AokyMeHTe "OnuncaHue peanusaumm”.

Moaynu HacTporku knaccuguumnpyrotca kak NMK3W 1 oTBeTCTBEHHbI 3a UCNONb30BaHWeE KpunTonposaliaepa
KpunTtolpo CSP co ctopoHbl npunoxeHuin. OHM obecrnednBaloT BbI30B CEPBMUCA KpUNTOrpauyeckmx
pyHKUMIA, HO He 06pabaTbiBalOT K/IOUEBYIO M KpUNTOrpaduyecky onacHy nHdopmauuio (He nMmerTt
[OCTyna K K/to4aM 1 T. M.).

4.2.1. Mopaynb pacwmpeHusa n Hactponku CryptoAPI 2.0

Moaynb cpext.dll aBnseTca 3aperncTtpupoBaHHoON B cucTeMHoM peectpe Windows anHaMnyeckomn
6ubnnotekoint (DLL) pacwmpeHus CryptoAPI 2.0 n obecneumBaeT:

YCT@HOBKY COOTBETCTBUSA Mexay naeHTudumnkatopamm obbvektos (OID) B KpunTorpadmnyecknx coobLieHmax
n cepTudmkKaTax oTKpbITbIX Kntoven un pyHkunamm CK3M Kpuntolpo CSP;

dopmMmpoBaHme n pasbop kpuntorpaduruveckmx CoobLueHn n cepTMdnKaToB OTKPbITbIX KITHOYEN.

4.2.2. Moaynu nHuumanmnsaumm HaCTpomKn BCTpoeHHoro MNMK3u
OC Windows

Moaynb nHnumanmsauum anga OC Windows 2000/XP/2003/Vista/2008/7/2008R2 peanu3oBaH B Buae
Apansepa CProCtrl.sys. [JpariBep obecneunBaeT 3arpysky onpeaeneHHbIX AMHaMmyeckmx 6nbnmorek
(DLL) B apgpecHoe NpoCTpaHCTBO NMpOLECCoB, ucnonbaytowmx CK3N.

JOnMoNHNTENbHO 3TOT MOAYNb OCYLLECTBASIET KOHTPOb LLeNOCTHOCTM ycTaHoBneHHoro MO KpunTtollpo CSP
m NK3W (neprnogunyeckuii n npu 3arpyske OC).

4.2.3. Mopaynb HacTponkun ans cucrtemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpyxaeTcs B BUPTyasibHOE apecHoe NpOoCTPaAHCTBO KaXAoro npouecca, K
KOTOpOMY noarpyxaetcsa crypt32.dll, ana yctaHoBneHus nepexsatoB MyHKUNUIA, MCMONb3YIOLWMX
nposangep Kpuntolpo CSP.

HacTtporika 3akntovaeTtcs B gobasneHum NMK3W Bo3aMoxXHOCTN 06paboTkm MaeHTMhOUKATOPOB anropmMTMoB,
peanusyembix kpuntonposanaepom Kpuntollpo CSP.

4.2.4. Mopaynb HacTponkun ans cucrtemHoro DLL inetcomm.dll

Moaynbe cpintco.dll 3arpyxaeTcsa B BUpTyasibHOE aAgpecHoe NpPOCTPaHCTBO Ka)Xaoro npouecca,
ucnonbaytowero inetcomm.dll, Ans yctaHoBneHUs nepexsaTtoB MYHKUMNA.

HacTtpoiika 3akiovaeTcs B NoAAEPXKE AOMOSHUTENbHbIX NAEHTU(MKATOPOB afIrOPUTMOB M BO3MOXHOCTEN
S/MIME, peanusyembix kpuntonpoBangepom Kpuntollpo CSP, npu ncnonb3oBanmun B MO Microsoft Outlook
n Microsoft Outlook Express.

4.2.5. Mopaynb HacTponkun ans cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTcs B BUPTyanbHOE aApeCcHOe NPOCTPAHCTBO NMpoLecca YCTaHOBKM
ueHTpa ceptudukaumm (CA) OC Windows.

MO,D,YJ'Ib NMO3BOJIAET HAaCTPOUTb LEHTP CepTVId)MKaLI,VIVI npn ero ycCtaHoBke Tak, yTOobbI noaaepxmeaauncb
anroputMmbl KpunTtollpo CSP.
4.2.6. Mopaynb HacTponkn ans cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTcsa B BUpTyasnbHOE afipeCHoe NpoCTpaHCTBO npouecca Internet Explorer,
ecnu B Hero otobpaxaetcsa wininet.dll.

Moaynb nossonseT npaBuabHO oTobpaxaTb anroputMbl Kpuntollpo TLS B Internet Explorer.

4.2.7. Mopaynb HacTponkun ans cuctemHoro DLL advapi32.dll

Moayne cpadvai.dll 3arpy>aeTcsa B BUpTyasibHOe agpecHoe NpoCTPaHCTBO Kaxaoro npouecca,
ncnonb3ytowero advapi32.dll, ans ycraHoBneHns nepexesaToB QyHKLUWNA.
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HacTpolika 3akntovaeTca B gob6aBneHnn BO3MOXHOCTM 06paboTkm naeHTndukaTtopos anroputmMos,
peanusyembix kpuntonposaaepom Kpuntollpo CSP.
4.2.8. Mopaynb HacTponkn ans cuctemHoro DLL kerberos.dll

Moayne cpkrb.dll 3arpyxaeTtcsa B BUpTyanbHOEe agpecHOe NpOCTPaHCTBO NPOLECcCOB, MCMOb3YOLWNX
moaynb kerberos.dll, n obecneunBaeTt amynaumMio NOAAEPKKM KPUNTONPOBalaepoM ctaHaapTa Triple
DES.

4.2.9. Moaynb HacTponku TLS

Moaynb cpschan.dll 3arpyxaeTcs B BUpTyasibHOE afpecHoe NpocTpaHCcTBo npouecca Internet Explorer,
ecnun oH ucnonblyet TLS.

Moaynb No3BoNAT Mcnonb3oBaTb anroputMbl Kpuntollpo TLS B Internet Explorer.

4.2.10. Moaynb HacTpomnkun Authenticode
Moaynb cpmssign.dll 3arpy>xaeTcs B BUPTya/libHOEe aApecHoe NpOoCTPaHCTBO MPOLLECCOB, UCMOMb3YHOLNX
TexHonoruto Authenticode, n npobasnsert nogaepxky anroputmos Kpuntolpo CSP.

4.2.11. Mopaynu HacTponkn MS Office

Moaynb cpMSO.dIl 3arpyxaeTcs B BUpPTya/lbHOE apecHoe NMpoCcTpaHCTBO npoueccos MS Word n MS
Excell n no3sonseT nognucbiBaTb AOKYMEHTbI C MOMOLLbO anroputmMoB Kpuntolpo CSP.

Moaynb cpExSec.dll 3arpyxaeTtcs B BUpTyanbHOE agpecHOe NpoCTpPaHCTBO npouecca MS Outlook, u
HacTpamBaeT ero ans npasunbHoi paboTbl ¢ Kpuntollpo CSP.

4.2.12. Mopaynb HacTponkn XML
Moaynb cpXML.dll 3arpyxaeTtcsi B BUpTyasilbHOE afpeCHOE NMPOCTPAHCTBO MPOLECCOB, UCMOJIb3YOLWNX
XML, v no3sonseT npuMmeHaTb anroputMbl Kpuntollpo CSP anga noanucu XML.

4.2.13. Moaynb HAaCTPOMKW KOHTpOAepa AOMEHA

Moaynb cpkdc.dll 3arpyxaeTcs B BUpTyanbHOE agpecHOe NpOCTPaHCTBO NPOLECCOB AOMEHHOM
ayTeHTUdumKaumm Ha KOHTposiepe AoMeHa n obecneynBaeT BO3MOXHOCTb UCMO/Ib30BaHUA AN NPOBEPKMU
noanucu anropntmoB, peanusyembix Kpuntolpo CSP.

4.3. Kpuntonposangep Kpuntollpo CSP
(Moaynu conpsixeHus co BCTpoeHHbIM MNMK3W Windows
2000/XP/2003/Vista/2008/7/2008R2)

4.3.1. WNHTepdencHaa bubnuoTteka kpuntonposamaepa

NHTepderncHaa 6ubnmnoTteka cpcsp.dll peanusyeT cTaHAapTHLIN MHTepdenc KpunTonpoBanaepa,
COOTBETCTBYOWMIA cneumndukaummn Microsoft Cryptographic Service Provider, n o6ecneunBaeT AaHHbIN
nHTEepdenc ansa obblUHbIX NPUIOXKEHUI Yepe3 KpunTorpadunueckuin cepsuc no RPC, nnu ans
NpUBMIErMPOBaHHbIX NPUNOXEHUN (MMeloLWMX NpaBo A40CTyNa K YCTPONCTBAM HOCUTENEN KHYEBOro
KOHTeWHepa) - HeENOCPeACTBEHHO.

4.3.2. WHTepdencHasa bubnmorteka Kpuntorpadmnyeckoro cepeuca

NHTepdeincHaa 6ubnmoTeka cpcspr.dll obecneunBaeT BO3MOXHOCTb 0bpalleHns 06bIYHbIX MPUMOXEHUN K
cepBucy kpunTorpaduuecknx dyHKUni no npotokony RPC.
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4.4. CK3W KpunTolpo CSP

Cob6ctBeHHO CK3U KpunTtollpo CSP peanunsyeT uenesbie GYHKLUMN KpUNTOrpadmnyeckon 3alnTbl
nHdopmauum, paboTy C KIoYaMKn, 4OCTYN K KNOYEBbIM HOCUTENSM, AOCTYN K ¢pusmdeckomy ACH.

4.4.1. Peanusauma B dpopme cepBuca xpaHeHus knaoden ana OC
Windows 2000/XP/2003/Vista/2008/7/2008R2

Moaynb cprmcsp.exe peanusyeT uenesble GyHKUUM KpunTorpaduyeckon 3awmtbl MHOOpMaUum npu
o6pawieHmn no RPC ¢ nokanbHOro KoMnbeloTepa Ans nHrepgerncHon 6ubnmortekmn kpuntorpaduruyeckoro
cepsuca.

Moaynb obecrneynBaeT:
XpaHeHMe n paboTy C KOHTEKCTOM YPOBHS 6ubnnorteku;
XpaHeHue Kpuntorpadmyecknx o6beKkToB:
- KntoyeBbix nap (NOCTOSIHHbIX U BPEMEHHbIX);
- OTKpbITbIX K/toYelh (BPEMEHHBbIX);
- Kntouen ceccuin (BpEMEHHbLIX CUMMETPUYHbIX);
- O6beKkTOB DYHKLUUM XeWMPOBaHUS.
BbIMNOSIHEHME KpunTorpaduyeckmx npeobpasoBaHuii

4.4.2. Peanusaumsa kpuntonposangepa B dopMe NpoArpy>XKaeMblx
bnbnmnotek

NHTepdeic cpcspi.dll peanmnayeT uenesbie GyHKUNM KpunTorparuyeckon 3awmTbl MHGoOpMaunm ans
UHTepdeiicHO 6ubnuorekn kpuntonposaiaepa (cM. 2.3.1) B BapmnaHTe pyHKUMOHUpoBaHus MO
KpunTtollpo CSP 6e3 ncnonb3opaHns UHTepdeinca kpuntorpacdumueckoro cepsmuca (cm. 2.3.2).

4.4.3. Peanusauusa kpuntonposangepa B dopme agpamneepa sapa OC

NHTepdenc cpdrvlib.sys peanmayeTt nogMHOXECTBO LeneBbiX GYHKUMI Kpuntorpaduyeckom 3awmTbl
uHdopmaumn ans UHTepdeiicHoit 6UbNMoTekn kpunTonpoBaaepa (cM. 2.3.1) B BapuaHTe
dyHkunoHmposaHums MO Kpuntolpo CSP B ssape OC Windows. [lpaliBep noanep>XxvBaeT BbIMNOSIHEHNE
PYHKUMA WNdpPOBaHNSA, MMUTO3ALUUTbI, XELUMPOBAHUS, NPOBEPKU MNOANUCK U BbIpaboTKy Ktouen
cornacosaHus Ha adeMepHbIX Ko4vax. [lpavBep He nogaepxunsaeT paboTy C Nonb30BaTENbCKUMU
KJIl04aMm.

4.4.4. WNHTepdenc goctyna K pusmyeckomy n bnoJCH
Bubnuoteka cprndm.dll obecneunBaeT yHUIUUMPOBaHHbIA UHTEpdenc gocTyna K dusmnveckomy ACH.

4.4.5. WNHTepdencHble mogynun ACH
Ob6ecneymBaloT peanusaumto goctyna Kk tunam ACY:
bio.dll BbuoACH
accord.dll OCH MAK "Akkopa-AMA3"
sable.dll [CH snekTpoHHOro 3amka "Cobonb"

4.4.6. [MaHenb ynpasneHus pecypcamm CK3U Kpuntollpo CSP

YnpasneHnue pecypcamm CK3U Kpuntollpo CSP ocywectsnsieTcs koMaHAHbIM hannom cpconfig.cpl yepes
naHenb ynpasneHus “Ceoincrea: Kpuntollpo CSP”. K oCHOBHbIM cpeAcTBaM ynpasfeHus pecypcamm CK3U
OTHOCATCS CpeAcTBa yrnpaBneHus:

NNUEH3NAMU,
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ACYH;

61MbnnoTekamMmn cUNTbIBAHMS KOYEeBOW MHDOPMaLnK;
3aKpbITbIMKN K/O4YaMU U CepTVI(bVIKaTaMVI OTKPbITbIX KJ'IIO‘-IQVI;
napametpamu CK3N.

4.5. Moaynb noaaep>XKu ceTeBon ayTeHTudukaumm
Kpuntollpo TLS

Moaynb NoaAepXKu ceTeBol ayTeHTUdMKaunm peanusyetcsa B opMe noarpyxxaemon 6nbnuorekn n
peanusyeT NOAMHOXEeCTBO MHTepdenca Microsoft SSPI(SSP/AP) (cM. cooTBeTcTBYtOWMIM pasaen MSDN).
Moaynb obecrneymsaeT ayTEHTUYHOE 3alUULLEHHOE COeAMHEHNE MeXAyY MOsb30BaTesIeM U CEPBEPOM.
cpssl.dll, cptls.dll, cpsspap.dll - npu ycTtaHOBKe MOAyNsa ayTeHTUdUKALMN NOAAEPXKNBAIOLLENO
ayTeHTUdmKaunto B gomeHe, cpsspcore.dll, ssp.dll — 6e3 BO3MOXHOCTM AOMEHHOM ayTeHTUdDMKaUNK.

4.6. NK3U Kpuntollpo CSP

4.6.1. WHTepdenc goctyna K KIKYEBbIM HOCUTENAM

Bubnuoteka cprdr.dll obecneunBaeT yHUDUUNPOBAHHbBIN MHTEPdENC AOCTYNA K KIOYEBbIM HOCUTENSAM
BHe 3aBMCMMOCTU OT UX TuMa.

4.6.2. WHTepdencHble MoaynnN YCTPOMNCTB XPaHEHUS KOYEBOM

nHpopMaummn
Moaynu obecneunBatoT peanusaumio 4OCTyNa K KOHKPETHbIM TUNaM K/OUYEBbIX HOCUTENEN U cuUTbIBaTENEN
fat12.dll - K guckoBoay v amckerte 3.5"
reg.dll - K CUICTEMHHOMY peecTpy U K/K4aM B HUX
accord.dll - k MAK Akkopa-AM[3
sable.dll - K 91eKTPOHHOMY 3aMmKy "Cobonb"
dallas.dll - K cunTbiBaTENto Touch-memory Dallas
ric.dll - K cmapTkapte PUK n Ockap
emv.dll - K cMapTkapTe MPCOS EMV/3DES
hs.dll - K 3N1eKTPOHHOMY Kitouy eToken
pcsc.dll - K cunTbiBaTENSIM cMapTKapT u eToken, nogaepxusamowmm nHtepgernc PC/SC

ds199x.dll - k Tabnetkam DS1996, DS1995.

4.6.3. bubnnoteka noaaepXXKu AOCTyNa K KIOUYEBbIM HOCUTENSM

Bubnuoteka cpsuprt.dll obecneunBaeTt peanusaumio o0b6WmMx GyHKUMIA AOCTYNa K pas/iMyHbIM YCTPONCTBAM
XPaHEHUS1 KIIOYEBbIX HOCUTENEN.

4.6.4. Moaynb ASN1

MoanepxmeaeT hyHKUMM Npeobpa3oBaHNs CTPYKTYP A@HHbIX B MAWMHHO-HE3ABNCMMOE NPeACTaB/IeHmne.

4.6.5. Wcnonb3oBaHue kntoyen peectpa Windows

YcTaHOBKa NporpaMMHOro o6ecrnedyeHust Lo/kHa NPOU3BOAMTCS NOJIb30BaTENIEM C NpaBaMu
aaMuHuUCTpaTopa. MNpu 3TOM NporpaMMma ycTaHOBKM TpebyeT AOCTyN K CleAylolWmMM KYaM peectpa:

HKEY_LOCAL_MACHINE - nonHbein goctyn;
HKEY_CLASSES_ROOT - nofHbI gocTyn.

12



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

Mpu ucnonbsosaHmn CK3UN Kpuntolpo CSP n cozaaHum kno4den nonb3osaTtenen 6e3 ncnosb3oBaHus
dnara CRYPT_LOCALMACHINE TpebyeTcsa AOCTyn K CrieaylowmuM KtoyaM peecTpa:

HKEY_LOCAL_MACHINE - yTeHune, nepeyvncreHune;

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS - coszgaHue nogksntwou4en, yTeHue,
nepeyuncrieHme;

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID - nonHbin goctyn; SID - SID
nosb3oBarens.

Mpu ucnonbsosaHun CK3U n cospaHum knoden ¢ ucnonososaHmem cdnara CRYPT_LOCALMACHINE
AOMonHUTeNnbHO TpebyeTcsa A0CTyN K CieayoLwmM KyaM peecrtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIli gocTyn.

Onsa namerneHuns koHdurypaumm CK3M Kpuntolpo CSP c ucnonb3oBaHmeM naHenn ynpasneHus (Control

Panel), kpoMme Toro, TpebyeTcsa NOAHbIN AOCTYN K KAKOYYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuaHue 1. Mo ymonyanuio Kpmuntollpo CSP MoXxeT ncnonb3oBaTb 40
65536 onucatenen kpuntorpaduyeckmx ob6bekToB. [N yBennyeHus sToro
3HayeHus Heobxoammo fobaBuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\Parameters) napametp DWORD, paBHbI#
TpebyemoMy uncny onmcartenen, Ho He 6onee 1048576.

MpumMeuaHume 2. [lonyckaeTcs XpaHeHMe 3aKkpbITbiX Ktoven B peectpe OC npu

ycnosun pacnpoctpaHeHus Ha HDD unu N3BM ¢ HDD TpeboBaHuii no obpalleHumto ¢
K/I04YEeBbIMW HOCUTENSMU, B TOM YMCE U NOC/Ee yaaneHns KitoYel n3 peecrtpa.

B
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5. Apxutektypa kpuntorpadunyecknx dyHkumm B OC

Windows

Ucnonb3oBaHue CryptoAPI B OC Windows npecneayeT no3BONSET:

9. 1. ObecneunTb NpUKNAAHOMY YPOBHIO AOCTYN K Kpuntorpadmyecknm byHKUUAM
ANS reHepauumn kaw4en, GopMUpoBaHUS/NPOBEPKN SNEKTPOHHOM LUNPOBOWA
noanucu, wudpoBaHusl/paclwundpoBaHms AaHHbIX B YCIOBUSAX U30JIMPOBaHUS
NpUKNAAHOro YPOBHS OT YPOBHS peanu3aumini kpuntorpadunyecknx dyHKUNRA.
MpUNOXeHNSIM U NPUKNAAHBIM MPOrpaMMUCTaM HE HYXXHO AeTaslbHO BHMKAaTb B
0COH6EeHHOCTM peann3aumm Toro Uianm UHOro anropmuTMa Uan N3MEeHsTb B
3aBMCUMOCTU OT anropmMTMa NpuknagHble NporpamMMmel.

10. 2. ObecneunTb 0O4HOBPEMEHHOE UCMO/Ib30BaHME pa3HbiX aATOPUTMOB U PasfIMYHbIX
WX peanusaumn Kak NporpaMMHbIX, Tak MU annapaTHbIX.

Oblwas apxuTtekTypa Kpuntorpapuyeckmx MyHKUMIA nokasaHa Ha puc. 1.

CAPICOR com

Certficate Services EHTR CepTHOMIGELMK Ouliook | Outiook Express

Authenticade

NpunoxeHun

Internet Explarer

Certficate Enrollrment Control ‘

Srmart Card Enrollnent Control |

Wnrepihenc Crypto API 2.0

DyHELM CNPEEOUHMIES CERTMdMIITOR BricomoypoEHEEEIE CHVHILIW KM NT OMpE WY BCi
Certificate Store Functions coobwenwd Simplified Message Funclions

HuzkoypOBHEBEIE CIYHKLIMK KPMNTONPa dHUeCky
coobueHud Low Level Message Functons
DyYHILM KD IMP 0ESHMALEK0 P 0B3HMA
CEPTHEMKATOR Bazoekle MounTOM adMYEckiEe dyHKLIMM
CryptEncodedCryptDecode (ASN.1) Basze Cryptography Functions

Wurepchesic mopynel BezonacHocTH
Security Support Provider Interface

CrypraPro SChannel

Microsoft Unified Security
Protocol Provider

Wurepdpeitc rpunmorpadsyecranx hy urumii Cryptographic Service Providers

Mlicrosoft Base Cryplographic Provider w1.0
Germplus GernSAFE Card CSP w10

.

Crypto-Pra Cryptographic Service Prowider

Microsoft Strong Cryptographic Provider

MWicrosoft Base DSS Cryplographic Provider Microsoft Enhanced DSS and Diffie- Hellmnan Cryptographic Provider

Nicrosoft Base DEE and Diffie-Hellman Cryptographic Provider

Puc. 1. Apxutektypa kpuntorpacdmueckux ¢pyHkumin B OC Windows

Mlicrosoft Enhanced Cryptagraphic Provider v 1.0

O6wasn apxutekTypa CryptoAPI 2.0 npeacTtaBneHa NsaTb OCHOBHLIMU (PYHKLUMOHANBbHBbIMU FPynnaMn:

BaszoBble kpunTorpadpuyeckmne GyHKLUM
K 6a30BbIM YHKLMAM OTHOCATCS:
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- YHKUMM MHUUManm3aumm (paboTbl C KOHTEKCTOM). DTN (PyHKUMN NPeaoCTaBASIOT NPUSIOXKEHMIO
BO3MOXHOCTb BblbpaTb onpeAeneHHbIn KpunTonpoBanaep no TMNy UMeEHU uaum no Tpebyemon
(PYHKLMOHaNbHOCTH;

- OYHKUMM reHepauum knden. 3Tm dyHKUUKM npegHasHaveHbl Ans GOpMMPOBaHNSA U XpPaHEHUS KPUMTO-

rpadpnyeckmx Kar4en pasniMyHbiX TUMNOB;

- PYHKUMM 06MeHa kntoYaMu. 3K dYHKUMM NnpeaHasHavyeHbl AN TOro, Ytobbl MPUNOXKEHUS MOMK
o6MeHnBaTbCSA pasIMYHbIMK TUMAMKN KOYEBON MHMOpMaUnM ans obecrnedeHns B3aMMOLAENCTBUS MEXAY
cobon;

- PYHKUMM KOAMPOBaHUS/aekoanpoBaHus. JaHHble dyHKUMM NpeaHasHaveHbl Ana npeobpasoBaHus
(KoaMpoBaHMSA) U3 BHYTPEHHEro NpeacraBaeHns o6bekToB, ncnonbdyembix B CryptoAPI, Bo BHewHee

npeacrtaBneHNeE n 06paTHO. B kauecTBe BHelwHero npeacraBneHusd 06beKkToB MCNoNb3yeTCa qupMaT ASN.1

(Abstract Syntax Notation One), onpeaeneHHbIn cepmen pekoMmeHgaumi X.680. K aToli xe rpynne
dYHKUMIN oTHOCUTCS Habop YHKLMIA, NO3BONSIOWMX paclmMpuTb GYHKLUMOHaNbHOCTb CryptoAPI nyTem
peanusaumm u permcTpaumm cob6CTBEHHbIX TUMOB O6BEKTOB;

- yHKUMM paboTbl CO CMpaBOYHMKAMM cepTUdMKATOB. ITa rpynna dyHKLMI NpeaHasHadyeHa ans
XpaHeHusl N 06paboTkn cepTUdOUKATOB B pasIMYHbIX TUMAX CMpPaBOYHUKOB. MpUyeM B KayecTBe
CNpaBoYHMKA MOMYT MCMOJIb30BaTbCS CaMble pas/iMyHbie TUMbl XPaHWIMLL: OT NpocToro daina Ao LDAP;

- BbICOKOYpOBHEBble PyHKLUMN 06paboTkn Kpuntorpadpuyeckmx cooblieHunii. 3ta rpynna dyHKUnn
(Simplified Message Functions) B nepByto ouyepeab NpegHasHavyeHa 415 UCMOb30BaHUS B NPUKIaAHOM
MO. C noMoLwbio 3TNX PYHKLUMIA MOXKHO

- 3awundpoBaTtb/pacwmngpoBaTb coobuieHne oT 0A4HOro Nosb3oBaTeNns K Apyromy.
- NMoanucaTb AaHHbIE.
- NMpoBepuTb NOANUCL AaHHbIX.

O™ PyHKUMKM (TaK Xe Kak n GyHKLUMM HU3KOro YPOBHS) ONEPUPYHOT CeEPTUPUKATAMN OTKPbITbIX KITHOYEN
X.509 ansa agpecaumun otnpasuTens/nonyvarens AaHHblX. B kauectse opmaTa AaHHbIX, HPOPMUPYEMbIX
pyHKUMaMU, ncnonbdyetcsa popmaTt PKCS#7 (RFC 2315) nnmn CMS (RFC 2630) B Windows 2000.

- HU3KOYpPOBHEBble PyHKUMM 06paboTkmn kpunTorpaduyeckmx coobuweHnin. aHHas rpynna @yHkumin (Low

Level Message Functions) npegHasHayeHa Ans aHanorMYHbIX LESei, YTo 1 rpynna BbiICOKOYPOBHE-BbIX

dyHKUMI, HO obnagaeT 6onbluen PyHKLMOHANBHOCTBIO U TpebyeT OT NpUKIaaHOro nporpammucta 6onee

AEeTanbHbIX 3HaHWI B 06/1aCTM NpUKNaaHON KpunTorpaduu.

6. YctaHoBka anctpmnbytmeos MO Kpuntollpo CSP un
KpunTtollpo TLS

YcTaHoBka anctpubyTtnea Kpuntollpo CSP go/xHa NpomM3BOAMTCS MOMb30BaTENEM, MMEIOLLMM NpaBa
aaMUHUCTpaTopa.

[ns ycTaHOBKM nporpaMMHOro obecneyeHuss BCTaBbTe KOMMNAKT-AUCK B MPUBOA cUMTbiBaTens. U3
npeasaraemMbix oMCcTpnbyTnBoB Bbibepute ANCcTpmbyTnB, noaxoasiwun ansa Bawen onepaumMoHHOM
CUCTEMbI, MMEIOLLMN HYXXHbI BaM ypoBeHb 3alMLLEHHOCTM M YA06HbIN Ana Bac a3biK yCTaHOBKM.
3anycTuTe BbIMOJIHEHNE YCTAHOBKM.
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{i ¥cranosxa "Kpunrolpo CSP” x|

Batc NPUEETCTEYET NPOTPaMMa YCTaHDEHH
"KpunTolpo CSP (KC1)"

Mporpanna BeINoAHMT yoTamoesy "Kpuntollpo C5P" Ha
KOMNEIOTED. [NA NpOAOMMEHHA HANMMTE KHoNEY *Jdanes”,

MPEAYTIPESIAEHME: JarHan Nporpams JauiHILEHS 3AKOHAMH
Hl]]l““'ﬂ “[I[] BSF off SBTOPCKHX NPABSX H MEMAYHAPOLHEMA COMNALEHHANE,

3.6

v [ hwmes—] _ omem |

Puc. 2. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnv MacTep ycTaHOBKM 0B6Hapy>XuWT Ha MalmnHe 6osee paHHioto Bepcuio Kpuntolpo CSP, To B
NPUBETCTBEHHOM OKHE MOSIBUTCA MHMOPMaLWs 0 3aMeLlaeMbiX NpoAyKTax:

x|

{5 ¥cranosxa “Kpsnrolpo CSP™

Bac NpHBETCTEYET NPOMPamMMa yCTaHOEKK
"Kpuntolpo CSP (KC1)"

Mporpania BpNonHHT yoTamoexy "Kpnntollpo €SP Ha
FOMMEITER. JNA NPOAOMHEHHA HaWMHTE KHONEY " Janee”,

CREAYIOULHE NPOAYETbI By Ay T SANEILEHE! KOMMOHEHT AHH
VETAHABMBAEN0N BERCHM:

Kpanmalpo CSP 3.0
KpsnTolpo Winkogon

MPEAYTMPESCAEHME: JanHan Nporpamea 38 HILEHS 3aK0HAMA
HI]]I“I'“}" [1]1] ESF off ABTOPCKHX NPABAX H MENAYHADOAHEIMA COF NALIEHMANE,

e

Puc. 3. YcTaHOBKa C 3aMeLlleHUEeM KOMIMOHEHT.

Onsa panbHenwen yctaHoBku Kpuntollpo CSP HaxmnTe Janee.

Mocneaytowas ycTtaHOBKa NPOM3BOAUTCS B COOTBETCTBMU C COOBLLIEHNSAMU, BblAaBaEMbIMU MPOrpPaMMoin
yCTaHOBKW. B npouecce ycTaHOBKM 6yAeT NpeanoxXeHo 3aperMcTMpmMpoBaTh A0OMNONHUTENbHbIE
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CUMTbIBATENWN KJIOYEBOU MHGMOPMaUnNKU, AOMOMHUTENbHbIE AAaTUMKM CNy4YalHbIX ymucen (ans yposHs KC2)
WKW HacCTpOUTb KpMNTOMNpOBanaep Ha UCMonb3oBaHMe cnyxbbl XxpaHeHus knodven (ans yposHs KC1). Bce
3TN HaCTPOMKM MOXHO MPOM3BECTU KaK B MOMEHT yCTaHOBKM KpUNTonpoBaiaepa, Tak u B Ntob60oi MOMeHT
nocrne 3aBeplleHns yCTaHOBKUW Yepes naHenb CBOMCTB.

Mocne 3aBeplUeHNs yCTaHOBKM AUCTPUBYTUBA HEO6X0AMMO NPOU3BECTM Nepesarpysky KoMnbloTepa.

Mepapxuyeckas apxutektypa Kpuntorpadunyecknx @yHKUMn B onepaumoHHon cucteme Windows
No3BONSET UCMOJSIb30BaTb POCCUNCKUE KpuNTorpaduyeckme anropuTMbl, peasnmsoBaHHbIe B
Kpuntollpo CSP Ha caMbIX pa3finyHbIX YPOBHSX.

6.1. lMapameTtpbl yctaHoBkn Kpuntollpo CSP.

Mpwn ycTtaHoBke Kpuntolpo CSP MOXHO MCMNOMb30BaTh pas/inyHble NapaMeTpbl KOMaHAHON CTPOKMU,
B/MSIIOLLME Ha YCTAHaB/IMBaEMble KOMMOHEHTbI, HaYalbHY0 HAaCcTPOlKy NpoayKTa 1 T.4.

[nsa nx ncnonb3oBaHus HEO6X0AMMO 3amnyckaTb YCTAHOBKY CleayowmM obpasom:
msiexec /i <MOMAHbIA UAN OTHOCUTENbHbIN NyTb K .msi-dainy> <napameTpbl>

6.1.1. CnpaBO4YHUK MapaMeTpoB YCTAHOBKMU
CJ'Ie.CI,YIOLLI.VIe onuunm No3BoNAKT HE YCTaHaB/IMBaTb COOTBETCTBYOLWNE enbnmnorteku noaaepxKu:
NOACCORD=1 - AKkopa

NOBI0O=1 - Buonornyecknin ACH
NODALLAS=1 - Hocutenu Dallas
NODS=1 - CuntbiBaTenu Dallas

NODSRF=1 - [CM "lMocneanoBaTenbHOCTb NOCTaBWMKA"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CunTbiBaTeNb AUCKET
NOJCARD=1 - Kaptbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuntbiBaTens "Peectp”
NORIC=1 - KapTbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Cobonb

Cneaytowwme onummn No3BoJISIOT YNpaBAsTb perucrpaunen nogaepxmnsaeMoro o6opyaoBaHms BO BpeMms
yctaHoBku Kpuntollpo CSP (3HayeHue 0 o3Ha4vaeT "oTKIUMTb ONuUMKo"; 3BE3A0UYKON OTMEYEHDbI OMuuK,
BKJIIOYEHHbIE MO YMOSTYaHMIO):

REGACCORDRDR=1 - 3apernctpnpoBaTb cuuTbiBaTenb "Akkopa"
REGACCORDRND=1 - 3apeructpupoBatb ACYH "Akkopa"
REGBIO=1 - 3aperncTpupoBaTh 61onormyeckuii [JCY *(Toneko ana KC)

REGETOKEN=1 - 3aperucTtpupoBaTtb Bce HocuTenu "Alladin eToken" *
oTaenbHble TuNbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENM420, REGETOKENM4208B,
REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6ykBbl - 3apernctpupoBaTb cumTbiBaTenb "ancketa" ans 6ykB, yKasaHHbIX yepe3

3angaTyo
REGPNPFLOPPY=1 - 3aperncrpupoBaTb cuYuTbiBaTesb "Bce cbeMHble HocuTenun" *
REGDSRF=nyTtb - 3apeructpupoBaTtb ACH "lMNocnenoBaTenbHOCTb NOCTaBWmMKa" u 3aaatb nyTh (6e3

"\" Ha koHuUe) k nanke c dbl, db2

17



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

REGDS1410E=nopTbl - 3apernctpuposatb cunTbiBaTesb "DS1410E" (cnnucok nopToB yepes 3ansTyto:
LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apernctpmpoBaTtb cuntbiBatens "DS9097E" (cnncok nopToB yepes 3anaTyto:
COM1,COM2,...)

REGDS9097U=nopTbl- 3apernctpuposaTtb cuntbiBatenb "DS9097U" (cnncok nopToB vepes 3anaTylo:
COM1,COM2,...)

REGDS199X=1 - 3aperucTpmpoBaTb Hocutenb "DS199x"

REGOSCAR=1 - 3aperucTpupoBaTb HocuTens "Ockap"

REGOSCAR2=1 - 3aperucTtpuposaTtb HocuTenb "Ockap2" *

REGTRUST=1 - 3aperucTpupoBaTb HocuTenb "Marucrpa" *

REGTRUSTS=1 - 3aperucTpupoBaTb HocuTenb "Marmnctpa CbepbaHk/BGS" *
REGTRUSTD=1 - 3apeructpupoBaTb Hocutenb "Maructpa Debug" *
REGPNPPCSC=1 - 3aperucrtpmpoBaTb cuMTbiBaTENDb "BCe cunTtbiBaTENM CMapTKapT" *
REGALLPCSC=1 - 3aperucTpupoBaTb NOAKIOYEHHbIE CYMTbIBATENN CMapTKapT
REGREGISTRY=1 - 3apeructpupoBaTb cuuTbiBaTENb "Peectp"

REGRIC=1 - 3aperucTtpupoBaTtb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTtpupoBaTb Hocutenb "Rutoken" *

REGSABLERDR=1 - 3apeructpupoBaTb cuuTbiBaTeNb "Cobonb"

REGSABLERND=1 - 3apeructpuposaTtb ACH "Cobonb"

NOETOKENWL=1 - He peructpuposatb Hocutenu "Alladin eToken" ana Winlogon
NOOSCAR2WL=1 - He peructpupoBatb HocuTenb "Ockap2" ana Winlogon

NOTRUSTWL=1 - He peructpuposaTtb Hocutens "Maructpa" ans Winlogon
NOTRUSTSWL=1 - He peructpuposatb Hocutenb "Maructpa CbepbaHk/BGS" ana Winlogon
NOTRUSTDWL=1 - He peructpuposatb Hocutensb "Maructpa Debug" ans Winlogon

NORUTOKENWL=1 - He peructpupoBatb HocuTesnb "Rutoken" ana Winlogon *

YrpasneHue pexunMamMm paboThl:

CPCSPR=1 - Ons Bepcum KC1 nossonseT BbibpaTb pexum cnyxbbl XxpaHeHus Ktoden (ToNbKo
npu ycTaHoBKe)

MEDIACSPS=1 - PernctpupoBaTb B cucTeMe OTAeSNbHbINM NpoBangep AN KaXxaoro tuna
KOYEBLIX HOCUTENEN (TOIbKO NpU YyCTaHOBKE)

CACHED=N - HacTtpolika kawunpoBaHusa knden. Ecnn N=0, To BbikntodeHo, ecnm N>0, 1o
3a4aeT pasmep Kawa (ToMIbKO MpU YCTAaHOBKE U TOJIbKO AN peXuma Cnyxbbl XxpaHeHUs Knto4ven)
CSPDELETEKEYS=1 - Mpun yoaneHnn NnpoaykTa yaanuT Tak e BCe HaCTPOMKM M BCe KIKOYEBbIe

KOHTEMHepbl U3 peecTpa

YKasaHue cepuiiHbIX HOMEPOB JINLIEH3UN:

PIDKEY= - lcnonb30oBaTb yKa3aHHbI cepuiiHbiii Homep CSP
WLPIDKEY= - lcnonb3oBaTh yKasaHHbIN cepuiHbiii HoMep Winlogon
RPPIDKEY= - Micnonb3oBaTb yKa3aHHbIN CEpUIAHbIA HOMep Revocation Provider
OCSPAPIPIDKEY= - Ucnonb3oBaTb yKa3aHHbI cepuitHblii Homep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTb yKa3aHHbIN cepuiiHbii HoMep TSP Client
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CraHaapTHble napameTpbl Windows Installer (nogpobHee - cM. JoKyMeHTaLUMIO:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - MNyTb ycTaHOBKMU
INSTALLDIR64=... - lyTb YyCTaHOBKN Ans 64-KOMNOHeHT (x64, Itanium)
REBOOT=R - He nepe3arpyaTb KOMMNbOTEP NOC/E YCTAHOBKMU

ADDLOCAL=Mopaynm - 3ajaeT CMUCOK AOMOJIHUTENbHbIX MOAY/IEN, KOTOpPbIE CnefyeT YCTaHOBUTb
(cnncok yepes 3anaTyto).

CyuwecTByloLwme 4oNonHUTENbHbIE MOAYNU: reprov, driver, compat.
REMOVE=moaynu- [1J14 Y>XE YCTAHOBJIEHHOIO MNMPOAYKTA ypnanseT ykasaHHble Moayau

/gb - ycTaHoBKa 6e3 macTepa
/gn - ycTaHoBka 6e3 OKoH
/L*v caitn - CO3[aHune XypHana yCTaHOBKMU

Ons yaanenuna Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

MpumMepsbl:
msiexec /i "d:\Kpuntolpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v "c:\temp\csp.log"
/aqb

7. O6HoBneHne CK3U1N Kpuntollpo CSP

Onsa o6HoBneHus Kpuntollpo CSP Ha OC Windows Heo6xoanmo:

. 3aMoOMHUTb TeKyLy KoHdurypaumnto CSP (yctaHoBneHHble [JCH, cunTbiBaTENN, HOCUTENN,
napaMeTpbl aJiIfOPUTMOB MO YMOJIYAHUIO U T.M.)

o yAanuTb wTtaTtHbiMK cpeactBammn OC gmnctpmbytus Kpuntollpo CSP

o YCT@QHOBWUTb aHaNorM4yHbIn HOBbIN ancTtpmbytne Kpmuntollpo CSP

o npu Heob6xoaANMOCTN BHECTU U3MEHEHUS B HACTPOKU

o KOUM U cepTUdMKaTbl COXPaHSIOTCS aBTOMaTUYECKMU

8. BapuaHTbl BcTpamBaHua Kpuntollpo CSP un
KpunTtollpo TLS B npuknagHoe O

8.1. BcTpauBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntolpo CSP MoXeT 6biTb UCNOb30BaHO B NPUKIaAHOM NporpaMMHOM obecneveHunun (kak n nobomn
Apyron kpuntonpoBanaep, noctaensiembii ¢ OC Windows) uepes nHtepdeinc CryptoAPI 2.0, onmucaHue
KOTOpOro NpuBeAeHo B NporpaMMHon gokymeHTaumm MSDN (Microsoft Developer Network):
http://msdn2.microsoft.com/en-us/library/aa380255.aspx. B aToM cny4yae cnocob Bbibopa
KpunTorpadunyeckoro anropmtma B npuknagHoM MO MoxeT onpeaenaTbC MAEHTUDUKATOPOM anropmTMa
OTKPbITOro K/to4a oTnpasuTens/nonyyarens, cogepxatierocs B ceptudpunkare X.509.

BcTtpanBaHue Ha ypoBHe CryptoAPI 2.0 no3BoAsSeT BOCNO/1b30BaTbCA 60nbWwWMM HabopoM pyHKUMNA,
pewatowmx 60nbWMHCTBO Npo6aeM CBSA3aHHbIX C nMpeacTaBsieHmeM (popMaTtamMmn) pasnnyHbIX
Kpuntorpadunyecknx coobueHmi (noanmcaHHblX, 3aWwndpoBaHHbIX), cnocobamn npeacTaBieHus
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OTKpbITbIX K/toUen B Buae umdpoBbiX cepTudmkaToB, cnocobamm XpaHeHUa N Noncka cepTndmnkaTos B
pasfinyHbIX cCnpaBoYyHMKax, Bkato4das LDAP.

OyHkuum CryptoAPI 2.0 no3BONSAOT NOMIHOCTLIO peann3oBaTb NpeacTaBieHne n o6MeH AaHHbIMU B
COOTBETCTBUM C MEXAYHAPOAHbIMU pekoMeHaaumsamum un NMHdpactpykTypon OTkpbITbix Kntouvel (Public Key
Infrastructure).

8.2. BcTpamBaHue Ha ypoBHe CSP

KpunTtolpo CSP MoxeT 6bITb HEMOCPEACTBEHHO NUCMOb30BaHO B MPUKIaAHOM NPOrpaMMHOM obecrnedyeHnu
nyTeMm 3arpy3kum Moayns ¢ ucnonb3oBaHuem dyHkuum LoadLlibrary(). Ang aTux uenem B KOMMIEKT
NoCTaBKM BKOYaeTcs PykoBOACTBO NporpaMMMUcCTa, onucbiBatoLlee coctaB dyHKUMn n Tectosoe MMO.
Mpu Takon peanusaummn npuknagHomy MO AOCTYMNEH SUWb OrpaHUYEHHbIA Habop HU3KOYPOBHEBBIX
Kpuntorpadunyecknx GyHKUNN, COOTBETCTBYOWMIA MHTepdency Microsoft CSP.

8.3. UcnonbzosaHne COM unHTepdencos
Kpuntollpo CSP MoxeT 6biTb Mcnonb3oBaHo n3 COM mnHtepdelicos, pa3zpaboTtaHHbix Microsoft.
e CAPICOM 1.0
e Certificate Services
e Certificate Enroliment Control
Certificate Enrollment Control

COM uHTepdgeric Certificate Enrollment Control (peanusoBaHHbin B haiine xenroll.dll) npeaHasHaveH gnsa
NCNO/b30BaHUS OrpaHnUYeHHoro konuyectesa GyHkumn CryptoAPI 2.0, cBA3aHHbIX C reHepaunen Ki4en,
3anpocoB Ha cepTudukaTtbl n 06paboTkon cepTndmnkaToB, NonyyeHHbiX oT LleHTpa CepTudunkaumnm c
ncnosb3oBaHMeM S3blKOB NporpammmupoBaHus Visual Basic, C++, JavaScript, VBScript n cpeabl
pa3paboTku Delphi.

MMeHHO 3TOT MHTepdEeNnc Ncnonb3yoT pasninyHbie nybnmuHblie LleHTpbl CepTudukauum (Verisign, Thawte u
T. 4.) Npy1 GopMUpoBaHUM cepTndmMKaToB Nnosb3oBaTenen Ha nnatgopme Windows.

CAPICOM 1.0

CAPICOM (peanusoBaHHbIM B ¢anne capicom.dll) npeagoctasnset COM mnHTepdenc, Ncrnonb3yowmmn
ocHoBHble dyHKUnK CryptoAPI 2.0. DTOT KOMMOHEHT aABnsieTcs gobaBneHnemM K yxe cyuiecrtsytouemy COM
nHTepdency Certificate Enrollment Control (xenroll.dll), koTopbIi peann3yoT KIMEHTCKNE PpyHKUNMU
reHepaunun Ko4emn, 3anpocoB Ha cepTudukaTbl n o06MeHa € LeHTpoM cepTudukaumm.

C BbIMYCKOM AAaHHOIO KOMMOHEHTa CTano BO3MOXHbIM UCMONb30BaHne MyHKUMIN POpMUPOBaHNA U
NpOBEPKN 3N1EKTPOHHON LNGpPOBOIM NOANMUCU, MOCTPOEHMS U NPOBEPKMN LienoYvek cepTUdUKaToB,
B3aMMOAENCTBMSA C pa3/InYHbIMK CNpaBoYHUKaMn ceptudukaTtos (Bkatodyasa Active Directory) c
ucnonb3osaHuem Visual Basic, C++, JavaScript, VBScript n cpeabl paspabotku Delphi. Mcnonb3oBaHue
CAPICOM no3BonseT peannsoBaTb QYyHKUMOHANBHOCTb "TOHKOrO" KnmMeHTa B MHTEpdence bpoy3epa
Internet Explorer.

KomnoHeHT CAPICOM gBnsetca cBo60AHO pacnpocTpaHseMbiM 1 nocTtaBnseTcsa B coctaBe Redistributable
WHCTpyMeHTapusa paspabotumka Microsoft Platform SDK.

MoapobHyto nHdopmaumio 06 nHtepderice CAPICOM MOXHO NonydnTb Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services BktoyaeT B cebss Heckonbko COM mHTepdencoB, NO3BOASIOLWNX N3MEHUTb
dyHKUMOHanbHOCTb LleHTpa CepTudumkaunm, sxogswero B cocta OC Windows 2000/2003 Server. Mpu
MOMOLLM AaHHbIX MHTEP(ENCOB BO3MOXHO:

. OGpaGaTblBaTb nocrtynarwwmne ot nonb3oBaTtesnemn 3anpocChbl Ha CepTMd)MKaTbI;

e  U3MEHWUTb COCTaB AaHHbIX (B TOM uncne gonosiHeHmit X.509), 3anucbiBaeMbIX B
M3[1aBaeMble LIeEHTPOM cepTUdUKaThl;

20



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

e oOnpeaennTb A0MNOSHUTENbHbIN Cnocob nybamkaumm (XpaHeHUs) n3gaHHbIX LEHTPOM
cepTnduKaTos.

8.4. WHuuymanmnsauymsa 6mbnmotekn SSP
MpounsBoaunTcs 3arpyska 6ubnuotekun Secur32.dll npu paboTte ¢ onepaumoHHbIMKM cuctemamm Windows
2000, Windows XP, Windows 2003, Windows Vista, Windows 2008.

C nomowbto dyHkunm GetProcAddress nonyvaetcs ykasaTtenb Ha dyHkumio InitSecuritylnterfaceA
(InitSecurityInterfaceW B cnyuyae komnunsumn ¢ Unicode).

BbizoBoM dyHkunm InitSecurityIlnterfaceA (InitSecurityInterfaceW B cnyyae komnunsaumm ¢ Unicode)
nonyyaertcsa Tabnuua dyHkumin SSPI.

Mnu, BMecTo ncnonb3oBaHus GetProcAddress, AoCcTaToOUHO NOKAOYNTL 6MbnnoTeky nmnopta secur32.lib
(BxoguT B MS Platform SDK)

3anonHseTtcsa ctpyktypa SCHANNEL_CRED. Mons 3ToW CTPYKTYPbl A0/MKHbI 6bITb HY/1IEBLIMU, KPOME:
SchannelCred.dwVersion = SCHANNEL_CRED VERSION;

SchannelCred.dwFlags = SCH_CRED NO DEFAULT_CREDS |
SCH_CRED_MANUAL_CRED_VALIDATION;

[nsa cepBepa M He @aHOHMMHOIO K/IMEHTA 3aMOJIHAKTCA TaKXe Nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

MpumMeuaHmne. KoHTtekcT ceptudukarta pCertContext gomkeH cogepaTb CCbISIKY Ha 3aKpbITbIN KIHOY.
MpounssoanTcs Bbi3oB MyHKUMKM co3aaHus Credentials: AcquireCredentialsHandle c nepegnaven en
cTpykTypbl SCHANNEL_CRED mn nmeHu naketa - UNISP_NAME ("Microsoft Unified Security Protocol
Provider").
MHMumManmsaumns coegmHeHUs KIMEHTOM npoussoanTcs Bbi3oBoM InitializeSecurityContext 6e3 BxogHoro
6ydepa n cepepoM — Bbi3oBOM AcceptSecurityContext, nocne yero naet obbiuHbI UMkn Handshake.
Mocne ycTaHOBMEHUA COeAMHEHMS, HO A0 Havana nepeaayvn AaHHbIX, NPUI0OXEHME AO/KHO BbIMOIHUTD
NpoBepKy NapamMeTpoB COeAVHEHUS U cepTudmKaTa yaasneHHOW CTOPOHbI.
Ons nonydeHmnsa ceptudukarta yaaneHHoON CTOpoHbl Bbi3biBaeTcs dyHKkumsa QueryContextAttributes ¢
aprymeHToM SECPKG_ATTR_REMOTE_CERT_CONTEXT.
[Ons noCTpoeHns uenoykn cepTMdurKaToB peKOMeHAYeTCs UCMOfIb30BaHMe PyHKLMN
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm nposepku,
COOTBETCTBYHOLWMMN BbiIbpaHHOMY yYpoBHIO 6e3onacHocTM. PekoMeHayeTcs ucnonb3oBath dnar
CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.
Llenouka ceptndgukatoB nposepsietca dyHkumen CertVerifyCertificateChainPolicy, onncaHHol Tam xe, C
aprymeHToM pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, n aprymeHToMm pPolicyPara, 3anonHeHHbIM
cnepytowmm obpasom:
ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));

polHttps.chStruct = sizeof(HTTPSPolicyCal lbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;

polHttps. fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));

PolicyPara.cbSize = sizeof(PolicyPara);

PolicyPara.pvExtraPolicyPara = &polHttps;
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Heobxoanmo, 4tobbl ons kaxaoro ceptudukaTa B Lenodke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld 3akaHuMBanacb Ha
szOID_GR3410.

Bbi3biBaeTcss pyHkumns QueryContextAttributes ¢ aprymeHnTom ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, ans nonyyeHus napamMeTpoB COEAMHEHNSA U UX MPOBEPKU Ha
BbIMNOSIHEHNE YC/TIOBUN:

Connectionlnfo.dwProtocol == SP_PROT_TLS1 CLIENT

Connectionlnfo.aiCipher == CALG_G28147, Connectionlnfo.aiHash == CALG_GR3411
aiExch=CALG_DH_EX_EPHEM wumm CALG_DH_EX_SF

Lnkn wudpposaHus/pac Ang nonyvyeHms napameTpoB CoeANHEHUS WNQPOBaHUS AaHHbIX peannsyeTcs C
nomoubio pyHkuni EncryptMessage/DecryptMessage.

Mpumeuanume. JonkHa 6biTb 06ecneyeHa KoppekTHas o6paboTka KoaoB Bo3BpaTa yHKkUu SSPI. MNpu
3TOM cneayeT yuuTbiBaTb, YTO TpebyeTca pasHas obpaboTka B 3aBUCMMOCTM OT TOrO, SABJISIETCA KOA
BO3BpaTa KOAOM YCMELWHOro BbiMNOSHEHNS DYHKLUMK, KOAOM He daTasbHOW owunbkn, He Tpebytowen
pa3pbliBa coeanMHeHusl, koaoM daTtanbHoM ownbkn, Tpebylowel paspbiBa coeamHeHns. Bee
HeobpabaTbiBaeMble KOAbI BO3BpaTa OWMOOK AOMKHbI NPUBOAUTL K paspbiBy COEANHEHUS.

8.5. 3aBeplueHune ceccuum
KoppekTHOe 3aBepLueHMe cecCMm OCYLLEeCTBSETCA Bbi30BOM pyHKuUmMn ApplyControlToken/

8.6. TpeboBaHus 6e30nacHOCTH

1. NpuMeHeHne MoayNs NOAAEPXKKN CETEBOIN ayTEHTUIMKAUMM A0MYCKAETCA TOSIbKO MPU UCMOMNb30BaHMM
OTKPbITbIX K/lOUel cepBepa U KMeHTa, cCepTUdOULNPOBAHHbLIX AOBEPEHHBIM LIEHTPOM cepTUdUKaLmm

2. MpunoxeHneM AoKHblI obecneynBaTbCsa NpoBepka cepTudukaToB B coobuieHmsax Certificate m
CertVerify, npoepka 12 6aiT B coobueHusx Finished knueHTa n cepsepa, ABASOWNXCA UMUTOBCTaBKaMmn
K MHdOpMaLumn BCero ananora KJnMeHT-cepBep B NpoLecce YCTaHOBIEHUSA CECCMU, KOHTPOJSIb COOTBETCTBMUS
nMeHn knneHTa (cepsepa) IP-agpecy, No KOTOPOMY yCTaHOB/IEHA CECCUS.

9. BctpanBaHune CK3UN Kpuntollpo CSP B npuknagHoe IO

Mpu BcTpamBaHnm CK3U KpunTtollpo CSP B npuknaaHoe nporpamMMmHoe obecneyeHmne A0MKHbI
BbINONHATLCS TpeboBaHus pasgena 7 aokymeHTa "XXTAM.00050-02 90 02. Kpuntollpo CSP. PykoBoacTteo
aaMuHUcTpaTopa 6e3onacHocTn. Obwas YacTb.

10. TpeboBaHUsa NO opraHM3ayNOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbLIM MepaM obecneyeHuns
skcnnyaTtaumm CK3U

[O/KHBI BbINOHATLCS TpeboBaHMS MO OpraHU3aLNMOHHO-TEXHUYECKUM U aAMUHUCTPATUBHbBIM MepaM
obecneueHnsa 6e3onacHocTn akcnnyaTtaumm CK3M B o6beme pasgena 12 pokymeHTa "XXTAM.00050-02 90
02. Kpuntolpo CSP. PykoBoacTBO aaMUHUCTpaTopa 6e3onacHocTm. O6was yacTb.

10.1. TpeboBaHusa no noakntoueHmnto CK3U ansa paboTol
no obLenoCTynHbIM KaHanaM nepegadvm AaHHbIX

Mpwu noakntodeHmm CK3U K 06LLe0CTyNHbIM KaHanamM nepeaaym AaHHbIX J0MKHA 6biTh obecneveHa
6e30nacHOCTb 3alMLLLEHHOM cBA3K. [PK 3TOM A0MKHbI ObITb ONpeaeneHsbl:
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o [opanoK nogkntoveHna CK3U K kKaHanam.
e BbiaeneHo MU0, OTBETCTBEHHOE 3a 6e30NacHOCTb PaboTbl Mo 06WeAoCTyNHbIM KaHalaMm.
e Pa3paboTaH TMNOBOW pernamMeHT 3aLlULLEHHOM CBA3M, BKAKOYAOLWMN:
- NONUTUKY 6E30MNaCHOCTU 3aLUMLLEHHOM CBA3M.
- LONYCTUMbIN COCTaB NPUKNAAHbIX NMPOrPaMMHbIX CPeACTB, AN KOTOPOro A0/KHO BbIiTh
nccnefoBaHo M 060CHOBAHO OTCYTCTBME HEraTUBHOIO BANAHUA Ha CK3WM no KaHany nepenayn AaHHbIX.
- nepeyeHb AOMNYCTUMbIX CETEBbIX MPOTOKO/OB.
- 3aWMTY CeTeBbIX COeAMHEHNN (MepeyeHb AOMYCTUMbIX CETEBbIX IKPAHOB).
- CUCTEMA M CPEeACTBA aHTUBUPYCHOM 3aLUNUTBI.

MNopaaok nogkntoueHna CK3M K KaHanam cBA3M f0MKeH BbITb onpesenieH sKCnayaTupytoLLei
opraHusaumen.
JMom, oTBETCTBEHHbIM 33 6e3omnacHocTb paboTbl CK3M no obuienocTynHbIM KaHasnam, Kak npasuo,
[ONIKeH bbITb aAMUHUCTPaTOP HesonacHoCTy.
MepeyeHb CTaHAAPTHBLIX NPOrPAaMMHbIX CPEACTB, NpUBeAEHHbIX B M. 11.5, MoXKeT BKAOYaTbCA
AOMMWHUCTPATOPOM B TUMOBOM perfameHT 6e3 npoBeLeHMA AOMNONHUTENbHbIX UccnenoBaHuiA. Mpu aTom
[LONMKHbBI BbINONHATLCA:

® CBOEBPEMEHHOE 0BHOB/MIEHME MPOrPaMMHbIX CPEeACTB, BKAKOYEHHDBIX B COCTaB pPeriaMeHTa.

® KOHTpO/b cpeabl GyHKLUMOHMpPoBaHMA CK3N.

e onpeaeneHue U KOHTPO/b 33 UCNO/Ib30BaHNEM CeTEBbIX MPOTOKOJIO0B.

e cobntoaeHue npasua nonbzoBaHusa CK3U u cpenoint dyHKkuMoHMpoBaHua CK3U.
Mpu ncnonb3zosaHum CK3U ¢ gpyrumm cTaHAapPTHLIMKW NPOrPaMMHbIMUM CPeaACTBAMMU, BO3MOXKHOCTb
noaxntoveHma CK3M Kk obwenocTynHbIM KaHalamM nepeaydm AaHHbIX A40XKHA 6bITb onpeaeneHa ToNbKo
nocse NpoBeAeHMA AOMNONHUTENbHbIX UCCNEA0BAHNMN C OLEHKON HEBO3MOXKHOCTM HEraTUBHOIO BAUAHUA
HapywmnTensa Ha dyHKLMOHUpPoBaHMe CK3U, ncnonb3yowero BO3MOXHOCTM 06LW,eA0CTYNHbIX KaHal0B.

11. TpeboBaHusa no 3awmnte ot HCA

CK3M KpunTtollpo CSP B BapuaHTe ucnonHenus 1 (ypoeHb 3awmtbl KC1) npu ycnoBum BbINON-HEHUS
TpeboBaHuin HacTosiwero PykosBoactea obecrneunBaoT 3aWwmMTy KOHMUAEHUMANbHOW MHGOpMaumn oT
BHELWHEro HapyLwuTens, CaMOCTOATEsIbHO OCYLLEeCTBASAIOLWEro co3gaHne MeTo40B M CPeAcTB peanmsaumm
aTak, a TakXXe CaMOCTOATENIbHO peanm3yroLero ataku.

CK3WM Kpuntollpo CSP B BapuaHTe ucnonHenus 2 (yposeHb 3awmtbl KC2) ¢ MAK 3awmtbl ot HCA “Cobonb”
nmbo “Akkopa AMA3” npn ycnoBuun BbINOSHEHMS HacTosIWwmMX MpaBun obecnednBatoT 3aWwmTy
KOHpUAEeHUMaNbHOM MHMOPMaUNM TakXKe OT BHYTPEHHEro HapyLWnTens, He ABASOLWErocs nojib3oBaTenem
CPeACTB BblYNCINTENBbHON TEXHMKKN, HA KOTOpbIX peann3oBaHbl CK3W u MK3W, camocTosATenbHO
OCYLLEeCTBNAKOLWEro Co34aHne MeToA0B M CPeAcCTB peanmsaumn atak, a TakXe CaMOCTOATENbHO
peanusyroLwero ataku.

3anpeuwaetcs ncnosnbloBaHne CK3U Kpuntolpo CSP B cnyyae obHapyXeHus oTkala obopyanoBaHus nunbo
nporpamMmHoro obecneverHus MAK 3awmtbl ot HCA.

11.1. OpraHnsaunoHHO-TeXHNYEeCKMne Mepbl 3awnTbl oT HC/,

[onxeH 6bITb peann3oBaH CleayowWwmnii KOMMNIEKC OPraHN3aLMOHHO-TEXHUYECKMUX Mep 3almTel oT HCA:

1. B cucTeMe perucTpupyeTcs oAvH Nofib3oBaTeNb C MMeHeM root, o61aaalowWwnin npasamu
aAMUHUCTPATOpa, Ha KOTOPOro Bo3naraetcs 0693aHHOCTb KoHpuUrypuposaTb OC Windows
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2000/XP/2003/Vista/2008/7/2008R2, HacTpamBaTb 6e3onacHocTb OC, a Takxe KoHpurypuposatb MN3BM,
Ha KoTopyto yctaHoBneHa OC Windows.

2. [ns agMWHWUCTpAaTOpa BblIBMPAETCA HaAEXHbI Maposib BXOAa B CUCTEMY, YAOBNETBOPSAIOLLMIA
crneaywLlmMm TpeboBaHMAM: A/iMHa Naposs He MeHee 6 CMMBOJIOB, CpeAn CMMBOJIOB Maposis BCTPeYaTCs
3arnaBHble CUMBOJIbI, MPOMUCHbIE CUMBOSbI, UMDPLI U CNeLManbHble CUMBOJbI, CPOK CMEHbI Maposis He
pexe 04HOro pasa B Mecsl, AOCTYN K Maposto AosXeH 6biTb o6ecrneyeH To/bKo Mosb3oBaTento root.

3. Bcem nonb3oBaTtensam, 3apermctpupoBaHHbiM B OC
Windows 2000/XP/2003/Vista/2008/7/2008R2, agMMHUCTpaTOp B COOTBETCTBUM C MOSIUTUKOM
6e30MacHOCTH, NPUHATON B OpraHu3aumun, 4aeT MMHMMaNbHO BO3MOXHbIE AJ1 HOpManbHOM paboTbl
npaea. Kaxabiit nonb3osatesib OC Windows 2000/XP/2003/Vista/2008/7/2008R2, He siBnstoWwmMnca
aAMUHUCTPATOPOM, MOXET MpoCMaTpMBaTb MU peAaKTUpPOBaTb TOJIbKO CBOM YCTAHOBKM B paMKax npas
AOCTyrna, Ha3Ha4YeHHbIX eMy aAMUHUCTPATOPOM.

4. Ha koMnbloTepe yCTaHaBnmnBaeTcsa Tosibko ogHa OC Windows
2000/XP/2003/Vista/2008/7/2008R2. He ncnonb3ytoT HeCTaHAAPTHbIE, N3MEHEHHbIE UM OTNAA0YHbIE
Bepcum OC Windows 2000/XP/2003/Vista/2008/7/2008R2 Takue, Hanpumep, kak Debug/Checked Build.
Ha Bcex HDD pgomxHa 6bITb ycTaHoBfeHa darnoBas cucrtema NTFS.

5. MpaBa goctyna k katanoram %Systemroot%\System32\ Config,

% Systemroot%\System32\SPOOL, %Systemroot%\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,
%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe ¢daiinam boot.ini, autoexec.bat,
config.sys, ntdetect.com u ntldr gonxHbl 6bITb YCTaHOBNEHBI B COOTBETCTBUM C NOIUTUKOMN 6e30MacHOCTH,
NPUHATON B OpraHu3aumu.

6. [onxHbl 6bITb YCTAHOB/IEHbI OFPaHMYEHNA Ha AOCTYN MoJjib3oBaTesiel K CACTEMHOMY peecTpy B
COOTBETCTBUM C MPUHSATOMN B OpraHMsaumm nonutukon 6esonacHocTn, 4to peanmsyeTca npu nomowmn ACL
WU YCTaHOBKOW npas AocTyna npu Hanuume NTFS.

7. [JonxHa 6biTb MCKNOYEHA BO3MOXHOCTb yAaJleHHOr0 pefakTMpOBaHMS CUCTEMHOIO peecTpa.

8. [omxHa 6biTb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB 1 NOTOKOB B
COOTBETCTBUM C TpeboBaHNAMK 6€30MacHOCTN BCEN CUCTEMbI B LLeSIOM.

9. Ecnu HeT Heo6x0AMMOCTU, He cneayeT UCnofb3oBaTb NpoTokon SMB. B cnyyae
Heo6xo0AMMOCTM MCNob30BaHMsA npoTokona SMB napameTpbl EnableSecuritySignature (REG_DWORD) u
RequareSecuritySignature(REG_DWORD) B kntode HKLM\System\CurrentControlSet
\Services\LanManServer\Parametrs nomxHbl 6bITb YCTAHOB/EHbI CO 3HAa4YeHUsAMHU 1.

10. Y rpynnbl Everyone fosmxHbl 6bITb YAaneHbl BCe NpUBUAETnN.
11. [JdonxeH 6biTb NepeMMeHOBaH Nofb3oBaTenb Administrator.
12. [onxHa 6bITb OTK/IOUEHA YYeTHas 3anucb Ans roctesoro sxoaa (Guest).

13. [JonxHO 6biTb UCKIIOYEHO UCMOJIb30BaHME pPEXMMA aBTOMAaTUUECKOro Bxoda Nnosib30BaTens B
onepaLMoHHY0 CUCTEMY MpPU ee 3arpyske.

14. [omkHo GbITb OrpaHNYEHO C Y4eTOM BbiGpaHHO B opraHvM3auum nonuTuku 6e3onacHoCcTv Ucnonb3oBaHue
nonb3oBaTensimu cepsuca Sheduler.

15. [onxeH 6biTb OTKNOYEH cepBmuc DCOM.
16. [osKHbl 6bITb OTK/IIOUYEHBI CETEBLIE MPOTOKOJ1bl, HE NCNOSIb3YEMbIE Ha AaHHOM NMOBM.\

17. B cnyyae nogkntoyvenums NIBM c yctaHoBneHHbIM CK3U K 06LWenoCcTynHbIM CETIM Nepeaaym
AaHHbIX A0MXKHO BbITb UCKIOYEHO ucnonb3oBaHme JavaScript, VBScript, ActiveX n gpyrux nporpaMMHbIX
061HEKTOB, 3arpyXaeMbix U3 CeTu.

18. ﬂ,OJ‘I)KHa 6bITb UCK/IIOYEHA BO3MOXHOCTb CETEBOIO aAMUHUCTPUPOBaAHNA OANA BCEX, BKJIIOYaAA
rpynny Administrators.

19. [donxeH 6bITb 3aKpbIT 4OCTYMN KO BCEM HE UCMOJIb3yEMbIM MOPTaM.
20. JonxHbl BKIOUYATbCA GUNBLTPLI Maposiei, ycTaHaBAMBaEMble BMECTE C MaKeTaMu 06HOBNEHN
OC Windows 2000/XP/2003/Vista/2008/7/2008R2.
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21. JomxHbl 6bITb UCKHOYEHBI UCNOSTHEHWE N OTKPbITUE (haltNoB, NOJYYEHHbIX U3 06LLEA0CTYMHbIX
ceTel nepenayum AaHHbIX, 6€3 NpoBeAEHNS COOTBETCTBYIOWMX MPOBEPOK Ha NPeaMeT CoAepXaHUsl B HUX
NMporpaMMHbIX 3aK/1la4oK U BMPYCOB.

22. [omxHbl 6bITb yaaneHbl Bce obwmne pecypchbl Ha NM3BM c yctaHoBneHHbIM CK3U «KpunTtollpo
CSP» (B TOM 4yucne 1 co3gaBaeMbie MO yMON4YaHuio npu yctaHoeke OC Windows
2000/XP/2003/Vista/2008/7/2008R2), koTopble HE ncnonb3ytoTcs. MNpaBa A0OCTyNa K MCMOJIb3YEMbIM
obLWwmM pecypcaM A0sKHbI 6bITb 3a4aHbl B COOTBETCTBUM C NOJIMTUKOM 6€30MacHOCTM MPUHSATON B
opraHusauuu.

23. Tocne ycTaHOBKM onepaunoHHON cucteMbl M3 katanora %Systemroot%\System32\Config
[osxkeH 6bITb yaaneH garin sam.sav.

24. [OXHbl NCNONb30BaTbCa Hanboree 3almLLEeHHbIE NPOTOKOJIbl ayTeHTUhUKALNK,
peann3oBaHHble B Windows 2000/XP/2003/Vista/2008/7/2008R2, ecnn dyHkunoHnposaHne CK3U He
npenycMaTpuMBaeT NpUMEHEHNE APYrnX NPOTOKOMOB.

25. 1o BO3MOXHOCTU CrieayeT NpUMEHSTb CaMble cuiibHble WabnoHbl 6e3onacHocTn (Templates).
26. [osmkHa 6biTb paspaboTaHa cMCTEMa Ha3HAYEeHUS U CMEHbI Naposien.

27. [OomkHO 6bITb 3anpeLleHo Ncnosib3oBaHne GyHKLUMN pe3epBHOro kKonmposaHus naponen (OC
Windows XP).

28. [0/XHbl 6bITb OTK/IHOYEHbI PEXMMbI 0TOBpaXKeHUs OKHa BCEX 3aperncTpmpoBaHHbIX Ha M2BM
nonb3oBartenen n bbICTporo nepekntoveHns nonb3osartener (OC Windows XP).

29. [omxHa 6bITb OTK/IOYEHA BO3MOXHOCTb yAaJ€HHOro agMUHUCTpUpoBaHusa MN3BM c
ycTaHoBneHHbIM CK3U «Kpuntolpo CSP». (OC Windows XP).

30. dAonkHO 6bITb OrpaHMYEHO KOTMYECTBO HeyAauHbIX MOMbITOK BXOAa B CUCTEMY, B
COOTBETCTBME C NONUTUKOM 6e30MacHOCTU, NPUHATON B OpraHmM3aumn. PekomeHayeTcs 610KMpoBaTh
CUCTEMY Moc/ie Tpex HeyauHbIX NomnbITOK.

31. JommKHbl MCNOMb30BaTLCSA CUCTEMA ayAMTa B COOTBETCTBUE C NMOMUTMKOM 6e30nacHoCTy,
NMPUHATON B OpraHu3auunun, U opraHn3oBaH perynsapHbIi aHanu3 pesynbLTaToB ayauTa.
32. JlonmkeH NpoBOAUTLCS PErynsipHbiii MPOCMOTP COOBLLEHNI B XypHane cobbiTuit Event viewer.

33. OC Windows 2000/XP/2003/Vista/2008/7/2008R2 gomxHa 6bIiTb HaCTpoeHa Ha 3aBepLUEHME
paboTbl Npy NepenosIHEHUN XypHana ayauTa.

34. [omxHa 6bITb obecnedeHa HEBO3MOXHOCTb Mogndmkaunm OC Windows
2000/XP/2003/Vista/2008 yepe3 obwenocTynHbie KaHanbl nepegaydn gaHHbix (Windows Update, Remote
Assistance, v T.n.).

35. Mocne unHctannsauum OC Windows 2000/XP/2003/Vista/2008/7/2008R2 pnosxeH 6bITb
YCTaHOBMEH nocneaHnin oduumnanbHbii Service Pack oT ¢pupmbl Microsoft, cylecTsyowmin Ha MOMeHT
yctaHoBkn OC Windows 2000/XP/2003/Vista/2008.

36. [omxHbl MCnonb3oBaTbCs noanucaHHble gpansepsbl. (ans OC Windows 2000/XP).

37. Ha Bce anpekTopun, coaepxalime cucteMHble dannsl Windows 1 nporpamMmmbl U3 KOMMNIeEKTa
CK3W, ponxHbl 6bITb yCTaHOB/EHbI NMpaBa AOCTyNa, 3anpeLaiLme 3annucb BCEM MNosib3oBaTeNsaM, KpoMe
AamumHuctpatopa (Administrator), Cospatens/Bnagensua (Creator/Owner) n Cuctembl (System).

38. [osmkHa 6bITb UCKIOYEHA BO3MOXHOCTb CO34aHNSA aBapuHOro gaMna onepaTMBHON NamsaTH,
TaK KakK OH MOXeT coAepxaTb KpunTorpadmnyeckn onacHyo nHdopMaumio.

11.2.HacTponka cuctemHoro peectpa OC Windows
2000/XP/2003/Vista/2008/7/2008R2 npu yctaHoBke CK3U

Ha NM3BM ¢ OC Windows 2000/XP/2003/Vista/2008/7/2008R2 npwn yctaHoBke CK3W Heobxoanmo
NpoOBEeCTU HACTPONKY CUCTEMHOIMO peecTpa:
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- B knoye HKLM\System\CurrentControlSet\Control\LSA, ycTaHOBUTb napamMeTp
RestrictAnonymous (REG_DWORD) co 3HaueHneM 1 ansa uckatodeHmns aocTyrna aHOHUMHOIo Nnosb3oBaTens
(null-session) k cNWCKy pasaenseMbix pecypcoB, a TakxXe AN UCKIOYEHMS 4OCTyNna K COAEPXKUMOMY
CUCTEMHOrO peecTpa;

- 011 UCKJTI0YEHNS yTeYKM MHpopMaumn Npu nepegade AaHHbIX MO UMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSSyaanutb nms SPOOLSS u3 knto4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntoye HKLM\System\CurrentControlSet\Services\ LanManServer\Parameters yctaHOBUTb
napametpbl AutoShareWks n AutoShareServer, nmetowue tnn REG_DWORD, co 3HaueHuem 0 ans 3anpeTta
aBTOMaTM4eCKOro CO34aHNS CKPbITbIX COBMECTHbIX pecypCcoB;

- B kntoye HKLM\Software\Microsoft\WindowsNT\ CurrentVersion\Winlogon yctaHOBUTb NnapameTp
CashedLogonCount (REG_DWORD) co 3HaueHneM 0 Ansi OTK/IOUYEHMS KILWMPOBaHMS Naponen nocnegHnx
LEeCsTM nofb3oBaTenen, Boweawmx B CUCTEMY;

- B ktoye HKLM\System\CurrentControlSet\Services\Eventlog\ <LogName> (LogName - nms
XXYpHana Ana KOToporo cneayet orpaHUuYnTb AOCTYN Mofb3oBaTensM rpynnbl Everyone) yctaHOBUTD
napameTp RestrictGuestAccess (REG_DWORD) co 3HayeHmeM 1 ans UCKIOYEHUS A4OCTyna rpynmbl
Everyone K CUCTEMHOMY XYpHany u XXypHany NpuUIoXeHUn;

- B kntoye HKLM\System\CurrentControlSet\Control\ SessionManager\MemoryManagment
yctaHoBuTb NapameTp ClearPageFileAtShutDown (REG_DWORD) co 3HadeHueM 1 ons BKIOYEHUS
MexaHu3Ma 3aTupaHus ainna NoaKayvykm npu nepesarpyske;

- B kntoye HKLM\System\CurrentControlSet\Control\SecurePipeServers\ yctaHoBUTb B
COOTBETCTBUM C MOANTMKON 6€30NaCcHOCTM NPUHSATON B OpraHM3aumMn paspeLlleHns Ha 4OCTyn K napameTpy
winreg Ansa orpaHnM4yeHus yaaneHHoro A4oCcTyna K peecTtpy;

- B kntoye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ Winlogon\ yctaHOBUTb
napameTp AllocateFloppies (REG_SZ) co 3HaueHneM 1 Ans UCKNoYeHUs napaniesbHoOro Ncnosib3oBaHms
AMCKoBOAA ANa rMbKnx ANCKOB;

- B kitoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBuTb napameTp AuditBaseObjects
(REG_DWORD) co 3HauyeHueM 1 ansa BKIOYEHUS ayanTa Ha 6a30Bble 06BEKTbI CUCTEMBI;

- B kntoye HKLM\System\CurrentControlSet\Control\Lsa yctaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) co 3HauyeHueM 1 Ans BKIOYEHUS ayauTa NPpUBUNETrnii;

- AN UCKIIOYEHUs nepejaym naposis nonb3oBaTenen No cetu B oTKpbiToM Buae (OC Windows
2000/XP) B kntoue HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters ycTtaHoBuTb
napametp EnablePlainTextPassword (REG_DWORD) co 3HayeHuem 0.

11.3. Ncnonb3oBaHne CK3U co ctaHAApPTHLIMU MPOrpamMMHbIMU
cpeacrsammn COK

MporpamMmMHoe obecneyeHne CK3U XKTAN.00050-02 no3BoasieT MCNOb30BaTh POCCUICKNE
Kpuntorpaduyeckne anroputMmbl n ceptudukaTbl OTKPbITbIX Kntoven ctaHgapta X.509 ¢ pasnnyHbiM
nporpaMMHbIM obecrnedeHmnem Microsoft:

e LleHTp Ceptndumkauunm - Microsoft Certification Authority, Bxoaawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2.

e DnekTpoHHas noyta - MS Outlook (Office 2007, Office 2003, Office XP, Office 2000).

e DnekTpoHHas noudta - Microsoft Outlook Express B coctaBe Internet Explorer.

e Microsoft Word, Excel, Info Path n3 cocrtasa Microsoft Office 2003, 2007.

e CpeacrtBa KoHTpons uenoctHoctn MO, pacnpocTpaHsieMoro no cetn - Microsoft Authenticode.

e Cnyx6bl TepMuHanoB ana Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (Bkatoyas w3 cnyxb TepMnHanos).
e 3awwuta TCP/IP coeanHeHuir B cetn WHTepHeT - npoTtokon TLS/SSL npu B3aumomencremm
Internet Explorer - web-cepBep IIS, TLS-cepBep, TLS-knueHT (IE).
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SQL-cepsep.

ISA cepsep.

Cepsep TepMuHanoB un knueHT (RDP).

CpeanctBa dyHKUMOHUpPOBaHMA KoMmnnekca paspabotkm 000 «KPUMTO-MPO»

KpunTto-Tpo YU 1.4, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnnenTt Kpuntollpo HSM.

CK3M XTAN.00050-02 npun dyHKUMOHUpPOBaHUM noA yrnpasrieHnem OC Windows MoxeT
MCNONb30BaTbCsA C AOMNOSIHUTENbHBIMU MPOrPpaMMHbLIMU CPeACTBaMN 3aLUMUThI:

XTAN.00032-01 30 01. KpunTtollpo Winlogon. CpeacTBO ceTeBOM ayTeHTUdMKaLMW.
XTAN.00051-01 30 01. KpunTtollpo EFS. CpeactBo xpaHeHUs KOHdUAEHUNANbHON MHDOpMaLmK.

11.4. TpeboBaHusa no noakntodeHnto CK3U ana pabotol
no obLeaoCTynHbIM KaHanaM nepegayvn AaHHbIX

Mpu noakntoyeHnm CK3U K 06wenocTynHbIM KaHanam nepegayn AaHHbIX A0KHa 6bITb obecneyeHa
6€30MacHOCTb 3alUMLLEHHOM cBA3U. [pKn 3TOM A0/IKHbI ObITb ONpeaeneHsbl:
e [lopagok nogkntodyeHna CK3U K KaHanam.
e BblaeneHo nMLo, OTBETCTBEHHOE 33 6e30MacHOCTb PaboTbl NO 06WEAOCTYNHBIM KaHaNaM.
e Pa3paboTaH TMNOBOM pernameHT 3aLLMLLEHHON CBA3M, BK/IOYAIOLLNIAL
- MOIMTUKY 6€30MNacCHOCTU 3aLLUMLLEHHOW CBA3M.
- 4OMYCTUMbIN COCTaB NPUKAAAHbIX MPOrPamMMHbIX CPeACTB, 418 KOTOPOro A0MXHO bbITb UCCNea0BaHO U
060CHOBaHO OTCyTCTBME HEeratMBHoro BanAHUA Ha CK3U no kaHany nepegayn AaHHbIX.
- nepeyeHb AONYCTUMbIX CETEBbIX MPOTOKO/O0B.
- 3alUUTY CeTEBbIX COEANHEHNI (NepeYeHb A0MYCTUMbIX CETEBbIX 3KPaHOB).
- cMcTema M cpeacTBa aHTUBUPYCHOM 3aLLUUTbI.

MNopaaok nogknoueHna CK3M K KaHanam cBA3m foMKeH BbITb onpeaeneH sKCnayaTMpytoLein opraHmsaumen.

/oM, OTBETCTBEHHbIM 33 6e3onacHocTb paboTbl CK3M no obuienocTynHbIM KaHanam, Kak npasuo,
[ONXKEH ObITb aAMUHUCTPaATOP HesonacHoCcTH.

MepeyeHb CTAaHAAPTHBIX NPOrPAMMHbIX CPeACTB, NpUBeAeHHbIX B N. 10.3, MOXKET BKAOYATLCA
aAMMHUCTPATOPOM B TUMOBOM pernameHT 6e3 nposeseHUs A0NOAHUTENbHbIX UCCNef0BaHUMI. [pU 3TOM LONKHbI
BbINOJIHATLCA:

® CBOEBpPeEMEHHOe OOHOB/IEHME MPOrpamMMHbIX CPEACTB, BKAOYEHHbIX B COCTaB perfiaMmeHTa.

® KOHTpO/b cpeabl GyHKLUMOHMpPoBaHMA CK3N.

e onpeaeneHve U KOHTPO/b 3a UCMOJ/Ib30BAHUEM CETEBbLIX MPOTOKONOB.

e cobnoaeHne npasua nonb3oBaHusa CK3U n cpepoit pyHKUMOHMpOoBaHUS CK3N.

Mpun ncnonbsosaHmm CK3U ¢ apyrMmm cTaHAaPTHBIMM NPOrPaMMHbBIMWU CPeaCTBaMMU, BOSMOMXKHOCTb
nogkntodeHma CK3U K obLenocTynHbIM KaHalaM nepeaydm AaHHbIX A0XKHA 6bITb onpeaeneHa To/bKO nocne
NpoBeAeHNA AONONHUTENbHbIX UCCNeL0BAHUM C OLLEHKOW HEBO3MOXKHOCTU HEFAaTUBHOMO BAMAHUA HapyLIMTeNa Ha
byHKUMOHUpoBaHMe CK3U, ucnonbsyroLLero BO3MOXHOCTH 06LLef0CTyMNHbIX KaHanoB.

12. TpeboBaHusa No KpunTorpaduyeckon sawmTe

[Oo/MKHbI BbINONHATLCA TpeboBaHMUS No KpunTorpadmuyeckon 3awmte pasgena 12 AoKyMeHTa
XXTAN.00050-02 90 02 B yacTu, kacawuwenca OC Windows.

lMepen HayanoMm pa6OTbI AOoNXKeH 6bITb npoeeageH KOHTPOJIb LLEJTOCTHOCTH.
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KOHTponeM LenoCcTHOCTU A0MXHbl 6biTb OXBadeHbl alinbl:

Windows 2000/XP/2003 32-bit:

accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpcspi.dll, cpespr.dll, cpdrvlib.sys, cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpMSO.dll, cpmssign.dll,
cpoutlm.dll, cprastls.dll, cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll,
cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll,
etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, jcard.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll,
wipefile.exe, cpocsp.dll, cpssl.dll, cpsspap.dll.

JononHUTENbHO NO YPOBHIO 3awmnTbl KC2

cpcspi2.dll

JononnutenbHo ana Windows Vista/7/2008/2008r2

cpeng.dll, cpenroll.dll, cpksp.sys.

Windows 2003 Itanium (x86)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dll, cpcspr.dll, cpExSec.dll,
cpext.dll, cpintco.dll, cpMSO.dll, cpmssign.dll, cpoutim.dll, cprastls.dll, cprdr.dll, cprndm.dll, CProCtrl.sys,
cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe,
detoured.dll, dsrf.dll, emv.dll, fat12.dll, genkpim.exe, jcard.dll, pcsc.dll, reg.dll, ric.dll, snet.dll,
wipefile.exe.

Windows 2003 Itanium (ia64)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dll, cpcspr.dll, cpdrvlib.sys,
cpext.dll, cpintco.dll, cpmssign.dll, cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll, cpsuprt.dll, cpui.dll,
cpverify.exe, cpwinet.dll, csptest.exe, detoured.dll, dsrf.dll, emv.dll, fat12.dll, pcsc.dll, reg.dll, ric.dll,
snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll, cpsspap.dll.

JononHntenbHO No ypoBHIO 3awmnTbl KC2
cpcspi2.dll

Windows XP/2003 64-bit (x86)

accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcrypt.dll, cpcsp.dll, cpcspi.dll, cpcspr.dll,
cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpMSO.dll, cpmssign.dll, cpoutlm.dll, cprastls.dll, cprdr.dll,
cprndm.dll, cpschan.dll, cpssisdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll,
csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, etok.dll, fat12.dll, genkpim.exe,
inpaspot.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll,
cpsspap.dll.

JononHuTtenbHo ana Windows Vista/7/2008/2008r2

cpeng.dll, cpenroll.dll.

Windows XP/2003 64-bit (amd64)

accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpcspi.dll, cpespr.dll, cpdrvlib.sys, cpext.dll, cpintco.dll, cpkrb.dll, cpmssign.dll, cprastls.dll, cprdr.dll,
cprndm.dll, CProCtrl.sys, cpschan.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, csptest.exe,
dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, etok.dll, fat12.dll, inpaspot.dll, pcsc.dll, reg.dll,
ric.dll, rtsup.dll, sable.dll, snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll, cpsspap.dll.

JononHnTenbHO No ypoBHIO 3awmTbl KC2

cpcspi2.dll
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JononnHuntenbHo ana Windows Vista/7/2008/2008r2
cpeng.dll, cpenroll.dll, cpksp.sys
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHuns

Moaynb cpverify.exe no3BonsieT oCyLWEeCcTBASTb KOHTPOJIb LEe/IOCTHOCTU YCTAaHOBJ/IEHHOIO NPOrpamMMHOro
obecneveHns. KOHTpoOnb LLeNoCTHOCTU hannoB OCyLLEeCTBASETCS Npu 3arpy3ke danna Ha ucrnonHeHue (u
nepmoanYecKkn BO BPeMS BbINOSIHEHWUS) UM NPU PYYHOM 3arnycke NporpamMMbl KOHTPOJIS LLe/IOCTHOCTU (CM.
OnuUMI0 —rV HUXE).

Mpy NoMoLLM MepeYMCNEHHbIX HUXE ONuuii MoayNb cpverify.exe MoXeT 6bITb MCMOIb30BaH AN
CNeayolMX KOHTPOSIbHbIX Lienei:

e cpverify —r2x out_file [xmlcatname] - ¢dopmunposaHue xml-danna c umeHem out_file,
copepiKallero Cnucok Gannos, HaxoasWwmMXcs B katanore xmlcatname nog KOHTposeMm
LEeNoCTHOCTH;

e cpverify —x2r in_file [xmlcatname] - ycTaHOBneHWe No4 KOHTPOJb LEeNoCTHOCTM dhainnos
n3 katanora xmlcatname, nepeuncneHHolx B xml-danne c umeHem in_file;

e cpverify —xv in_file [xmlcatname] - npoBepka LenoCcTHOCT (hakiaoB 13 KaTanora
xmlcatname, nepeuyncneHHolx B xml-danne c umeHem in_file;

e cpverify —rv [xmlcatname] - npoBepka LenocTHOCTM dainoB U3 Katanora xmlcatname;

e cpverify —xm in_file out_file [xmlcathname] - BblYncneHune 3HayeHus xew-PyHKUMU ans
Kaxxaoro u3 arnos, coaepxalmnxcsa B katanore xmlcatname un nepeymcneHHbix B xml-
danne c umenem in_file, n 3anncb Nony4YeHHbIX 3Ha4YeHn B xml-cdann c umeHem out_file.
Tekyllee 3Ha4yeHMe xew-@PyHKLMA NpU 3TOM 3aMeHSeTCA Ha BHOBb NMNOCYUTAHHOE.

e cpverify —rm [xmlcatname] - BbluMcneHmne 3HadeHns Xew-HyHKUMN 4759 Kaxaoro 13
darinos, cogepxawmxcs B katanore xmlcatname. Tekyuiee 3HadYeHne xelw-pyHKLUMA npu
3TOM 3aMEHSIETCS Ha BHOBb MOCYMTaHHOE.

e cpverify —d [catname] - yaaneHune Katasora catname 13 Cnucka KOHTpAUPYeMbIX
dannos.

e cpverify —mk filename — BbluncneHne 3HauyeHns xew-MPyHKuMm ana danna ¢ UMeHeM
filename.

e B0 Bcex nepeyncneHHbIX Bbille c/yyasax, ec/iv He ykasaHo uMa Katanora xmlcatname, 1o
NpUHUMaeTCcs UM KaTaslora cpcsp, UCNoJsIb3yeMOe CSP AJ19 KOHTPOA LEeNOoCTHOCTH
BXOAALMX B €ro coctaB Mmoaynein. CNMCoK KOHTPONMpPYyeMbIX MOAYNEN 3aBUCUT OT
WCMOJIHEHMS N MOXET 6bITb MosTydYeH npu nomowm KoMaHabl cpverify —r2x in_file cpcsp.

[ns Toro, 4to6bl MOCTAaBUTL MOA KOHTPOJIb LIEMIOCTHOCTU YCTaHOBJIEHHOE NMporpaMMHoe obecrneyeHue,
HY>XHO BbINOJIHUTL C/IEAYIOLLYH0 NOCNeA0BaTENbHOCTb AeNCTBMIA:

1. CospgaTtb xml-anin, cogepxalwmin CNMMCOK yCTaHaBIMBAEMbIX N0 KOHTPO/b LLeSIOCTHOCTHU
darinos. JaHHbI xml-dalin 4oNXKeH UMETb CIeAyoLWyo CTPYKTYpPY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
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</CProlntegrity>

2. 3anyctutb moaynb cpverify —xm in_file out_file TestControl, yka3aB B KayecTse
napametpa in_file nmsa cosgaHHoro xml-daina. Pesynbtatom paboTtbl Mmoaynsa éyaer
aBnaTbCca xml-dann ¢ umeHem out_file, cogepxalimii BbIUMCNEHHbIE 3HAYEHUS Xell-
dyHKUMM Ansa nepeyuncneHHolx B in_file dannos 1 uMeowmnin cneayowyo CTPYKTYpY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948C0OBF6D5DD153D255FE86</Tag>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCD8EO07B1D7A7D6</Tag>
</entry>
</catalog>
</CProlntegrity>

3. YCTaHOBMUTb NOA KOHTPOJb LIeNOCTHOCTM halbl, ANns KOTOpbIX 66110 BbIYNCAEHO 3HAYEHNEe
xew-dyHKUMK, ncnonb3ys moaynb cpverify —x2r in_file TestControl, roe napamMeTpom
in_file agnaetca xml-daiin, Nony4YeHHbI B pe3ynbTaTe BblYMCIEHNSA 3HAUYEHNS XeLl-
PYyHKUMN B NYHKTE 2.

MpunoxeHune 2. Cnyxbbl cepTudmkaumm ornepaunoHHOM
cuctembl Windows

Beaywune Mnposble NpomM3BoaMTENN CUCTEMHOIO U MPUKIAAHOIo NporpaMMHoOro obecrnevyeHus akTMBHO
WHTErpupyroT peLlleHmnsl, OCHOBaHHble Ha MHMpacTpyKType OTKPbITbIX KtoYelk B oOnepaunoHHbIe CUCTEMbI U
NpUNoXeHns. ApKuM NpuUMepomM siBnseTcs onepaunoHHas cuctema Windows, NosIHOCTbIO
noaaepxusarowaa NOK.

B onepaumoHHoi cucteme Microsoft Windows B nonHom obbeme peanusoBaHa MIH@pacTpyKTypa OTKPbITbIX
KNoYen. DTa MH@paACTpyKTypa npeacTaBnseT cobon MHTerpupoBaHHbIi Habop cnyxb n cpeacts
AAMUHUCTPMPOBAHMS ANa CO34aHUSA U pa3BepTbiBaHWUS NPUIOXKEHNN, NMPUMEHSIOWMX KpunTorpaduio ¢
OTKPbITbIMW KJllOYaMK, @ TakXe ANSA YrpaBJeHUs MU,

NHdpacTpyKTypa OTKpPbIThIX K/KOYEN npeanosiaraeT nepapxnuyeckyo MoLesb NOCTPOEHUS LLIEHTPOB
ceptndukaumnm. Takass mogenb obecneumBaeT MacwTabupyemocTb, yA06CTBO aAMUHUCTPUPOBAHUS U
COrylacoBaHHOCTb C PacTyLUMM YMC/IOM NPOAYKTOB U LEeHTpoB cepTudmnkaumn. MNMpocreiwas popma nepapxum
COCTOMUT M3 OAHOrO LleHTpa cepTudmrKauum, a B obieM cryyae — U3 MHOXEeCTBa C SIBHO onpeaesieHHbIMU
OTHOLLUEHUSAMU POAUTENBbCKUN-A0YEPHUN.

MHdpacTpyKTypa OTKPbITbIX K/THOYEN, peanm3oBaHHas B onepaumoHHon cucteme Microsoft Windows
2000/2003 nonHOCTbIO NoAAEPXUBAET U MO3BOMSET CO34aTb MepapXmMYecKyto Modesb LEHTPOB
cepTudmKkauunm.
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Mssumg CA
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Issuing CA
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Issuing CA L] user
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A "L YR

B coctaB cnyx6 ceptudunkaumnm onepaumoHHon cuctembl Windows 2000 BxoasiT cneayowme cnyxbbl n
KOMMOHEHTbI.

CepBuc cepTudukaumm

Cepsuc cepTudukaumm npeaocraBnsieT Habop cnyx6 Ans BbiMycka, ynpasBieHUs 1 UCMOMb30BaHUs
cepTUMdOUKATOB OTKPbITbIX KHOYEN B 3aLUMLLEHHbBIX TEXHOIOMUAX U NPUIOXKEHUAX, ncnonb3ytowmx NOK.
CepBuc cepTndunkaumm BbIMOSHAET OCHOBHYH POJib B yNpaBrieHUM 6e30MacHOCTbI0 TEXHOIOTUIA U
NpuUIoXeHUn n obecneymsaeT NpoLecc AOCTOBEPHOIO U KOHdUAEHUMAaNbHOro obMeHa nHdopmauuen.

KoHconb LeHTpa cepTudukaumm

KoHconb LeHTpa cepTudmkaumm asnaetTcs pabounm MectoM agMUHUCTpaTopa 6e30MacHoCTH,
NMo3BOMAKLNM YNPaBAATh cepTUduKaTamMm OTKPbIThIX KHOUei.
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{&3 Certification Authority

J Action  Yiew “ " o= | | | B

Tree I Request ID | Requester Name | Binary Certificate | Serial Wumber | Certificate EFFE:I

3 Certiication Authority (Local) Elzs04 WAMATUSR P e BEGIN CERTL.. 3sfa2cld0n.. 17.04.2002 18

= CP CoP Test CA Elzsos WWWAILSR Py -] BEGIM CERTL., 4lefradalin.,, 18.04,2002 7:f
[ Revoked Cartificates =l s WWWATLUSR P - BEGIN CERTL.. <29c6fd3000...  18.04.2002 11

25 Issued Certificates Elzs07 WWWIILUSR_Fd - BEGIM CERTL.. <429dS4f2000... 18.04.2002 11
[Z3 Pending Requests Elzs0s WWWIILSR_F - BEGIM CERTL.. <2dcddds000.,,  18.04.2002 12
(2 Failed Requests Elzs00 WWAILSR P - BEGIM CERTL.. 42£327d4000... 18.04.2002 12

Elzsin WWMATLSR P ] BEGIM CERTIL... 42e37ccb000... 18.04.2002 12
Elzs11 WWWWATLSR P el BEGIM CERTL... 42esflcc000...  18.04,2002 12
Elzsiz WWMATLSR P ] BEGIM CERTL... 42f7e89f000... 18.04.2002 12
Elzs1a WWWWATLSR P el BEGIM CERTL... 437fF3cf0000.., 18.04,2002 15
Elzs14 WWMATLSR P ] BEGIM CERTIL... 438b5429000... 18.04.2002 15
Elzs15 WWWWATLSR P el BEGIM CERTL... 033d9c95000.., 19.04,2002 14
Elzs1a WWWWATLSR P el BEGIM CERTIL... 0360c51a000...  19.04,2002 15
Elzsi7 WWMATLSR P ] BEGIM CERTL... 039cb262000.,. 19.04,2002 16
Elzs1a WWWWATLSR P el BEGIM CERTL... 03bfbeda000... 19.04,2002 16

EGIM CERTIL... 0389c496000.., 19.04,2002 17
aIM CERTIL..., 0447bale ]

Elzsio WWWATUSR_Fin
]

19 9

J|
| |

CpeacTBa pacwmpeHmsa @yHKUMOHANbHOCTU cepBuca cepTuduKalmm

CpefacTBa paclumpeHust hyHKLMOHANbHOCTU cepBUca cepTUdMKaLMmn NpeaocTaBnsioT Habop METOAOB,
NO3BONSALWMX U3MEHSATb U pa3BMBaTh QYHKLMOHANLHOCTb CTAHAAPTHOIO cepBuca cepTudmKaumm ans
YAOBNETBOPEHUS NOTPEGHOCTM KOHKPETHOM MPUKAALHON CUCTEMBI MU TEXHOMOMMU. STU CPeACTBa
MO3BOMSAT UHTEMPUPOBATL CEPBUCA CEPTUDUKALMN C PA3NINYHBIMU CETEBLIMW CMPABOYHUKAMM U
NpunoXeHmMaMu, GopMMpoBaTb COCTaB CeEPTUdOUKATOB OTKPbITbIX Ktoueil, MoaAndUUMPOBaTbL NpoLecc
yrnpaBneHus cepTudurkaTamu.

KnneHTCckmMe cpeactsa B3anMOAENCTBMSA CO Cnyxb6oi cepTudmkaumm

KnueHTCkne cpeacTBa NpeAoCTaBAsAOT NOb30BaTENSAM pas3/indHbie MeToAbl AN (POPMUPOBAHUS 3aKPbITbIX
KJ1HOYEl, 3anpocoB Ha cepTudukaTbl 1 06paboTkn cepTUdmMKaToB, BbINYLEHHbIX CNyX60i cepTudmkaumu.

ApXnUTeKTypa cepBuca ceptudurkaLmm

ApxuTekTypa cepBuca CepTM(bVIKaLI,MM npeacrtaBsieHa Ha cneayruweM pUcyHke.
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KMoum ' RIS PUEAVIAER

Y. 3 A R
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PKCS10 ! /
|| Moayne -~ Cnyx6a Moayne
| npuema cepTnuKayum nyonukaumm [,
I y CRL
/ L el
WaBnokel Moayne Basa
CepPTHRUKATOB NOANTHKN cepTHHKATOB

[MpunoxeHune 3. YnpaBneHne NnpoToKOIMPOBaHNEM

[Ons BKNOYEHUA/OTKIHOYEHNS NPOTOKO/IMPOBAHUS:
a) ana Windows 32/ Windows 64 KC1 nobaBnseTcsa B peecTp:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\debug\
DWORD napaMeTp cpcspi 414 onpeaeneHns ypoBHsS NpoTokona
DWORD napameTp cpcspi_fmt ans onpeaeneHus ¢popmaTta npoTokona

b) ans Windows 32/ Windows 64 KC2 gobaBnsietcs B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\debug\
DWORD napameTp cpcspi2 4ns onpegeneHns ypoBHS npoTokona

DWORD napameTp cpcspi2_fmt ansa onpeaeneHns dopmaTta NnpoTokoa

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONa sBAsSieTCa 6BUTOBas Macka:
N_DB_ERROR = 1 # coobuweHuns 06 owmnbkax
N_DB_LOG = 8 # coobueHunsa o Bbi3oBax

3Ha4yeHMeM napameTpa ¢popMaT NpoToKoa ABAseTcs butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSA MOAYyNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLMUMN
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBoAUTb HEX pamn
DBFMT_ERR = 0x40 # BbiBoauTb GetLastError
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