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1. AHHOTAUMSA

HacTtosiwee PykoBoACTBO AOMOAHAET A0oKyMeHT "XTAM.00050-02 90 02. KpunTollpo

CSP. PykoBoactBO agMumHucTpatopa 6e3onacHoctn.  0O6was 4actb" npwm
ncnonb3oBaHun CK3U noa ynpasneHnem OC FreeBSD.
NHCTpyKuMn agMuHUCTpaTtopaM 6e30macHOCTM M NOSb30BaTeNsM  PasfIMYHbIX

aBTOMATM3MPOBaHHbIX cucteM, ucnonesyrwwmx CK3UM Kpuntollpo CSP, A[0MKHbI
pa3pabaTbiBaTbCA C y4eTOM TpeboBaHMIM HACTOSLEro AOKYMEHTA.

2.Cnucok cokpalleHnin

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET Mo TenekoMMyHukaumusm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHaA cUCTeMa

APM ABTOMaTM3nMpoBaHHOe paboyee MecTo

rMAa TMO6KMIM MarHUTHbLIN AUCK

ACY [JaTumnk cnydarHbix ymcen

HDD XKecTkuit MarHUTHbIN ANCK

KM KoHeuHbIN nonb3oBaTesb

HCO HecaHKUMOHNPOBAHHbIA AOCTYN

ocC OnepauuoHHas cuctema

MAK MporpamMMHoO-anmnapaTHbIA KOMMIEeKC

no MporpamMmHoe obecneyeHune

Perncrpauuns MNMpucBoeHne onpeaeneHHbIx aTpubyToB (aapeca, HoOMepa Kiua,
npas UCNONb30BAHUSA U T.M.) aBOHEHTY

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYTrON pernamMeHTUpyoLei
OOKyMeHTauum, obecneumBatroLlen @pyHKUMOHMPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CBT CpeAacTBa BbIUYUCUTENbHOM TEXHUKMU

Ceptudukar DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKpPbITOrO K/toUa 1 onpegeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTudukaums Mpouecc nsrotoeneHns ceptudurkaTa oTKpbITOro kntoya aboHeHTa
B LEHTpe cepTudurkaumm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmTbl HdopMaumm

cocC Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

CcC CnpaBOYHUK CEPTUPUKATOB OTKPbLITbIX Ktoyen. CeTeBoi
CNpaBOYHUK.

LC LlenTp Ceptudmkaumm (YooctoBepstowmmn LieHTp)

P LleHTp Perncrpaunm

34 DNEeKTPOHHbIA AOKYMEHT

oun DNeKTpoHHasa umdposBas noannch
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3. OCHOBHbIe TeXHMYECKME AaHHble U XapakTepuctnkun CK3U

CK3MN XXTAW.00050-02 pas3paboTtaHO B COOTBETCTBUM C KpuntTorpauyeckmnm
nHTepdericom pupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNporpaMMHoO-annapaTHasa cpeaa

CK3MN XTSK.00050-02 noa ynpasneHuem OC FreeBSD wucnonb3yetca B
nporpaMMHo-annapaTHbix cpegax OC FreeBSD 7/8 (IA32).

Co cpokaMu 3KcnjyaTaumum  OnepaumMoHHbIX CUCTEM, B Cpede  KOTOpbIX
dyHKUMOHMpYeT CK3U, MOXXHO 03HAaKOMUTbLCA MO CneayloweMy agpecy:
<http://www.freebsd.org/security/security.html|> un
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html>.

3.2. BapuaHTbl ncnonHeHmns CK3u1

CK3MN XTAW.00050-02 pnsa pabotel ¢ OC FreeBSD 7/8 M3roToBASIETCA U
pacnpocTpaHaeTca B ABYX BapuaHTaxX UCNOJSIHEHUS:

McnonHeHne 1 — CK3U knacca 3awntbl KC1.

McnonHeHune 2 - CK3W knacca 3awnTtbl KC2.

3.3. KnwyeBble HOCUTENu

B kauecTBe K/HUYEBbLIX HOCUTENEN 3aKPbITbIX K/IHOUYEH MOTYT MCMNOJSIb30BaThLCS:
rMg 3,5";

USB auncku

Pasgen HDD M2BM

MpumMmeuaHma. 1. [JJonyckaeTcs xpaHeHue 3aKkpbiTbiX Ko4ven B pasgene HDD

npu ycnosumm pacrnpoctpaHeHus Ha HDD wnu MN3BM c¢ HDD TpeboBaHuii no
l.ll 06paLLeHNIo C KYEBLIMW HOCUTENSAMW, B TOM YMC/IE U MOCNE yAANEHUS KIIOYeN.
Ji— —

2. lNepeyeHb KHOYEBBLIX HOCUTEnen no ucnonHeHusM CK3U un
nporpamMMHo-anmnapartHbiM nnatdopmam cm. ®opmynsp XTHAU.00050-02 30 01,
n.n. 3.8, 3.9.

4.CoCcTaB U Ha3HAYeHNE KOMMOHEHT NPOrpaMMHOro
obecnevyeHna CK3U

4.1. basosble moaynn CK3U

MO CK3W copepxunt 6a30Bble MOAYN:

libcsp - amHamunueckmn 3arpyxaemas 6ubnuorteka Kpuntollpo CSP.
libcspf - 6ubnuoteka paboTbl ¢ yaanéHHoiM Kpuntollpo CSP
libcspdrv — aMHaMmM4yeckn 3arpyxxaemblii MOAYNb S4pa.

libssp — 6mubnunoteka noaAepXKuM MoAynst ceteBok ayTteHTudwukauum Kpuntollpo
TLS

cpverify — MoAynb KOHTPONS LEOCTHOCTH.
wipefile - moaynb yaaneHns dannos BMecTe C COAEPXKUMbIM.

B Ha3zBaHuax anctpmbytmeoB CK3W ncnonbsyeTcs HoTaums:
CPRO - npedwukc;
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4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.2.1.

4.2.2.

4.2.3.

4.2.4.

CSp — KpunTonpoBanaep;

drv - 3arpyxaembii moaynb sgpa OC;

[d] - onumoHanbHO — yKa3blBaeT Ha AOKYMeHTauuio (TECTOBbIE NMPUMEpSI);
i386 - nnatdopma Intel.

BubnnoTteka libcsp

Bubnuoteka libcsp peanusyer uenesble GYHKUUM KpunTOrpaduyeckoin 3awuTbl
nHdopmauum, paboTy C KaYaMu, AOCTYN K K/HOYEBbIM HOCUTENSM, KNaBuMaTypHbIN
AcC4.

Bubnnoteka libcspf

Bubnuoteka libcspf obecneuvBaeT ypaaneHHbIM AOCTYN K KPUNTOMpPOBanAaepy,
(YHKUMOHMPYIOLEMY KaK OTAENbHbIA CEPBUC.

OpansepHaa bubnunoteka libcspdrv

Bubnunoteka libcspdrv, ncnonblyemMas Kak AMHAMWUYECKWM 3arpy>Xaemblil MOAYNb
aapa OC, peanusyeT uenesble PyHKUNM KpUnTorpaduyeckon 3awmnTbl MHDOPMaLmn
(kpome dpopmupoBaHus SLM) n paboTy € KOYaMu.

Moaynu ceteson ayteHTudunkaunm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumio NpPOTOKOSIA CETEBOW ayTeHTudUKauum
Kpuntolpo TLS. O6uwee onucaHue NpoTOKOsa MPUBEAEHO B COOTBETCTBYHOLEM
pa3gene pokymeHta XXTAW.00050-02 900 2. Kpuntollpo CSP. PykoBoacTso
aaAMUHUCTpaTopa 6e3omnacHocTn. Obwas yacTb.

Mpotokon TLS (RFC 2246) pana 3awuTbl COEAMHEHUA B KJ/IMEHT-CEPBEPHbIX
TeXHO0ornsax.

MporpamMmMHoe obecneveHne Kpuntollpo TLS saBnsieTcs peanusaumen npotokona TLS
M ucnonb3yet kpuntorpaduyeckme dyHkummn Kpuntollpo CSP ana obecnedeHuns
npouecca ayteHTudukaumm n wndposaHnsa Tpadurka Mexay KIMEeHTOM U CepBepoM.
Moaynb cpverify
Moaynb cpverify npeaHasHayeH ANs KOHTPOSA LeOoCTHOCTM npu ycTaHoBke CK3U un
dyHKUMoHupoBaHum MO CK3U KpunTtollpo CSP Ha MN2BM nonb3oBaTens.
Moaynb wipefile

Moaynb wipefile ncnonbsyertcs ans ynaneHus ¢aisioB BMecTe C COAEPXUMbIM Mpu
WITaTHbIX M HewWwTaTHbIX (CBOMMPOBAHWE) CUTYaLMSIX.

4.2. Moaynu MNK3U
Moaynb libcapilite

Moaynb libcapilite wncnonb3yeTca Ana ynpasneHus cepTudmMKaTtaMu OTKPbITbIX
KfoYen, a Takxke ana obecnevyeHus BbINOAHEHUS KpUMTOrpaduyeckmx 3arnpocos Ha
ypoBHe wuHTepdeinca CryptoAPI v. 2.0. WHTepdenc moayns capilite ssnsertcs
noAMHOXeCTBOM uHTepdelica CryptoAPI v. 2.0.

BbubnunoTteka librdrrdr
Bubnuoteka librdrrdr obecneunBaeT yHUDUUMPOBaAHHbLIA MHTEpdENCc pgocrtyna K
KMOYEBbIM HOCUTE/SIM BHE 3aBUCMMOCTM OT UX TuNa.
Mop,ym/l A0CTyNna K KOHKPETHbIM ThMaM KJ/TIOYEBDbIX HocuTeneun
N cunTbiBaTENEN:
. librdrfatl2 «k gmuckoBogy u auckeTte 3.5" n pasgeny XecTkoro gucka
. librdrpcsc kK cuuTbiBaTeENnaM cMapT-kapT W eToken, noaaepxuBawoLnM
nHTepdeic PC/SC
BubnunoTteka librdrsup

Bubnuoteka librdrsup ob6ecneumBaer peanusaumio ob6wmx GyYHKUMA [OCTyna K
pa3fIMYHbIM YCTPOMCTBAM XPaHEHUS KJIHOYEBbLIX HOCUTENEN.

-6 - -6 -
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4.2.5.

4.2.6.

Moaynu aatynkos CﬂyLIaVIHbIX ymcen

Bubnuotekun librdrrndm wu librdrrndmbio o6ecneumBatoT nogaepxky paboTbl C
dr3nYeckUMn gatumKaMm CnyyamHbix ymcen.

bubnunorteka libasnldata nogaep>xku npotokona ASN1

Bubnunoteka libasnldata coaepxut dyHKUNU Npeobpa3oBaHUs CTPYKTYP AAHHbIX B
MallMHHO-HEe3aBMCUMOE MpeAcCTaBrieHme.

YctaHoBka auctpubytmea MO Kpuntollpo CSP

YcTtaHoBKa, yapaneHme u  obHoBneHme [1O  ocywecTBnsieTcds C  nNpaBamMu
aAMWHUCTpaTopa: noA YYETHOWM 3anucbko root maM C MCNOSb30BaHWMEM KOMaHAbl
sudo.

B OC FreeBSD ans yctaHoBKW, yaaneHuns u obHoBneHns MO NpUMEHSAKTCS MakeTbl
(packages). MakeT - apxuB aucTpubyTmea, coaepxawimin garinbl ycTaHaBAMBAEMOIO
NpUIOXKEHNS 1 daifbl, UCNONb3YIOWNECS MHCTANASTOPOM AN KOHMUrypupoBaHUs
cpenbl. OTOT apxuB UMeeT pacwupenue .tbz. Ansg naeHTuduUKaunm ero Kak nakeTa,
dann copepxut 5 ddannos, onucekiBaowmnx apxue (+CONTENTS, + COMMENT,
+DESC, +INSTALL, +DISPLAY).

[na ycTaHOBKW NakeTa MCNosb3yeTcs KoMaHaa:

pkg_add <dainn_nakera>

Hanpumep: pkg_add ./CPRObase-3.6.1_0.tbz

[Ona ypaneHns naketa Ucnonb3yeTcs KoMaHaa:

pkg_delete <umsa_naketa>

Hanpumep: pkg_delete CPRObase-3.6.1_0

darinbl N3 NAaKeTOB yCTaHaBNMBaloTCs B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY AOJIXKHbl YCTaHaB/IMBATbLCA MO NOPSAAKY C
YYETOM 3TUX 3aBUCMMOCTEN, a yAanaTbCs B obpaTHOM nopsiake. YCIOBHO MOXHO

CUHNTATb NpaBWUJIbHbIM MOPAAKOM TOT, KOTOprﬁ onucaH B Tabnuue 3aBUCMMOCTEN WU
Ha3Ha4Y€eHNA NaKeTOoB.

Tabnnua 3aBMCUMOCTEN U HA3HAYEHUS NAKETOB.

MMsa nakeTa 3aBUCUMOCTH Ha3HayeHue nakeTa

Obsa3aTesnibHble NakeThbl

CPRObase-... ba3oBbIli MakeT, cTaBUTCS
nepsbIM.

CPROrdr-... CPRObase-... OcHOBHble NpUNoXeHus,
cyutbiBaTenun n ACH.

CPROCcpl-... CPROrdr-... CAPILite, nporpamMmbl u
enbnmnoTtekun ansa
BbICOKOYpPOBHEBOW paboTbl
C KpunTtorpadwuen
(ceptndukatamm, CMS...).

CPROkc1-... CPROrdr-... Mposarigep KC1.

CPROkc2-... CPROrdr-... MNMpoBanaep KC2, craBuTtCa

TONbKO TaM, rae B 3TOM
ecTtb Heobxogumoctb. B
3TOM cnydyae CPROkcl-... He

CTaBUTCS.
JononHuTenbHble NakeThbl

CPROrdg-... CPROrdr-..., open-motif, | F'padpunyeckumn BuolCH,
XFree86-libraries 3anpoc napons u Apyrue

GUI-gnanorn.
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CPROrdp-... CPROrdr-..., pcsclite Moaynn noaaepxku PCSC-
cunTbiBaTeNen, cMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd-... CPRObase-... MNakeT ansa paspaboTyuka.

CPROdrv-... CPRObase-... [OpariBepHas 6ubnuorteka.

CPROdrvd-... CPROcspd-... Maketr pans paspaboTumka
ApanBepoB.

CPROstnl-... CPRObase-... YHunBEpcanbHbI SSL/TLS
TYHHEenb.

6. O6bHoBneHne CK3U Kpuntollpo CSP

Onsa obHoBneHnsa Kpuntolpo CSP Ha OC FreeBSD Heobx04MMO:
e  3aMOMHWUTb TEKYLLYH KOHpurypauymo CSP:
0 Habop yCTaHOBNEHHbIX MaKeTOB

O HacCTponKMu npoeangepa (ans MpoCTOThI MOXHO COXpaHuUTb
/etc/opt/cprocsp/config[64].ini)

e yaanuTb wTaTHbIMK cpeacTtBamu OC Bce naketbl Kpuntollpo CSP
e YCTaHOBWTb aHanornyHole HoBble nakeTbl Kpuntollpo CSP

e Npu HeoH6XOAMMOCTN BHECTU MU3MEHEHWUS B HACTPOMKM (MOXHO nocmoTpeThb diff
cTtaporo u HoBoro config[64].ini)

e K/IHOUM M cepTUdMKATbl COXPaHATCA aBTOMaTMYeCcKu

7. Hactpomnka CK3U KpunTtollpo CSP

7.1. Ooctyn K ytunmute anga Hactponkun CK3W Kpuntollpo CSP

HacTtporika CK3W Kpuntollpo CSP ocyLllecTBAsSeTCS C NOMOLWbIO yTUAnUTbl cpconfig,
KOoTOpas BXOAUT B COCTaB AucTpubyTMBa W pacrnonoXeHa B AUPEKTOPUN
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnn ycrtaHoBneHbl naketbl CK3U
AN OBYX apXWUTEKTyp, Hanpumep ia32 v x64, TO AENCTBUS MO HACTPOMKE HYXHO
NpoOBOAUTb ABaXAbl — ANSA KaXAO0W apxuTeKkTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nankwu.

7.2. BBoa cepnnHOro HoMepa nnueH3umn

Mpwn yctaHoBke nporpaMMmHoro obecnevenmss Kpuntollpo CSP 6e3 BBOAA SNLIEH3NMU
NMoAb30BaTENI0 NPeAOCTaBSETCS JIMLEH3MSA C OrPaHUYEHHbIM CPOKOM AeicTeus. Ons
ucnonb3oBaHmsa Kpuntollpo CSP nocne OKOHYaHMA 3TOr0 CpoKa Mosib3oBaTesb
[OJ/IXEH BBECTU CEPUMNHBIN HOMEp C 6bnaHKa JIMUEH3MK, MOJSTYYEHHON Yy OpraHm3auum-
pa3paboTumMka MAM OpraHuM3aumu, MMeLWen MnpaBa pacnpocTpaHeHMs NpoAyKTa
(annepa). Ansa npocMoTpa MHPOPMaUMn O NMLEH3NN BbIMOSTHUTE:

# cpconfig -license -view

[Ons BBOA@ NULEH3UWN BbINOSHUTE:

# cpconfig -license -set <cepuitHbIli_HoMep>

CepMVIHbIVI HOMEp cneayeT BBOAUTL C cobnoageHnem pernctpa CMMBOJIOB.

7.3. Hactpounka obopyaosaHusa CK3MN Kpuntollpo CSP

YTunuta cpconfig Takxe npepgHasHayeHa pAna u3MeHeHuss Habopa YCTpoWMCTB
XpaHeHust (HocuTenen) M cumTbiBaHUs (CUMTbIBaTeNen) KA4YeBO MHbOpMaunm u
AATUYMKOB CnydalHbiX ymcen. MpeaycTtaHOBAEHHbIMU ABASOTCA cuuTbiBaTenu flash-
HocuTenenm n obpas ANCKETbl Ha KXECTKOM AMCKe.

[na npocMoTpa crnvcka HaCTPOEHHbIX CYUTbIBaTENen:
# ./cpconfig -hardware reader -view
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CunTbiBaTeNb AUCKET HE YCTAaHABMMBAETCH MO YMONYaHUIO, TaK KakK Npu OTCYTCTBUMU
OUCKEeTbl B AWCKOBOAE MNEpEeYUc/ieHne KOHTEMHEepoB CUMbHO 3ameansercd. [Ans
AobasneHus cunTbiBaTeNs AUCKET:

# _./cpconfig -hardware reader -add FAT12_0 -name "‘Floppy Drive"

[ns npocMoTpa cnucka HacTpoeHHbix ACY:

# _./cpconfig -hardware rndm -view

Ons koHconbHoro bBuoCH Tpebyetrcs naker naker CPROkcl, kpome TOro oH
paboTaeT Tonbko ¢ KC1 npoBangepom. [Ans nobasneHns KoHconbHoro bnoiC4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "‘Console
BiORNG"

Onsa rpaduyeckoro buoJCH Tpebyetca naker CPROrdg u X-cepsep, KpoMe TOro OH
paboTtaet Tonbko ¢ KC1 nposangepom. ns gobasneHnsa rpadunyeckoro buoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name ""GUI BioRNG"
Onsa pobaenexHus 4CH KMNUNM:

# ./cpconfig -hardware rndm -add cpsd -name “"cpsd rng® -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dakfbl C AAHHbIMKW, MOAyYeHHbIMU Ha "APM BbipaboTku
BHELHeN raMmmbl”, MONOXMM, YTO OHWU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa  pabotel co cuutbiBaTenem PC/SC Tpebyetca naketr CPROrdp. Mocne
MOAKJ/TIOYEHUSA CUMTbIBATENS Y3HAWTE MMS YCTPOWMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Onsa pobaBneHus cunTbiBaTeNmsa MCNOJIb3yNTE 3TO NUMS:

# ./cpconfig -hardware reader -add "'Gemplus GemPC Twin 00 00"

Ons nony4yeHus noapobHom cnpasku no cpconfig:

# _/cpconfig -help

# ./cpconfig -hardware —help

7.4. YcTaHOBKa NnapaMeTpoB XYpHanupoBaHUA

CK3M Kpuntolpo CSP no3sonset cobupaTb 0TNaA0uYHYy0 MHpOpMaUuo n nmeet

BO3MOXHOCTb  MpPOTOKO/AMPOBaHUs  cobbiTuii. WH@oOpMaums  3anucbiBaeTcs B
CuUCTeMHbIn XypHan (obblyHO B /var/log/messages). CyuwecTByeT BO3MOXHOCTb
M3MEHEHMS HACTPOEK XYPHaNIMpoBaHUA passinyHbiX Moaynen npogykTa. CywecrsyeT
BO3MOXHOCTb W3MEHEHUS YPOBHS >KypHanupoBaHuss u dopMaTa BbIBOAUMBIX
OTNafo4yHbiX  coobweHun.  [Ans Nnosy4YeHuss  CrpaBKM no HacTpolikaMm
XXYPHanupoBaHua:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpPbIX NOAAEPXUBAETCS XypHannpoBaHue:
Cpcsp - 94p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knouven (KC2)
libssp - TLS

cppkecsll - PKCS11
cpdrv - gpanBep
dmntcs
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7.5. HacTtpoinka kpuntonposanaepa rno yMmos4aHuio

[na npocMoTpa TMNOB AOCTYMHbIX KPUNTONpPOBaliAepoB:

$ ./cpconfig -defprov -view_type

[na npocMoTpa CBOMCTB KpUNTONpoOBanAepa Hy>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

Ona yctaHOoBKM npoBangepa MO YMONYAHWUIO AN HYXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

8. BcrpamBaHune CK3UMN Kpuntollpo CSP B npuknagHoe O

Mpwn BcTtpanBanmn CK3U Kpuntolpo CSP B npuknagHoe nporpaMMHoe obecnevyeHune
OOJIXKHbI BbINONMHATLCA TpeboBaHus pa3sgena 7 aokyMmeHta ">KTHAKM.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBo agMmHucTpaTopa 6e3onacHoctn. Obwas 4acTb.

9. TpeboBaHMsA NO OpraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMUBHbIM MepaM obecrneyeHus
akcnnyaTtaumm CK3U

9.1.

JOonXHbl  BbINOAHATLCS  TpeboBaHMA MO OPraHU3aUMOHHO-TEXHUYECKMM U
aAMWHUCTPATMBHbIM MepaM obecneyeHnss 6e3onacHocTn akcnnyatauum CK3U B
obbemMe pasgena 12 pokymeHTa '"XTAWM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBo agMuMHUCTpaTopa 6e3onacHocTn. Obuwas yacTb.

O6wmne mepbl 3awnTbl oT HCA MO € yCTaHOBNIEHHbBIMYU
CK3W1 gna OC FreeBSD

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cuctem CK3WM Kpuntollpo CSP
AOJIKHO MCMNONb30BaTbCsA C NpOrpaMMHbIM obecnevyeHnem:

e Certmgr (Kpuntollpo Certmgr).

e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpn wucnonbsoBaHum CK3U XKTHAMU.00050-02 noa ynpasneHnem OC FreeBSD
HeobxoaAMMO NpeanpuHATL AOMOSHUTENbHbIE MEPbI OPraHnU3aunMoOHHOI0 N TEXHUYECKOro
Xapaktepa W BbIMOJHUTb AOMNOJSIHUTE/IbHbIE HACTPOMKW OMnepaumMoHHON cuctembl. [Mpu
3TOM CTaBMTCS 3ajayva He ToNbKo obecneunTb AONOSHUTENbHYHO 3aWwunTy cepeepa n OC
ot HC[], HO n obecneuntb 6ecnepeboliHbiii pexuM paboTbl U UCKTIOUYUTbL BO3MOXHOCTHU
"oTkaza B 06cnyxuBaHuMK", BbI3BAHHOIMO BHYTPEHHUMWM nNpuynmHamMn (Hanpumep -
nepenosiHeHneM arnoBbIX CUCTEM).

K opraHn3auMoOHHO-TEXHUYECKMM MepaM OTHOCHATCS:
e obecneyeHune dusmyeckor 6e3onacHOCT cepeepa;
e yCTaHOBKa NporpamMmMHbIX O6HOBMEHWI;

e OpraHusauus npoueaypbl pe3epBHOr0 KOMUWPOBAHUS M XpaHEHUS pe3epBHbIX
KOMUMA.

JononHutenbHble HacTponkn OC FreeBSD kacatoTcs cneayioLlero:

e OrpaHuyeHue [AoCTyna nosib3oBaTefieil WM HAcTPOWKM  MOJSIb30BaTENbCKOro
OKPYXEHUs;

e  OrpaHWYeHue CETEBbIX COeANHEHUIA;
e  OrpaHWYeHust NpyM MOHTUPOBaHUM HANNOBbIX CUCTEM;
e  OrpaHWYeHUst Ha 3amnycK NpoLeccos;

e KOHTponb 3arpy3km OC n KOHTPOJSb LENOCTHOCTU CUCTEMHOIO WM MNPUKIAAHOIO
nporpamMMHoro obecneveHuns gomkeH obecneunmBaTbCs NPy MOMOLWM 3EKTPOHHOIO
3aMka (CM. cooTBeTCTBYyWOLWMA pas3gen B AokyMmeHTe XXTHAW.00050-02 90 0 2.
KpunTtolpo CSP. PykoBoactBo agMnHucTpaTopa 6e3onacHoctu. Obwas yacTb.), 4To
O3HavaerT:
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9.1.1.

1. BbINOMHEHME 3arpy3KN C PUKCUPOBAHHOMO HOCUTENS;

ObecneueHne koHTponsa uenoctHocty OC M MpUKIAAHOrO MNPOrpaMMHOro
obecneyeHns Ao 3arpysku Ha 3arpy3o4yHOM AMCKE M APYrMX MNOAKHOYEHHbIX
Anckax.

AOonosHUTeNbHbIe HacTpolikn aapa OC;

HaCTpoliKa CeTeBbIX CEPBUCOB;

orpaHu4yeHne KonuyecTtea "BMANMON U3BHE" MHPOPMaLMK O CUCTEME;
HaCTpoliKa NOACUCTEMbI MPOTOKONIMPOBAHUS N ayauTa.

Opl'aHM3aLI,MOHHO-TeXHM‘—IeCKMe MEpbl

9.1.1.1.  C uenblo UCK/IIOYEHNS BO3MOXHOCTM 3arpy3km OC, OT/INYHON OT YCTaHOB/IEHHO

Ha XecTkoMm aucke M3BM, M3BM un ycTpoincTBa 3arpy3ku A0JIKHbl 6bITb OnevyaTaHbl.
[omxkeH 6biTb 06ecrnevyeH He06X0AMMbIN KOHTPO/b LLEeNNIOCTHOCTM nevaTten.

9.1.1.2. ObecneyeHune pusmyeckon 6esonacHOCTN cepeepa

CnenyeT WCKAOUNTL BO3MOXHOCTb [AOCTYyNa HeaBTOPM3OBAHHOMO MepcoHana K
KOHCOMN, CUCTEME MWUTAHUS U [AOMNOSHUTENbHBLIM YCTPOWCTBAM, MOAKAOUYEHHbIM K
3alMLLaeMOMy  cepBepy MyTeM YCTaHOBKM 060pyAoBaHMs B CreuuanbHo
BblAeNeHHOe N 3anMpaeMoe nomelleHne (annapaTHyo UIN CEPBEPHYIO KOMHATY).

JocTyn nepcoHana B CepBEpPHYD KOMHaTy JO/KEH O6blTb pernamMeHTMpoBaH
BHYTPEHHUM PACMopsiAKOM 3KCMJyaTUpPYOWel oOpraHusauum UM AO/KHOCTHBIMU
NHCTPYKUMAMM.

Ona ncknoyeHns cboeB KOMMbIOTEPA, BbI3BAHHLIX OTKIOYEHWEM 3MeKTPonuUTaHus,
Heo6x0AMMO 06ecrneunTb 3MEKTPONUTaHMe cepeBepa OT MCTOYHMKA 6ecrepeboinHoro
MUTaHUA A0CTATOYHOM MOLHOCTM. Kak MWHMMYM, MoWwHOCTM 6atapeil UCTOYHMKA
6ecnepeboiHOro NUTaHMs AOMXKHO XBaTaTb Ha BpeMs A0CTaTOUYHOE A/ KOPPEKTHOMo
aBTOMaTU4YECKOro 3aBeplueHuns paboTel cepBepa.

9.1.1.3. OpraHusauma npouenypbl pe3epBHOro KOMUPOBAHWUA W XPaHEHUS pe3epBHbIX

Konui

Mpn onpeneneHnn pernaMeHTa pe3epBHOr0 KOMUWPOBAHMSA UM XpaHEHUS pe3epBHbIX
KoM  cnepyeT obecneunTb OTBETCTBEHHOE XpaHEHWE pe3epBHbIX KOMuii B
3anmpaembix ceihdax (wkadax) m onpeaennTb Npoueaypy Bblaayn pe3epBHbIX
KOMWIN OTBETCTBEHHOMY MepCOoHaNy W YHUUYTOXEHUS BblleAWwnx M3 ynotpebnenHus
HocuTenen (NeHT, OAHOKPATHO 3anncbiBaeMbIX AUCKOB M Np.).

CTaHAapTHbIMM MepaMM MO OpraHu3auMuM OTBETCTBEHHOIO XpaHEHUs HocUTeneW
ABNAIOTCA:

J MapKMpoBKa HOCVITeJ'IeVI;

e COCTaB/IeHME OMNUCUM  XPaHUMbIX HOCUTENe C yKasaHuMeM  CepUMHbIX
(MHBEHTapHbIX) HOMepOB, AaT 3anucu HocuTenew, damunmen COTPYyAHUKA,
co3zaBLIero Konuw ans kaxaoro wkada(cenda);

e nepuoauyeckasi CBepka onucu u cogepxmnmoro cendos (wkados);

e OpraHusauMs OTBETCTBEHHOIO XpPaHEHMS W BblAauYM KJOYen oT cendos
(wkados);

e BO3MOXHOe onevaTbiBaHue (onsiomMbupoBaHue) cendoB(wkados).

YHUYTOXEHMe Bblweawmnx wu3 ynotpebneHnss HocuTenem A[OMKHO MNpPOM3BOAMTCS
KOMMCCHEN C coCTaBneHneM akTa o6 YHUYTOXEHUMN.

9.1.1.4. B cucTeMe perucTpupyeTtcs OAMH Mofb3oBaTesnb, obnafjalownii npasamu

agMUHUCTpaTopa, HocCAWWM uMsA root, Ha KOToporo Bo3naraetcs 06583aHHOCTb
koHdurypuposatb OC FreeBSD, HacTpauBatb 6e3onacHoctb OC FreeBSD, a Takxe
KoHdurypuposaTtb [M9BM, Ha koTopyto yctaHoBneHa OC FreeBSD.

9.1.1.5. Ana nonb3oBaTtens root BbiBUpaETCs HaAEXHbI Maposib BXo4a B CUCTEMY,

YLOBNETBOPSIOWMI  cnefyolwmM  Tpe6oBaHUSM:  ANIMHA Napons He MeHee 6
CMMBOMIOB, Cpeau CUMMBOJIOB Maposis [LO/KHbl BCTPeYaTbCA 3ariaBHble CUMBOSIbI,
NponucHble CUMBOJbI, LMdPbI U creunanbHble CUMBOJIbI, CPOK CMEHbl Maposs He
pexe OAHOro pasa B Mecsil, AOCTYN K Maposito Ao/MKeH 6biTb o6ecneyeH TosbKo
aAMUHUCTpaTopYy.
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9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

1.6. Monb3oBaTento root AOCTYMHbI HACTpoKKKM Bcex nonb3oBatenen OC FreeBSD,
KOTOpble OH MOXET npocMaTpuBaTb, pefakTUpoBaTb, YAansATb, co3paBaTb. Bcem
rnosib3oBaTensM, 3apeructpupoBaHHbiM B OC FreeBSD, nonb3oBatenb root B
COOTBETCTBMM C TMOJNTMKOM 6e30nacHOCTM, NPUHATOM B OpraHusauum, p[aer
MWHUMaNbHO BO3MOXHble ANs HopManbHOM paboTbl npasa. Kaxabl nosib3oBaTtesb
OC FreeBSD, He saBnswoowWMnca nonb3oBaTesieM root, MOXeT npocMaTpuBatb U
pefakTMpoBaTh TOJSIbKO CBOM YCTAHOBKM B paMKax MpasB AOCTyna, Ha3Ha4YeHHbIX eMy
nosb3oBaTeniem root.

1.7. Bcex nonb3oBaTenen NM2OBM, KoTOpble HE MONb3YIOTCA AAHHOM CUCTEMON, U BCEX
CTaHAapTHbIX nosb3oBaTtenen, KoTopble cospatTcs B OC FreeBSD Bo Bpems
yCcTaHoBkM (Takux, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens
root, cneayeT yaanuThb.

1.8. B OC FreeBSD cywecTBYylOT McnosiHAeMble dainbl, KOTOpble 3amnyCcKarlTcs C
npaBamMm nonb3oBaTens root. 3Tu arnbl UMeT ycTaHoBneHHbIn dnar SUID.
Monb3oBatenb root A[O/MKEH onpeaennTb, KakMM u3 3Tux ¢GannoB B pamkax
onpefeneHHoOn B opraHusauuMm nonutuku 6esonacHocTu He TpebyeTcs 3anyck C
AaAMUHUCTPATUBHBLIMK MOJIHOMOYMSAMUM, M C nomouwblo cbpoca dnara SUID ponxeH
CBECTU KONMYECTBO Takux ¢ansioB K MUHUMYMY. 3anyck ocTaBwwuxca ¢dannos c
yCTaHoBNeHHbIM dnarom SUID fo/mKeH KOHTPONMPOBATLCS NOMb30BaTENEM root.

1.9. Mpu wncnonb3oBaHum CK3WN XTAW.00050-02 Ha [9BM, nNOAKOYEHHbLIX K
06LWenoCTYNHbIM CeTAM CBA3U, A0/KHbI 6bITb MPeaAnpUHATBLI AOMNOSIHUTEIbHbIE MEpbl,
UCKOYaoWmMe BO3MOXHOCTb HECAHKLUMOHUPOBAHHOIMO AOCTYyNa K CUCTEMHbIM
pecypcam UCMnoib3yeMbIX ONEpaUnoHHbIX CUCTEM, K MPOrpaMMHOMY obecneyeHuio, B
OKpY>XeHUM KOTOporo dyHKUMOHMpYT CK3U, n k komnoHeHTaM CK3W co CTOpOHbI
YKa3aHHbIX CETEN.

1.10. TMpaBo goctyna Kk pabounmm MectaMm € ycraHoBneHHbiM O CK3WN «Kpuntollpo
CSP» npepocraBngeTcs TO/IbKO NMLaM, 03HAaKOMJIEHHbIM C NpaBuiaMu Nosib30BaHUS
M U3YUMBLUMM 3SKCMyaTauMOHHYIO AOKYMEHTaUMI0O Ha nporpamMmmHoe obecnedeHwue,
nmetowee B ceoeM coctase CK3U XKTAKM.00050-02

1.11. Ha TexHuyeckmx cpeacTtBax, ocHaweHHblX CK3U «Kpuntollpo CSP» [0nXKHO
MCNONb30BaTbCA  TOJbKO JIMLEH3MOHHOe nporpamMMHoe obecneyeHne @upmM-
npou3BoAUTENEN.

1.12. B BIOS onpenensioTcs YCTaHOBKW, WCKJKOYAOLWME BO3MOXHOCTb 3arpy3ku
OMNepaumMoHHON CUCTEMbl, OTJIMYHOM OT YCTAHOBJIEHHOM Ha >KECTKOM JAWUCKe:
OTK/II04AEeTCs BO3MOXHOCTb 3arpy3ku ¢ rubkoro gucka, npusoga CD-ROM u npoune
HecTaHAapTHble Buabl 3arpy3kun OC, BkOYas ceTeByH 3arpysky. He npumeHsitoTcs
M3BM c BIOS, ncko4varLwmM BO3MOXHOCTb OTK/IIOUEHUS ceTeBoM 3arpy3kum OC.

1.13. CpeactBamm BIOS pomxkHa O6blTb MWCK/KOYEHA BO3MOXHOCTb OTKJIHOUYEHUS
nonb3oBatensamm ISA-yctpoiictB un  PCI-ycTpoWcTB. [N UCK/IIOYEHUS 3TOM
BO3MOXHOCTU Bxo4 B BIOS 3>SBM pomkeH 6biTb 3awulieH naponeMm, K KOTOpOMY
npeaobsBnSalOTCA Te Xe TpeboBaHUs, YTO U K Maposito nosb3oBatens root. Maponb
ansa Bxoaa B BIOS pomkeH 6blTb M3BECTEH TOJILKO MOMIb30BATEN root u 6bIThb
OT/INYHBLIM OT Naposa nosb3osaTens root aonsa exoaa B OC FreeBSD.

1.14. [o 3arpy3km OC ponxkeH 6biTb peann3oBaH KOHTPO/b LENOCTHOCTM (hannos,
KPUTUYHbIX Ans 3arpy3kn OC n nporpammbl CPVERIFY.

1.15. TMpu 3arpyske OC pgonxkeH ObITb peanusoBaH KOHTPO/Sb LENOCTHOCTU
nporpamMMHoro obecneueHus, Bxoasiwero B coctaB CK3MN XTHAN.00050-02, camoi
OC un Bcex wucnonHsiembix @arnos, GYHKUMOHMPYIOWMX coBMecTHO ¢ CK3U ¢
ucnonb3oBaHnem nporpammel CPVERIFY.

1.16. CpeactBamm BIOS ponkHa 6biTb MCKOYEHA BO3MOXHOCTb paboTbl Ha 2BM,
ecnin BO BpeMsl ero HadasbHOW 3arpy3km He NpoXoAsT BCTPOEeHHble TecTbl DBM
(POST).

1.17. Ha koMmnbloTepe ycTaHaBnuBaeTcsa Tonbko ogHa OC. Ha komnbioTepe He
yCTaHaBnMBalTCcsa cpeacTB pa3pabotkm m otnagku MO. Ecnu cpeacrtsa oOTaagku
NMPUNOXEHNIA HYXHbl AN TEXHONOrMYEeCKMX noTpebHOoCTel opraHmMsaumm, TO UX
NCNOoMb30BaHNe AO/MKHO OblTb CAHKLUMOHMPOBAHO aAMWHUCTPATOPOM 6e30MmacHOCTU.
B niobom cnydae 3anpellaeTcs WMCNonb3oBaTb 3TW CpeacTBa Ans MNPoCMOTpa U
peaakTupoBaHUs Koga W naMAaTu NpunoXeHun, wncnonbsywwmx CK3N
XKTAN.00050-02. Cneayet musberatb nonagaHus B CUCTEMY MpOrpamMm, MO3BOJISIO-
wmx npu owmnbkax OC nony4vaTb npmsunernn root.
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9.1.

9.1.

9.1.
9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.

9.1.2.

9.1.

1.18. OrpaHnuutb (C ydyeToM BbibpaHHOM B OpraHusaumMm NOAUTUKM 6€30MacHOCTH)
MCnosib30BaHWe MnoJsib3oBaTeNsaMn KoMaHA cron 1M at — 3anycka KoMaHZ B yYKasaHHoe
BpeM4.

1.19. PeanusoBaTb Gu3Myeckoe 3aTUpaHME COAEPXMMOro yaansembix ¢annos c
ncnonb3oBaHueM nporpammbl Wipefile s coctasa CK3U.

1.20. OTkI4YNTb CETEBbIE NPOTOKOJIbI, KOTOPbIE HE UCMOJIL3YKOTCA Ha AaHHOM DBM.

1.21. B cnyyae nogknto4yeHmsa OBM c yctaHoBneHHbIM CK3U k 06lwenoCcTynHbIiM ceTaM
nepegadn J[aHHbIX OTK/OYUTL ucnosb3oBaHwe JavaScript, VBScript, ActiveX wu
OPYrMX MporpaMMHbIX O6BbEKTOB, 3arpyXaemblXx W3 ceTu, B NpuKNagHbIX
nporpaMmax.

1.22. [JdonxHbl 6biTb NPUHATbBI Mepbl MO WCKIHOYEHUIO HeCaHKLWOHWUPOBAHHOIO
AOCTyna MNOCTOPOHHUX UL B NMOMELWEHNA, B KOTOPbIX YCTAHOBJIEHbl TEXHUYECKUNE
cpeactea CK3U XTAM.00050-02, no poay cCBOel AeATENIbHOCTU HE SBASOWMXCA
nepcoHasiom, AOMNyLeHHbIM K paboTe B yKa3aHHbIX MOMELLEHNAX.

1.23. [donkHo O6biTb 3anpelleHo ocTaBasATb 6e3 KOHTPOAS  BbIYUC/IUTENbHbIE
cpeacTtBa, Ha KoTopbix 3kcnnyaTtupyetcs CK3UWM XKTAWM.00050-02 nocne BBoAa
Kkno4yeBon wuHdbopmaumun. MNpu yxone nonb3oBaTens cC paboyero Mecra AOMXKHO
NCMNOMb30BaTbCs aBTOMATUYECKOE BKIIOYEHWE NapOsIbHON 3acTaBKM.

1.24. W3 cocTaBa cUCTeMbl JO/MKHO ObITb UCKIOYEHO 060OpYyAOBaHME, KOTOpPOE MOXET
co3gaBaTb Yyrposy 6esonacHoctn OC FreeBSD. Takxe HeobxoauMmo wu3beratb
MCNOMIb30BaHMSA HeCTaHO4apTHbIX annapaTHbIX CpeacTB, WMEKLWMX BO3MOXHOCTb
BMATb Ha PyHKUMOHUpOBaHue komnbtotepa nnm OC FreeBSD.

1.25. Mocne wHctannsuum OC FreeBSD cneayetr ycraHoBWMTb C  cakTa
http://www.freebsd.org/ Bce pekoMeHAOBaHHble MNporpaMMHble O6HOBNEHUA WU
nporpamMMHble O06HOBMEHUS, CBA3aHHble C 6e30MacHOCTbI0, CYLEeCTBYHOLWMNE Ha
MOMEHT MHCTaNNALNN.

1.26. Ha Bce gupekTopun, cogepxawme cucteMmHole ¢darinbl OC FreeBSD wu katanoru
CK3WM, HeobxoauMO YyCTaHOBWUTbL MpaBa AOCTyMna, 3anpelwialolime  BCEM
nonb3oBartensm, kpome Brnagenbua (Owner), 3anuce.

1.27. B cBA3M C TeM, 4YTO aBapuMHbIA AaMn OMNEPaTUBHOM MaMATU MOXET coAepXkaTb
Kpuntorpadunyeckn onacHyr uHdOpMauuio, B NPUKNAAHbIX  MNporpaMmmax,
ncnonb3yowmnx CK3UN, cneayeT OTKOUYUTL BO3MOXHOCTb €ro Co3AaHuns C NMOMOLLbIO
dyHKkumm setrlimit ¢ napametpom RLIMIT_CORE=O0.

1.28. B OC FreeBSD wucnonb3yetca BupTyanbHas namaTtb. O6nactb BUpTyanbHOWN
namMsaT AOMXKHA 6biTb OpraHM3oBaHa Ha OTAENbHOM XeCTKOM aucke. 10 OKOH4YaHuu
pabotbi CK3W copepxuMoe BMPTyalbHOM NaMaTM  AOJ/HKHO  3aTupaTbCs  C
ucnonb3oBaHmem cpeacte OC. B cnyyae aBapuiiHoro octaHoBa 2SBM, npwu
cneaywuwen 3arpy3ke Heobxoammo B pexuMe “single user” oumctutb o6nactb
BUpTyanbHONW namatm nporpamMmon  wipefile, Bxogswen B coctae CK3U
XKTAN.00050-02. B cnydae BbIXOAA M3 CTPOA XECTKOro JAMCKa, Ha KOTOPOM
HaxoamTca obnactb BUPTyasbHOM MNaMATH, KpunaTorpaduyeckue Kawuu noasexar
BbIBOAY M3 AENCTBUS, @ XECTKUIA AUCK CUMTAETCS He noafiexawnMm peMoHTy. IToT
XKECTKNIN ANCK YHMYTOXAeTCs No nNpasBuflaM YHUUTOXEHUS KIOYEBbIX HOCUTENEN.

AononHutenbHble HacTponkn OC FreeBSD

HacTtpoinikn OC FreeBSD BbIMOJIHAKOTCA NyTEM peaakTupoBaHus (yaaneHwus,
nobaBneHns) pasnnyHbIX KOHPUIYpPaLMOHHbIX MU KOMaHAHbIX dannos.

Ona coxpaHeHus BO3MOXHOCTM "OTKaTUTL" BHECEHHble WU3MEHEeHUs cneayeT
COXpaHATb Moanduumpyemble gannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTEnNe
WM Ha HE MOHTUPYEMOWN aBTOMaTU4eckn alniioBon cucTeme).

2.1. OrpaHu4yeHne [ocTyna rMosb30BaTeNlen W HACTPOMKM  MOJIb30BaTENbCKOrO
OKpYXeHUs

HacTpolika nonb30BaTeNbCKOro OKPYXEHUS 3aKN04YaeTCs B CeayoWwmnx AeNCTBUAX:
1. B dawnne /etc/login.conf cneayer yCTaHOBUTb CreayowmMe AUPEKTUBDI:

Login-retries=3  (3agaeT 4MCI0  MNOBTOPHbLIX  MOMbITOK  perncrpauum
nosib3oBartens nporpammoit login)

passwordtime=30d gnsa orpaHnyeHus cpoka aencrtemsa napons 30-10 cyTKamm
coredumpsize=0K gnsa 3anpeta co3gaHus core-gannos
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9.1.2.2.

SYSLOG_FAILED_LOGINS=0 (aunpekTtuBa npeanucbiBaeT NpoTOKOJIMPOBaTb BCe
NONbITKN HEeyAauYHOW perncTpaummn nosb3oBaTtens)

UMASK=022 (napameTp 3afaeT MacKy co3faHusa darna no-yMmonyaHuio).

CONSOLE=/dev/console (napamMeTp orpaHuv4mBaeT BO3MOXHOCTb permcrpauunm
Ccynepnosib30BaTensl TOJIbKO CUCTEMHOM KOHCO/bIO U 3amnpeluaeT yaaseHHble
perncTpauumn cynepnosb3oBaTtens).

2. [ns nonb3oBaTtens root yCTaHOBUTb MacKy pexuMa co3gaHus dainnos 077 wnm
027:

umask 077 (umask 027);

3. OtpenaktupoBatb dain /etc/shells 1 nomecTnTb B HEr0O MMEHa TOJIbKO ANA Tex
nucnonHsaembix dannoB o605104eK, KOTOpble YyCTaHOBNEHbl B cucteme. [lo
yMon4yaHuto, cogepxumoe darina /etc/shells moxeT 6bITb TakuM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash
4. Ypanutb pann (ecnun oH cyuwecTtByeT) /.rhosts.
YpanuTtb coaepxunmoe darina /etc/host.equiv.

6. OrtpepaktnpoBatb dann /etc/pam.conf ¢ uenbto 3anpeta  rhosts-
ayTeHTUdMKaUMnN. BbINONHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, CoAepXKalimX
noacTpoky "pam_rhosts_auth.so".

Ul

7. TpoBepuTb  wnaeHTUdMKaTopbl  nonb3oBaTens W rpynnbl  Ans  BCex
rnosib3oBaTenen, NnepevncrneHHblx B ganne /etc/passwd. Cnegyet ybeauntcs, 4to
He cyllecTByeT MOsb30OBaTeNen, UMeLWnx naeHTudukaTop nonb3osatens 0 u
naeHTudunkaTop rpynnsl 0 KpoMe, BO3MOXHO, Nosb3oBaTtess root.

8. Co3paTb nepeyeHb nporpaMMm, KOTOpble  3anyckalwTcsd C  npasamu
aAMUHUCTPATOpPa, U KOHTPO/IMPOBaTb €ro HEM3MEHHOCTb;

9. 3anpeTuTb perncTpaumio B CUCTEME MOJIb30BaTENEN, MMELWNX Clegyloline
"cnyxebHble umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JenctBne BbINOMHAETCAS nMyTeM ykKasaHus B danne /etc/passwd cTpoku
'/sbin/nologin’ B none shell-nporpamMmmbl 1 ykasaHunsa cumeona 'x' B nosie napons.

OrpaHun4yeHus nNpun MOHTUPOBaHUKN HaNIOBbIX CUCTEM

OrpaHuyeHust MpuM MOHTMPOBaHWUWM (aMNOBbIX CUCTEM PEANU3YIOTCS peaakTUpOBaHUEM
danna /etc/fstab:

1. YcTtaHoBUTb onuuio nosuid Npu MOHTMPOBaHWKN (HanoBON cUCTeMbl /var.

Mpy WHCTaNNsUMM CUCTEMbI CreayeT BblAenuTb Ans dannoBbix cuctem /, /usr,
/usr/local, /var pa3Hble pa3genbl AWCKa Ans npeaoTBpalleHus MneperosiHeEHUS
KPUTUYHbIX parinoBbix cuctem (/, /var) 3a cHeT, HanpuMep, Nob30BaTeNbCKUX AaHHbIX
n obecrieyeHnss BO3MOXHOCTM MOHTMPOBaHUSA (anioBo CUCTEMbI /USr B pexume
"TONbKO ANA yTeHua".

9.1.2.3.
1.

9.1.2.4.

OrpaHu4yeHmnsa Ha 3anyck Npoueccos

CnepyeT orpaHnynTbL UCMNOSIb30BaHWeE B CUCTEME NNaHMPOBLLMKA 3a4ay cron U cpeacTs
naketHon ob6paboTku 3agaHui. [Ona HOPManbHOro (MYHKUMOHWPOBAHUSA CUCTEMBbI
MWUHMMaNbHO Heo6XOAWMBbIM SBASETCS pa3pelleHne MUCNosb30BaHUA MaHMpPOBLUMKA

3ajay cron n cpeacTs nakeTHoM o6paboTkM 3aAaHMi TONbLKO nMosb3oBaTtento root. Ans
3TOro cfieAyeT BbIMOJIHUTL Cieaytowme KoMaHabl (0T MMEHM Cyneprosib3oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow
HacTpolika ceTeBbIX CEPBUCOB
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HacTpoiika ceTeBbIX CEPBUCOB 3aKO4aETCs B C/IeAyoLEeM:

1. CneayeTr oOrpaHuMunMtb  (YHKUMOHaNbHOCTb [EMOHA YMpaBleHUST  CETEBbIMMU
coeanHenunsamm inetd (xinetd). [JdenctBme 3aknouvaetcs B peaakTuposaHuu daina
/etc/inetd.conf. B danine /etc/inetd.conf cnepgyetr 3akoMmMmeHTpoBaTb (yAanuTb)
CTPOKW, coAepXaline OonmucaHus Tex CepBUCOB, WCMONIb30BaHME KOTOPbIX Ha
KOHPUIrypupyeMoM KOMNbIOTEPE HE AABNAETCS HEOBXOANMBIM.

Kak MUHUMYM, crieqyeT 3anpeTuTb Ceaylolme CepBUChHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger nfsd

BO3MOXHO Takxe CHadana 3akoMMeHTMpoBaTb B danne /etc/inetd.conf onucaHus
BCEX CEPBMCOB W 3aTEM PaCKOMMEHTUPOBaTb TOJIbKO UCMOb3yeMbIe.

2. Ucnonb3ya ytunuty sysinstall, oTKNOUMTE HEUCNONb3yeMble CeTeBble CEPBUCHI, U
cnyx6bl, 3anyckaemblx MNpW cTapTe CUCTEMbI, 3anycTuTb paboTy MnoACUCTEMbI
accounting Ans KOHTPOJS 3amnyCcKaeMbIX NPOLECCOoB.

3. Echn He NnAaaHNpPYeTCa WUMCNoJZib30BaTb HaCTpaMBaeMbIVI KOMNbOTEP B Ka4yecTtBe
MapwpyTusaTopa, Heob6XxoAMMO 3anpeTuTb MapLlipyTU3aumio, BbIMOMHUB KOMaHAy
sysctl -w net.inet.ip.forwarding=0.

4. CnepgyeTt 3anpeTuTb NpuMeM U3 BHELWHeW ceTu "wupokosewaTtenbHblx" (broadcast)
NakeToB, a TaKXe rnepegavy OTBETOB Ha NPUHATbIE "WIMPOKOBeLLaTeNbHbIE" NaKeTbl.

5. 3anpetuTb cynepnosib3oBaTento goctyn no ftp, ana atoro gobasutb "root" B daiin
/etc/ftpusers

6. Ecnn nnaHupyeTcsa ucnonb3oBaTb Ha HacTpavBaeMoM cepBepe cepBuc FTP, 1O
cnepyetr co3paTtb  (oTpemaktupoBaTtb)  dann  /etc/ftpusers co  cnMCKOM
nonb3oBaTtesnien, ANa KOTOPbIX 3anpelleH AOCTyn K cepBepy no npotokony FTP.
dann wnMeeT TEKCTOBbIK dopMaT M LO/MKEH cojepXaTb MO0 OAHOMY WMEHMU
nonb3oBaTens B CcTpoke. B cnucke "3anpeweHHbIX" nonb3oBaTenien, Kak MUHUMYM,
AO0/KHbI 6bITb MepeyncrneHbl cneayowmne nMeHa nosib3oBaTesnen:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

2. [Ans orpaHuW4yeHus AOCTyna K CUCTEMHbIM aiinaMm ANns HENnpUBUIErMPOBAHHbLIX
nonb3oBaTenen, N3 KOMaHAHOM CTPOKWU CrieAyeT BbINOMHUTL C/ieayiolme KOMaHAbI:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
3. Takxe cneayeT o6HynuTb pnar SGID Ans HEKOTOPLIX UCMOSTHAEMbIX (DannoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
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9.1.2.5.

chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall
OrpaHunyeHune KonnyecTsa "BMAMMOM U3BHE" MHPOpPMaUMM 0 cucteme

O6bI4HO, HauvanbHyl WHMOPMALMIO O CUCTEeMe MNOTeHUMarnbHbIA HapyluTenb
nony4yaeT U3 CUCTEMHbIX MPUrNalleHnin, BblAaBaeMblX CeTeBbIMU Cryxbamn cepeepa
(telnet-cepBep, ftp-cepsep 1 np.).

[MosTOMYy, K MepaM Mo OorpaHMYeHuo Konmvectsa "BMAMMON U3BHE" MHpOpMauMn o
CUCTEME OTHOCATCH:

9.1.2.6.

OTkas oT craHgapTHoro "saronoska", BbIBOAMMOro cepsepoM ftp npu oTeeTe
nonb3oBartento. [locturaetcs ykasaHueMm B dawnne /etc/ftpwelcome cnepyrowmx
OVPEKTUB:

BANNER=""
PepaktupoBaHue daiinos /etc/issue, /etc/ftpbanner u /etc/motd c uenbto
pa3bsCHEHWSA NOJSIb30BaTEsNSIM NpaBua M NONUTUKKU AOCTYNa K cepsepy ftp.

HacTporka noacucteMbl NpOTOKOMPOBaAHUA N ayanTa

. CnenyeTt y4OCTOBEPUTCS, YTO TOJIbKO MOJIb30BaTeSNb root MMeeT AOCTYyN Ha 3anuchb

Ans cnegyowmx dannos:
/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

Ecnn Ha HacTpavBaeMOM cepBepe MCMofb3yeTca web-cepBep, TO cneayer
ybeaonTbcs, 4to TONbKO "Bnageneu" npouecca httpd umeet gocTtyn Ha 3anuch K
npoTtokonam httpd

. OrpaHunuunTb (C y4yeToM BbIGpaHHOM B OpraHuWsauuu MNONIUTUKM 6e30MacHoOCTH)

MCnosb30oBaHWe noJfib3oBaTtensaMu KomaHg su u sudo - npeaocrtaBnieHUA
noAb30BaTeN0 aAMUHUCTPATUBHbLIX MOSTHOMOYNI

. CneayeT NpoTOKONMPOBaTh MOMbITKM MCMOMb30BaHUS MporpamMm su 1 sudo. Ans

aToro, B ¢ann /etc/syslog.conf cnegyet nob6aBuUTb 3anmuch:
auth.notice /var/log/authlog

nnu
auth.notice /var/log/authlog, @loghost

BTopass cTpoka aHanormyHa MepBOW, HO YyKasblBaeT, YTO MPOTOKON
OOMNOJIHUTENbHO NepegaeTcs Ha cepBep c6opa NPOTOKO/OB.

CnepyeT obecneunTb NPOTOKOSIMPOBAHWE HEYCMeLWHbIX MOMbITOK perucrpaumm B
cuUcTeMe B JIOKaslbHOM MpoToKose. [ns 3Toro, creayeTt BbIMOJHUTL crieayrowme
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

. Jna NpoTOKONMPOBAHUS CETEBbLIX COEANHEHWUIA, KOHTPOMPYEMbIX AEMOHOM inetd

(Bkntovaa paty/BpemMa coeamHeHus, IP-agpec knueHTa, YCTaHOBMBLUEro
coeAnHeEHME W  uMsA  cepBuca, obcnyxuBalowero coeauHeHme), B dann
/etc/syslog.conf cneayet no6aBuTbL 3anuch:

daemon.notice /var/log/syslog
n B panne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
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Ha

10. TpeboBa

/usr/sbin/inetd -s -t

HUA Mo KpunTorpaduyeckon 3awmTte

JonXHbl BbINOAHATLCSA TpeboBaHMs NoO KpunTorpaduyeckon 3awmnTe pasgena 12
AokyMeHTa XTAKM.00050-02 90 02 B yactu, kacawwenca OC FreeBSD.

KOHKpEeTHO A0/KHbI BbIMONHATLCS TpeboBaHusa:

1.

2.
3.

10.

11.

12.

13.

14,

15.
16.

Ucnonb3oBaHue TOJIbKO JINLLEH3NOHHOIO CUCTEMHOIO nporpaMMHoOro
obecneueHus.

HacTpoiika onepauMoHHoM cuctemsl ansa pabotel ¢ CK3UW no n. 7.

Mpu uHctannauun CK3U pomkHbl BbiTe 0becneyeHbl OpraHM3auMOHHO-TEXHUYECKNE
Mepbl MO UCK/TIOYEHUIO NMOAMEHbI ANCTPMBYTMBa 1 BHeceHnst namMeHeHuii B CK3M nocne
YCTaHOBKMW.

UckntoyeHne un3 nporpammHoro obecnedeHus M3BM c¢ ycrtaHoBneHHbiM CK3U
CpeacTB OT/IaAKM.

CK3M ponxHO 3KCcnayaTMpoBaTbCs Ha paboumx CTaHuMax M cepBepax C
YCTaHOB/IEHHbIMW CPeACTBaMW aHTUBUPYCHOW 3alluunTbl, CEPTUPULNPOBAHHBLIMU
Q®epepanbHort Cnyxbon besonacHoct PO no knaccy B2 ana paboumx
CTaHUMi.

Maponb, wcnonb3yembld ANS ayTeHTUduMKauuum nofb3osaTenen, AOHKEH
cogepxaTb He MeHee 6 CMMBONOB andasBuMTa MOWHOCTM He MeHee 10.
MNepnoanYHOCTb CMEHbI NAaposiA — HE peXe OAHOro pasa B 3 Mecsaua.
MeprMoaAnYHOCTL TEeCTOBOro KOHTPONsS Kpuntorpaduyeckux @yHkumn - 10
MUHYT.

ExxecyTouHasa nepesarpyska MN3BM.

MepunoanyHocTe octaHoea [19BM ¢ o6s3aTenbHOM MNPOBEPKOM  CUCTEMbI
oxnaxzaeHus npoueccopHoro 6noka NMN2BM - 1 mecsau.

3anpelwaerTca 1Cnosb3oBaTb pexuM npocrtor 3ameHbl (ECB) MTOCT 28147-89
Ansa wndpoBaHus nHbopMaunm, KpoMe Ko4eBO.

Jo/mkHO AaBaTbCA nNpeayrnpexneHne O TOM, YTO MNPV MCMNOJSIb30BaHUU pexunma
WndpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTepuan, obpabaTtbiBaembli Ha
OAHOM KJtoye, aBTOMaTUYECKN OrpaHMYMBaETCa BennunHom 4 MB.

Mpu  dyHKuMoHupoBaHum  CK3W  pomxHbl  BbINOAHATbCA  TpeboBaHus
3KCMyaTaumMoHHOM AOoKyMeHTauum Ha MAK 3awmntbl oT HCA.

JonxHo 6biTb 3anpeweHo wucnonb3oBaHMe CK3W and 3awnTbl TenedOHHbIX
neperosopoB 6e3 NpuHATMSA B cucTeMe Mep Mo 3awute OoT MHMOPMaATUBHOCTU
No60YHbIX KaHaNoB, cneundunyecknx Npu nepegaye peyu.

[JomxkHa 6biTb 3anpeweHa pabota CK3W npu BkAtOYeHHbIX B MOBM wTaTHbIX
cpeacTtBax BbIXOo4a B paAuoKaHar.

MNepen Havanom paboTbl CK3M Heob6xoanMMO NPOBECTU KOHTPOJb LENOCTHOCTH.
KOHTpoNeM LenoCTHOCTU AOMXKHbI 6bITb OXBa4yeHbl hannbi:

FreeBSD (32-bit)

libcspr.so.3, libcspr.la, libcsp_kc2.s0.3, libcsp_kc2.la, cryptsrv, cryptcp, certmgr, inittst,
csptestf, der2xer, sv, libcapi20.s0.3, |libcapi20.la, libcpext.so.3, libcpext.la,

libcapilite.so0.3, | ibcapilite.la, |  ibpkixcmp.so.3, | ibpkixcmp.la, | ibasnldata.so.3,
libasnldata.la, libssp.s0.3, |libssp.la, libcsp.so.3, libcsp.la, librdrrndmbio_tui.so.3,
librdrrndmbio_tui.la, s  et_driver_license.sh, | ibcpcdrv_emul.a, p kecs11_initialize,

pkcsll_set_pin, pkcsll_generate_key, pkcsll_generate_key_pair, pkcsll_hash,
pkcs11_sign, pkcsll_verify, pkcsll_sign_hash, pkcsil_verify_hash, pkcsil_encrypt,
pkcs11l_decrypt, pkcsll_save_state, pkcs11l_encrypt_sign, libcppkcs1il.so.1,
libcppkes11.la, libcsppkcs1il.so.1, libcsppkesil.la, list_pcsc, librdrpcsc.so.3, librdrpcsc.la,
librdrric.so.3, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3, librdrrdr.la,
librdrrndm.so.3, | ibrdrrndm.la, | ibrdrsup.so0.3, | ibrdrsup.la, | ibrdrdsrf.so.3, | ibrdrdsrf.la,
librdrfat12.s0.3, librdrfatli2.la, libcapil0.s0.3, libcapil0O.la, libcpui.so.3, libcpui.la,
cpconfig, mount_flash.sh.

-17 - -17 -



XTAN.00050-02 90 02-03. KpunTtollpo CSP. PykoBoaCTBO agMMHMUCTpaTopa 6e3onacHoCTu.
Mcnonb3osaHue CK3W nop ynpasneHnem OC FreeBSD.

[MpunoxeHune 1. KOHTPO/b LLENOCTHOCTU NMPOrpaMMHOro
obecneyeHuns

MporpamMmMHoe obecnedeHne CK3W Kpuntollpo CSP umeet cpeactBa obecneveHus
KOHTponsa uenoctHoctn MO CK3U, KoTopble AO/MKHbI BbIMONHAKTCA NEepuoanNYecKn.
Bmecte ¢ anctpnbyTmBoM noctasnatoTcsa dannbl ¢ MMeHaMn hashes.<dist_name=>,
coAepxalwme KOHTpOJibHble 3HayeHus Xew-dyHKuMn Ha dannbl auctpnbyTtmsa
<dist_name>. CTpoKM KaXAoro Takoro daina COCTOSAT M3 ABYX MNOJeN — WUMEHMU
danna n 3HadeHus Xew-@PyHKUMM Ha Hero. ®daknbl NpoOBEPSAOTCS MNpPU MOMOLLM
yTunnTbl cpverify. HanpuMmep, BO3MOXeH creaylowunin dparMeHT Koga Aans
npoBepkun Bcex dannos BCex ANCTPUOYTUBOB:

eval ~cat hashes.*|awk "{print ""cpverify "$0" && " JEND{print "'true’}'"

Ecnn B pe3ynbTtate Nnepnoamyeckoro KOHTPOS LeNoCTHOCTM nossaseTcs coobweHuns
O HapylweHWM LenoCTHOCTU KOHTponumpyemoro daina, nonb3oBaTtesb 0653aH
npekpaTuTb paboTy U 06paTUTLCA K aAMMHUCTpPaTOpy 6e30nacHOCTU.
AAMUHUCTpaTOp 6e30MacHOCTM, NpoaHanu3MpoBaB MNPUYUHY, MNPUBEALWYH K
HapyLWeHUO LEeSIOCTHOCTU, AosmkeH nepeyctaHoBuTb MO CK3UWM Kpuntollpo CSP ¢
anctpubyTtmea, unm cuctemHoe MO.
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[MpunoxeHue 2. YnpaBneHne npoToKOIMpOBaHMNEM

Ons BKNOYEHUA/OTKIIOYEHNS 3HAYEHNE Iog MCHOﬂbBYﬁTe:

a) FreeBSD
[na 3agaHunst ypoBHA NpoTOKOa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ons 3agaHus dopMaTta npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[na npocMoTpa Macku TeKyLLEro ypoBHsa 1 popMmaTa NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ansa FreeBSD ypoBHSs sapa
He noanepxwnBaetcs.

3HauyeHMeM napaMeTpa YpOBHb NPOTOKOMaA sABNsSeTCca 6BUTOBas mMacka:
N_DB_ERROR = 1 # coobueHuns o6 owmnbkax
N_DB_LOG = 8 # coobuieHns 0 Bbl30Bax

3HauyeHneM napameTpa dhopMaT NPOTOKONa ABNSETCS bMToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYyS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMA DYHKLMMN
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO co0bLleHME
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX aamn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError
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JINCT perncrtpaumm N3MeHEHUM

JINCT permcTpaumm n3MeHeHui

Homepa nuctos (cTpaHuy) Bcero Ne Bxoaswmi Moan. |AdaTa
nncToB AOKYMeHTa N2 conpoBoau-
MN3M | wn3MeHeH- |3aMeHeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX [OKYM. AOKYM. 1
faTa
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