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© OO0 "KPUNTO-MNPO™, 2000-2010. Bce npaBa 3alyMmieHbl.

ABTOpCKME MNpaBa Ha cpeacTBa Kpuntorpaduyeckon 3awmTbl MHGOpMauMmM Tuna
Kpuntolpo CSP n akcnnyaTauMoHHY AOKYMEHTAUMIO K HUM 3aperucTpupoBaHbl B
Poccuitickom areHTcTBE MO NaTteHTaM M ToBapHbIM 3HakaM (PocnateHT).

Hactoawmii [JokyMeHT BXOAUT B KOMIMJIEKT MOCTaBKM MPOrpaMMHOro obecrneyeHus
CK3U Kpuntollpo CSP Bepcunm 3.6; Ha Hero pacrnpoCcTpaHAlTCs BCe YCNnoBus
JIMLEH3NOHHOro cornawenuns. be3 cneumanbHOro NucbMeHHoro paspeweHus 000
"KPUMTO-MPO" AOKYMEHT WM €ro 4yacTb B 3/1IEKTPOHHOM WM MNevyaTHOM BuAae He
MOryT OblTb CKONMMPOBAHbI U NepeaaHbl TPETbMM NIMLIAM C KOMMEPYECKON Lesblo.
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AHHOTAUUA

HacTtosawmin AOKYMEHT COAEPXWUT OMMCaHWe peanusauum cpeactsa KpunTorpaduyeckon 3alumTbl
mHdopmaumm Kpuntollpo CSP Bepcum 3.6 (CK3N XTHAN.00050-02) n cBeaeHns O TEKYLLEM COCTOSSHUM
npoaykra.

1. Bepcua n ncnonHeHnsa npoaykra

CK3MN XXTAW.00050-02 saensetca moamdukaumen CK3W Kpuntollpo CSP Bepcum 3.6 (CK3U
XTAN.00050-01) n COBMECTMMO C HMM MO BbIMOJIHAEMbIM KPUNTOrpadnyeckum OyHKLNAM.

CK3U1 XTAKN.00050-02 nsrotoBnseTcs B ABYX UCMOSHEHUAX:
e WcnonHeHune 1 knacca 3awmntbl KC1;
e lcnonHeHune 2 knacca 3awntol KC2.

2. TpeboBaHus k cuctemHomy MO

CK3U XXTSAN.00050-02 cbyHKLMOHMPYET B NpOrpaMMHoO-annapartHbiX cpeaax:

= Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMmHo-annapaTHbie

cpeabl, yaosnetsopatowme ctaHaapTy LSB 4.x/3.x:
Linpus (ia32)
Mandriva (ia32, x64)
MontaVista Linux (ia32, x64)
Oracle Enterprise Linux (ia32, x64)
Open SUSE (ia32, x64)
Red Hat Enterprise Linux (ia32, x64)
Red Flag Linux (ia32)
SUSE Linux Enterprise (ia32, x64)
SUSE LINUX (ia32)
Ubuntu (ia32, x64)
Xandros (ia32)

ALT Linux (ia32, x64);
Debian (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Trustverse Linux XP (ia32);
= FreeBSD 7/8 (ia32);
= Solaris 9/10 (sparc, ia32, x64);
= AIX5/6 (Power PC). TonbKko B ucnonHeHum 1.

3. Ha3HauyeHue

CK3M XXTAN.00050-02 ob6ecneunBaeT BbIMOJIHEHUE 3aLUTHbIX (PYHKLUNA:

e aBTOpM3auMss M obecrnedyeHue HOPUANYECKON 3HAYMMOCTM 3SMEKTPOHHbLIX [AOKYMEHTOB MpwU
obMeHe UMK Mexay Mosb3oBaTeNnsiMM NOCPeACTBOM MCMOMb30BaHMs npoueayp opMUPOBaHUS M MPOBEPKMU
(c ncnonb3oBaHueM ceptTudukaToB ctaHgaptTa X.509 YaocroBepsiowero UeHTpa) 3/1eKTPOHHON LU poBoM
NOAMNMUCKU B COOTBETCTBUM C OTEYECTBEHHbLIMU CTaHAapTaMu:

- FOCT P 34.10-2001. "MH¢popmauymoHHasi TexHosorusa. Kpuntorpagpuyeckas 3awymta
nHpopmauyun. lpoyeccbl GopMUPOBaHUS M MPOBEPKU 3/IEKTPOHHOM LM poBoHi nognucm”.
- TOCT P 34-11-94. "MHpopmaumoHHass  TexHosorus. Kpunrtorpagpuyeckass  3awmta
uHGopmaunu. QyHKUNS X3WnpoBaHus".
Ona obecneyeHnss OPUAMYECKON 3HAUYMMOCTM 3SJIEKTPOHHBIX [AOKYMEHTOB Mpu obmeHe YL,
ncnonb3lyemblni coBMecTHO ¢ CK3U, un CK3M nonb3oBaTens A0/MKHbl GYHKLMOHMPOBATb B COOTBETCTBUU C
3akOHOM 06 3LM.
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e obecneyeHne KOHOUAESHUMANBHOCTU U KOHTPONS LENOCTHOCTM MHMOpMauMM NocpeacTtBoM ee
WwndpoBaHUA N UMUTO3ALLMUTBLI, B COOTBETCTBMU C OTe4eCTBEHHbIM cTaHaapToM FOCT 28147-89 "Cucremsi
06paboTkn nHpopmaymn. 3awmTa KpunTorpagpumnyeckas";

e KOHTPOJZIb UENOCTHOCTU CUCTEMHOIo W MNpUKNagHOro nporpaMMHoOro obecneueHnsa pna ero
3awnTbl OT HECAHKUMOHMUPOBAHHOIO U3MEHEHNA UTXU OT HapylweHNAa NpaBUbHOCTU qJYHKLI,MOHMDOBaHVIH;

e YyhNnpaBneHuna Kn4veBbIMMN 3/1IEMEHTAMUN CUCTEMbI B COOTBETCTBUU C PEMNMAaMEHTOM;

e obecneyeHne ayTeHTMIMKALNN CBA3bIBAIOLINXCA CTOPOH, KOH(PUAEHUMANBHOCTU U LENOCTHOCTHU
nepecbiiaemMon MHbopMaLum C UCNONb30BaHWEM cepTudmkaTos ctaHaapTa X.509;

e YCTaHOBJIEHME QAYTEHTUYHOINO 3alWMNWEHHON0 CcCoeaAnHEHUnAa C WUCNoJIb30BaHMEM MPOTOKO/1a
KpunTollpo TLS.

4. OcHoBHble xapakTtepuctmkm CK31 Kpuntollpo CSP

4.1. Pa3Mepbl knto4ven

Pasmepbl K1tovel aNeKTPOHHOM LM poBOI NOAMUCK:
e 3aKpbITbI KoY — 256 6uT;

e OTKPbITbIN KNtOY - 512 6ut

Pa3smepbl KtoYeln, Ncnonb3yemblX Npu WndpoBaHumn:
e 3aKpbITbIN KoY — 256 6uT;

e OTKPbITbIN K/tOY - 512 6uT;

e CUMMETPUYHbIN KN4 — 256 6uT;

4.2. Tunbl K1KOYEBbLIX HOCUTENEN
Ncnonb3yloTca TUMNbl HOCUTENENR:
rMj 3,5";
USB aunckm
3N1EeKTPOHHBIN KoY ¢ uHTepdencom USB (e-Token);
CmapTtkapTtbl PUK, Ockap, Marncrpa
naeHtTudmkatopbl Touch-Memory D S1995 - DS1996 MAK 3awutel ot HCA (Akkopa-AMA3,
3N1eKTPOHHbIA 3aMok "Cobornb);
e Rutoken;
e Paspen HDD MN3BM (B OC Windows - peecTp)..

Ncnonb3oBaHMe KJIIOYEBbLIX HOCUTENEeW B 3aBUMCMMOCTM OT MPOrpaMMHO-annapaTHoM niatdopMbl
CM. AOKYMeHT "XTAN.00050-02 30 01. CK3U "KpunTtolpo CSP". ®opmynsap, n.n. 3.8, 3.9.

MpumMmeuaHnume 1. B coctas anctpmbytnea CK3U XTAN.00050-02 BxoasaT 6mbnmortekmn
noAAepXKM BCEX MePeUYNCTIEHHbIX HOCUTENEN, HO He BXoasT apariBepa anst OC. Mo Bonpocam
nony4yeHus agpansepoB HeO6XxoANMO 06paLLaTbCs K NPOU3BOAUTENSM COOTBETCTBYHOLUMX

YCTPOWCTB.
l.ll MpuMmeuyaHme 2. [lonyckaeTcss XpaHeHWe 3akpbiTblX kwyen B peectpe OC Windows u B
= pasgene HDD (B cnyyae apyrnx OC) npu ycnoBum pacnpoctpaHeHms Ha HDD wnum N3BM ¢ HDD

TpeboBaHMWil NO 06PALLEHMIO C KTIOYEBLIMU HOCUTENSMU, B TOM YUCAE U MOCcNe yaaneHus Kiodei
u3 peectpa.

NMpumeuaHne 3. Bornpoc 06 MCMNONb30BAHMMU KIOUYEBLIX HOCUMTENEN APYrUX TUMOB  [OJIKEH
cornacosbiBaTbca ¢ 000 "KPUMTO-MPO".




XKXTAM.00050-02 90 01. Kpuntollpo CSP. OnucaHue peanunsaumm

Peanunzauyna Kpuntollpo CSP
5.1. Crtpyktypa CK3U1

CrpykTtypa CK3UN XTAN.00050-02 npeacrasneHa Ha puc. 1.
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Puc. 1. Crpyktypa CK3UM XXTAN.00050-02.




XKXTAM.00050-02 90 01. Kpuntollpo CSP. OnucaHue peanunsaumm

5.2. CocTtaB nporpaMMHoro obecneyverHmns CK3U

B coctaB CK3U XTAN.00050-02 BxoaAT:

e bubnuoteku dll, cepsucel, gparnsepnbl Kpuntolpo CSP.

e Moaynb ceTeBoi ayTeHTUdMKaumn Kpuntollpo TLS.

e Kpuntorpaduuecknin nHtepderic Kpuntolpo CSP.

e [lporpaMMHbIn gaTunk cnydamHbix dncen (MNACH) ¢ mHcTannsuuen ot pwmsmnyeckoro ACH
(®4CH) BcTpamBaeMoro nporpaMmmHo-annapatHoro komnnekca (MAK) 3awmutel ot HCl, BnoCH, BHelHeNl
rammbl.

e [AK 3awwmTbl oT HCA (B UCNONHEHUM 2).

e KOHTPONb LEeNOCTHOCTM NporpaMMHoro obecneyeHus.

e CucTemMa MHXeHepHO-KpuATorpadryeckon 3awmnThbl.

e Cuctema 3awmnTbl oT HC[] (ncnonb3yeTcss onumMoHanbHo).

5.3. CocTtaB nporpaMMHoro obecnedeHuns NMK3U

B cocTtaB NK3W BX0OAAT KOMMNOHEHTHI:
e [MpunoxeHue (MpuknagHoe NnporpaMMHoe obecneveHne, ncrnonb3ytowee CK3N).

e WHTepdenc SSPI (noaMHOXeCTBO MHTepdenca Kkpuntorpaduryeckmx NpoToKosioB Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaumm NpoToKoaa CeTeBOM
ayTeHTMdunkaumm TLS v. 1.0 (noa ynpasnenmnem OC
Windows2000/XP/2003/Vista/2008/7/2008R2).

e Moaynn HacTtponku OC Windows ans obecnevenmss dyHKUMoHMpoBaHmnsa CK3U.
e WUHTepdenc CryptoAPI 2.0.

e CpeactBa Crypt32(Win32,64) pans obecneyeHns paboTbl C cepTudumkaTamm C
ncrnonb3oBaHueM uHTepderica CryptoAPI 2.0 uepes kpuntorpaduyeckuii uHtepdenc Kpuntollpo CSP noa
ynpaesneHnem OC Windows2000/XP/2003/Vista/2008/7/2008R2.

e CpeactBa Capilite - ana obecneyeHmss paboTbl C cepTudukaTamMm C MCNOSIb30BAHUEM
nHTepdenca CryptoAPI 2.0 yepes kpuntorpadudeckumin nHtepdeinc Kpmuntollpo CSP nog ynpasneHuem OC
cemencrea UNIX (Linux , FreeBSD, Solaris, AIX).

e Kpuntorpaduueckmin nutepderic Kpuntolpo CSP.
e LlTaTHble MHTEpdENCHI KNIOYEBLIX HOCUTENEN.
e ASN.1 - cuctema KoaMpOBaHWS/AEKOANPOBAHNA AaHHbIX B popmaTax ASN.1.

Cocra Moagynen CK3M wn TK3UM pna  COOTBETCTBYIOLWMX MNpOrpamMMHoO-anmnapaTtHbiX cpesa
KOHKpeTu3upyeTca B gononHeHumax XTAWM.00050-02 90 02 -01, XKTAW.00050-02 9002 -02,
XTAN.00050-02 90 02-03, XTAW.00050-02 90 0 2-04, >KTAWM.00050-02 90 0 2-05 K AOKYMEHTY
"XTAN.00050-02 90 02. Kpuntolpo CSP. PykoBoacTBO agMuMHUCTpaTopa 6e3onacHoctn. Obwas yactb".

MK3M B CK3U XTHAW.00050-02 He wMeeT HenocpeaCTBEHHOro JAOCTyna K K/4YeBOW M
Kpuntorpadunyeckn 3Haummor uHdbopmauuu. Bce onepauum € 3aKpbITbiIMU U CECCUOHHbLIMU
(CMMMETPUYHBIMM) KJTHOYaMUM, He3aBepPLUEHHbIMW 3HAYEHUSMU XIW-(PYHKLUMIA M T. M. OCYLUECTBASIOTCH 4epes
AECKPUNTOpPbl COOTBETCTBYHOLUMX OOBLEKTOB, MPW 3TOM AECKPUMTOPbl HEMOCPEACTBEHHO He coaepaT ajpeca
061LEKTOB.

B ucnonHeHun 2 CK3U peanusosaH Kpunrtorpacgdpunueckumit cepBuUC C XpaHEHWEM OOBLEKTOB B
oTaensHoM oT [IK3W agpecHOM npocTpaHcTBe, 4TOo obecneumBaeT AOMOMAHWUTENbHbIA pybex 3awwuThbl
o6bekToB CK3U OT NpunoxeHun.

6. YctaHoBka MO CK3U XTHN.00050-02

YcraHoBka O B 3aBMCMMOCTM OT WCMOJIb3yeMON nnaThopMbl MPOM3BOAMTCA B COOTBETCTBMM C
aonosiHeHnamn XTHAN.00050-02 90 02 -01, XTHAM.00050-02 90 02 -02, XXTAM.00050-02 90 02 -03,
XTAN.00050-02 90 02-04, XTHAN.00050-02 90 02-05 k aokymeHTy "XTHAM.00050-02 90 02. KpunTollpo
CSP. PykoBoAcTBO afgMMHUCTpaTopa 6e3onacHocTn. O6wasa vacTtb".
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7. TlpumeHeHune CK3UN XTAKN.00050-02

Bo3MoXxHbI cnepytowme npumeHenmns CK3U XKTAN.00050-02:

1. MpumeHeHne CK3WN B cocTtaBe CTaHAAPTHOrO NporpamMMHOro obecnevyeHmss komnaHmmu Microsoft
W ApYyrux KOMMAaHWMN, peanusylowmx Kpuntorpadunyecknin nHTepdenc B COOTBETCTBUM C apXUTEKTYpOU
Microsoft.

2. BctpamBaHme CK3M BO BHOBb pa3pabatbiBaeMoe WM CywecTBylwee npukiagHoe
nporpamMMHoe obecrnevyeHue.

8. Wcnonb3oBaHne CK3WMN B cTaHAapTHOM NMpPOrpaMMHOM
obecneyeHunmn

MporpamMMHoe obecnedeHne CK3UM XTAM.00050-02 no3BonseT MCNonb30BaTb POCCUMUACKME
Kpuntorpacdunyeckne anroputMbl U cepTUdMKaTbl OTKPbITbIX Kaoveh ctaHgapta X.509 ¢ pasnnyHbiM
nporpaMMHbIM obecneyeHnem Microsoft:

e LleHTp Ceptudukaumnm - Microsoft Certification Authority, Bxoaswmin B cocta Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2.

e DnieKTpoHHas noyta - MS Outlook (Office 2007, Office 2003, Office XP, Office 2000).

e DrnekTpoHHas nouyTa - Microsoft Outlook Express B coctaBe Internet Explorer.

e Microsoft Word, Excel, Info Path ns cocrasa Microsoft Office 2003, 2007.

e CpeacTBa KOHTponsa uenoctHocth MO, pacnpocTpaHaeMoro no cetun - Microsoft Authenticode.

e Cnyx6bl TepmuHanos ans Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (BkAwYas W3 cnyx6 TepMnHanos).

e 3awmuta TCP/IP coeamHeHun B ceTn WHTepHeT - npoTtokon TLS/SSL npu B3ammoaencresum
Internet Explorer - web-cepsep IIS, TLS-cepsep, TLS-knneHT (IE).

e SQL-cepsep.

e ISA cepsep.

e CepBep TepMuHanoB un knueHT (RDP).

e CpeacrtBa pyHKUMOHMPOBAHUA KoMNekca paspabotkn OO0 «KPUMTO-MPO»
KpunTo-Mpo YU 1.4, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnnenTt Kpuntollpo HSM.

CK3M XTAN.00050-02 npun pyHKUMOHUpPOBaHUM noA yrnpasneHnem OC Windows mMoxeT
MCMNOMb30BaTbCs C AOMO/IHUTE/IbHBIMW NPOrPaMMHbIMU CPEACTBaMM 3aLUThl:

XXTAN.00032-01 30 01. KpunTollpo Winlogon. Cpeacrtso ceTeBol ayTeHTUdMKaUNK.
XXTAN.00051-01 30 01. KpunTollpo EFS. CpeacrtBo xpaHeHns KoHduaeHUManbHOW MHGoOpMaumu.

Moa ynpasneHnem UNIX-nogobHbix OC CK3U XTAWN.00050-02 mcnonb3yetcs C MpOrpaMMHbIM
obecneueHnem:
Certmgr (KpunTtolpo Certmgr).
CryptCP.
Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Poccuinckne kpuntorpadumyeckme anroputMmbl U cepTuduKaTtbl OTKPbITbIX Katoder X.509
MCMONb3YKTCA C YyKasaHHbIM MporpamMMHbIM obecrnevyeHMeM B COOTBETCTBMM C MeXAYHApPOAHbIMU
CTaHAapTaMmu:

"Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile" (rfc4491) onuncbiBaeT ncnonb3oBaHue
POCCUMCKUX KpuNATOorpadumyecknx anroputMoB B MHMPaACTPyKType OTKpbITbIX Ktouer uHTepHeT (PKIX,
Internet X.509 Public Key Infrastructure). B paHHOM pAoKyMeHTe, onumcaHbl dopMaTbl MpecTaB/ieHus
OTKpbITbIX Katoden u DUIM, mcnonb3yembix AN CO34aHUS CEepPTUPUKATOB OTKPbITbIX KOYENH U CMUCKOB
0TO3BaHHbIX cepTudukatos X.509, wnageHTUdUKaTOpbl anropuTtMOB, COOTBETCTBME MapaMeTpoB
KpunTorpadunyecknx anroputMoB Ux naeHTndmkaTopam.

"Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST R
34.10-2001, and GOST R 34.11-94 algorithms" (rfc4357) onucbiBaeT AONOMHUTENbHbIE ANrOPUTMbI,
Heobxoanmble anst ucnonb3oBaHusa FOCT 28147-89, TOCT P 34.10-2001 n TOCT P 34.11-94. B uncno atux
[OMOJIHEHWNI BXOAST: PEXWMbl AOMOAHEHUS AaHHbIX Ansa 6noyHoro wudgposanus no FMOCT 28147-89 wm
CBC, 6nouyHoe wundposaHue ¢ 3auenneHnem (pexum wndposaHmsa CBC), knoyesoe xawmpoaHve (HMAC
Ha 6a3e NOCT P 34.11-94), npeobpasoBaHMe K/OUYa M CUMHXPOMOCLUIKM nocie obpaboTkm oudepeaHbix 1 K6
[aHHbIX, reHepauus nceBaoCTyYanHoM nocneposatenbHocTn (aHanor PRF Ha 6ase  HMAC), dopmupoBaHue
Kntoya obmeHa (cornacosaHus) Ha 6ase NOCT P 34.10-2001, cdopmmpoBaHMe Kkoua aKcrnopTta pabouero
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Ktoua, amBepcuduKaLms Kaoda, sKCnopT paboyero kKkoya Ha kftouye 3KCropTa, 3KCnopT paboyero kkwoda
Ha Kkto4ye o6MeHa, Habopbl CTaHAAPTHLIX MapaMeTpoB airopuMTMoB (HanpuMmep, Ans WUdpoBaHUsa - y3en
3aMeHbl, PeXWUM LWNdPOBaHUS, anropuTM YCIOXHEHUS Ktoya), 3ajaBaeMble naeHTUdUKaTOpaMm.

"Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS)" ( rfc4490) onucbiBaeT WCMNOAb30BaHuE
POCCUICKUX KpuNTOrpauyecknx anroputMoB B [AOKYMEHTaX, YAOBMETBOPSAWOWMX CTaHaapty CMS
(Cryptographic Message Syntax), B 4aCTHOCTW, NpUMeHsieMOM AN obMeHa 3aWULEHHbIMK coobLweHnsIMm
Nno 3/1eKTPOHHOM nouTte u de-facto aBnaowemMca cTaH4apTOM Ha NpeAcTaB/eHne 3NeKTPOHHOro AOKYMeHTa
B 3alLUMLLEHHOM BMAE KaK C MUCMosib3oBaHumeMm anroputMma 3UIM, Tak n wndposaHusa. Onsg wmndpoBaHHbIX
coobuieHn onucaHbl oba BapumaHTa: obMeH knw4YamMm K TpaHcnopT knwya (key agreement u key
transport).

MpoekTt "Addition of GOST Ciphersuites to Transport Layer Security (TLS)" ( draft-chudov-
cryptopro-cptls-01.txt) saBnseTca AonofHeHMeM K cneumdukaumm RFC 2246 B 4acTu onucaHus
NpUMEHEHNsS POCCUMNCKUX anropntMmoB. MNpoTokon TLS(SSL) wuMpoko ucnonb3yeTcs Ans 3aluTbl CETEBbIX
COeANHEHUI, U, B YaCTHOCTM, ANS 3alMlieHHoro goctyna Kk Beb-cantam (HTTPS). [JOKyMeHT onucbiBaeT
yeTblpe MexaHu3ma (Cipher Suites), peanusyoWwmx KAOYEBbIE MPOTOKOMbI MPY UCMOb30BAHUN OTKPbITbIX
kntoyerr FOCT P 34.10-2001. TMepsble aBa wucnonb3dyeT wudpoBaHne [OCT 28147-89 wmn  KOHTpOnb
LeNoCTHOCTM C MOMOLWb WMWTOBCTaBKM, TPeTU U UETBEepTbIl HE UCMOoNb3yeT WUdpoBaHMe U
KOHTPO/NPYET LEeNOCTHOCTb C NOMOoLWbio Katoyeroro xewa (MAC) Ha ocHose anroputMma FOCT P 34.11-94.

MpoekT "Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital  Signatures" ( draft-chudov-cryptopro-cpxmldsig-00.txt) 4BnseTca  AOMOJIHEHUEM K
CYLLEeCTBYIOLEMY AOKYMEHTY, OnuCbiBaloLWeMy npasuna npuMmeHeHms SDUIM B gokymeHToB dopmaTta XML
"XML-Signature Syntax and Processing", npuHaTOMYy KOHcopumymMoM W3C, B 4acTu MCNOAb30BaHMUSA
POCCUNCKNX anropuTMOB 31€KTPOHHO-UMDPOBON NOAMNUCH.

MporpammHoe obecneyeHne CK3W XKTAW.00050-02 coBMeCcTMMO CO CpeacCTBaMM aHTMBUPYCHOWN
3alnTbI:

e McAfee VirusScan Enterprise Version 8.0i.
¢ Norton (Symantec) Antivirus.

e Amntusupyc Kacnepckoro
e AmntuBupyc NOD32.

9. BctpauBaHune CK3U

Apxutektypa CK3U XTAN.00050-02 obecneumBaeT BO3MOXHOCTb €ro BCTpaMBaHWUS B pasfiNyHble
OC c uenbio pacnpeneneHns oTKpbITbIX Ktoven Ha 6ase cepTudukaToB ctaHaapTta X.509.

9.1. Ncnonb3oBaHue nHTepdenca CSP

CK3M XTSAN.00050-02 MoxeT 6biTb MCNOMb30BAaHO MPUKIaAHbIM MPOrpaMMHbIM obecneyeHneM
nyTem 3arpyskum Moayns Bbi30BOM dyHKuuM LoadLibrary(). Ona 3Tux uenem B KOMMNEKT MNOCTaBKM
BK/IIOYAETCS AO0KyMeHT "XTAW.00050-02 90 05. Kpuntollpo CSP. PykoBoaCTBO mnporpamMmucra’,
onucbiBaloWmMn coctaB pyHKUMA n TectoBoe [10. lpu Takon peanusauuun npuknagHomy MO pocTyneH
JIMWb OrpaHWYeHHbIn Habop HW3KOYPOBHEBLIX KpunTorpadpuyeckux ©GyHKUNIA, COOTBETCTBYIOLMNA
nHTepdelricy Microsoft CSP.

9.2. Ucnonb3oBaHune nHtepdemnca CryptoAPI 2.0.

CK3U XKTAN.00050-02 moxeT 6biTb MCNOMb30BaHO MNPUKAaAHbIM MporpaMMHbIM obecrnevyeHunem
(kak 1 nobon agpyron kpuntonposangep, nocrasnsemoin ¢ OC Windows) yepes nHtepderic CryptoAPI
2.0 (onucaHmne - B gokyMeHTaumein MSDN - Microsoft Developer Network). B aTom cnyyae crocob
Bbibopa KpunTorpaduyeckoro anroputma B npuknagHom [0 MoxeT onpeaenstbcs WHbOpMauunen,
copepxalencs B ceptudukatax oTKpbITbiX Katoyen X.509.

Ncnonb3oBaHue nHtepderica CryptoAPI 2.0 B8 OC Windows npecneayet uenu:

e ObecneyeHne nMpPUKNAAHOMY YPOBHK [OCTyna K Kpuntorpaduyeckmm  GyHKUUAM
(reHepaums knwo4yen, popMmmpoBaHme/npoBepKa 31eKTPOHHOW LUnMdpoBoK noagnucu, wudposaHne/pacwumng-
poBaHWe JAaHHbIX). OTa Uenb AO0CTUraeTcsd MNyTEM M30JMPOBAHMA MNPUKIAAHOIO YPOBHSA OT YPOBHS
peanusaumn Kpuntorpadunyeckux GyHKuUuin. MNpu 3TOM NPUKIAAHBIM NPOrPaMMUCTaM HE HYXHO AeTasbHO
n3yyatb OCOB6EHHOCTM peanmsauuu TOro WAM WMHOro anropMTMa WNM U3MEHATb KOA4 B 3aBUCUMMOCTUM OT
anropuTtma.

e M30/IMPOBaHME MPUKIALAHOMO YPOBHSA OT YPOBHS KpunTorpapuyeckmx ©@YHKUMA C
BO3MOXHOCTbIO WCMOJSIb30BAHMUS pa3HblX ajaropyutMOB B Pas/iM4YHbIX WX peanusauunsx, BKI4Yas
annaparHble.
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Ha Unix-nnatdopmax [MK3W pononHUTENbHO KOMMNNEKTyeTcsa Moaynem capilite, koTopbin
COOTBETCTBYET NoAMHOXeCTBY UHTepdelica CryptoAPI 2.0 n obecneumnBaeT Te xe MHTepdencHble DyHKLNN
B 3Tux OC, uto u B OC Windows.

9.2.1.ba3oBble KpunTorpadpunyeckme QyHKLNU
K 6a30BbIM DYHKUUAM OTHOCATCS:

¢ @®YHKUMM uHMUMannsaumm (paboTbl C KOHTEKCTOM). 3TM QYHKUUM MpenoctaBastoT
NPUNOXEHNIO BO3MOXHOCTb Bbi6paTb onpeaeneHHbI KpMNTonpoBanaep no TMny UMeHn nnm no tTpebyemon
dYHKUMOHANbHOCTMH.

¢ GMYHKUMM reHepauuu Knarwuen. I byHKUMM NpeaHasHayeHbl Ans ¢hopMMpOBaHMA U
XpaHeHUs1 KpunTorpamuueckmx Kaouen pasinmuHblxX TUMOB.

e ®dyHKUMM o6MeHa kAw4YaMuU. DTN  GDYHKUMM MpefHasHayeHbl Ans Toro, 4tobbl
NpUNOXEeHN MoOrnmM o6bMeHMBaATbCA PasNYHbIMW TUNAMKU  KaoyeBoh WHdopMaumm ana obecrnedveHus
B3anMoZenCcTBmsa mexay coboi.

Mo ceoel pyHKUMOHaNbHOCTK 6a3oBble pyHKUMM AYy6INpPYIOT HU3KOYPOBHEBbIN MHTEpdenc CSP.

9.2.2.®yHKUNN KOAUPOBAHUSA/AeKOANPOBAHNS

[JaHHble dyHKUMM npegHasHadeHbl Ans npeobpa3oBaHusa (KOAMPOBaAHUA) W3  BHYTPEHHEro
npeacraeneHns obbekToB, ucnonb3dyemblx B CryptoAPI, BO BHewHee npeactaBneHve u obpatHo. B
KauyecTBe BHELWHero npeacraBfieHns obbekToB ucrnonb3lyetcsa dopmat ASN.1 (Abstracy Syntax No tation
One), onpeaeneHHblli cepuein pekoMmeHgaumi X.680. K 3Ton xe rpynne yHKUMA MOXET bbiTb OTHeCeH
Habop QyHKUMIA, NO3BOMAWMX pacwmpuTb @yHKUuMoHanbHocTb CryptoAPI 2.0 nyteM peanusaumum u
perncrtpaumm cob6CcTBEHHbIX TUNOB 06bEKTOB.

9.2.3.®yHKUMM paboTbl CO CpaBoOYHUKaMM cepTUdUKATOB

OTa rpynna yHKUWIA npeaHasHadyeHa Ans XpaHeHus n 0bpaboTkn cepTuduUKaToB B pasnYHbIX
TUMax CcrnpaBoOYHMKOB. B KkauecTBe cnpaBoO4YHMKA MOTyT WCMOSb30BATbCS CaMbl€ pPasfiNYHbIE TUMbI
XpaHunuu: oT darna go LDAP.

9.2.4.BbicOKOoypoBHeBble MyHKLUMKM 06paboTkmn Kpuntorpadmnyeckmnx
coobLieHnm

OTa rpynna ¢dyHkumi (Simplified Message Functions) B nepBylw ouyepeab npegHasHaveHa Ansd
ncnonb3oBaHus B npuknagHoM MO. C nx NOMOLbLIO MOXHO:

e 3awwudposaTb/pacwmndpoBaTtb coobuleHMe OT OAHOIO MoJib30BaTeNs K ApyroMy.
e ToanucaTb AaHHbIE.
e [poBepuTb NOAMNUCH AAHHbIX.

O™ dyHKUMK (Tak Xe Kak M QYHKUMU HU3KOro YPOBHS) ONEpUpPYIOT cepTudmnkaTtaMm OTKPbITbIX
knoyen X.509 ans apgpecaunm oTnpaBuTens/nonyyatenss AaHHbiX. B kayectBe ¢opMaTta AaHHbIX,
ncnonbsyetca ¢opmat PKCS#7 (RFC 2315) nnu CMS (RFC 2630) B Windows 2000.

9.2.5.HuskoypoBHeBble pyHKUNN 06paboTKM KpunTorpaduyeckmx
coobLieHnmn

JOanHas rpynna ¢yHkumn (Low Level Message Functions) npeaHasHayeHa ANs aHaJIOMM4HbIX
uenen, 4To u rpynna BbICOKOYPOBHEBbLIX MYHKUWUI, HO obnaaaeT 6onbliein dyHKUMOHaANbHOCTbIO. BMecTe ¢
TeM, 6onblwas GYHKUMOHANbHOCTb TpebyeT OT NMpMKIaAHOro nporpammmcta 6onee agetanbHblX 3HAHUNA B
obnactu npuknaaHon kpuntorpaduu.

9.3. Ucnonb3oBaHne COM mnHTepdencon

KpunTtolpo CSP moxeT 6biTb Mcnonb3oBaHo n3 COM mnHtepdeiicos paspaboTku Microsoft:
o CAPICOM
e Certificate Services
e Certificate Enrollment Control

9.3.1.Certificate Enrollment Control (Windows 2000/XP/2003)

COM wuHTepdelic Certificate Enrollment Control (peanusosaH B davine xenroll.dll) npegHasHauveH
AN UCMONb30BaHUS OrpaHMYeHHOro konuyectBa @yHkumii CryptoAPI 2.0, cBsi3aHHbIX C reHepauuen
KJIlOYEeln, 3anpocoB Ha ceptudukaTbl U obpaboTkon cepTuduMkaToB, MOJyYeHHbIX OT LleHTpa
CepTudukaumm c Mcnonb3oBaHWEM SA3blKOB nporpamMmmmpoBaHuns Visual Basic, C++, JavaScript, VBScript n
cpeabl pa3paboTkm Delphi.

ITOT nHTepdenc ncnonblyoT pasnuyHbie LleHTpbl Ceptudumkaumm (VeriSign, Thawte n 1. a.) npu
dopmMmpoBaHnKM 3anpocoB Ha cepTudmKaT nonb3oBaTtenen Ha nnatdpopme Windows 2000/XP/2003.
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9.3.2.Certificate Enrollment API (Windows Vista/2008/7/2008R2)

NHTepdelicol Certificate Enrollment API (peanusoBaHHble B danne certenroll.dll) npeaHasHayeHbl
ONA reHepaumun Kn4ven, 3anpocoB Ha cepTudukaTtbl, 06paboTkn cepTudurKaToB, NONyYeHHbIX OT LleHTpa
CepTudurkaumm ¢ UCNOSIb30BaHMEM Pa3fINYHbIX A3bIKOB NMPOrpaMMMPOBaHUS.

ITOT nHTepdenc ncnonblyoT pasnuyHbie LleHTpbl Ceptudumkaumm (VeriSign, Thawte n 1. a.) npu
dopMmMpoBaHMM 3anNpocoB Ha cepTudmKkaT nosab3oBatenen Ha nnatdpopme Windows Vista/2008/7/2008R2.

9.3.3.CAPICOM

CAPICOM (peanusoBaH B ¢arine capicom.dll) npegocrasnser COM wuHTepdeiic, ncnonb3ayrowmi
ocHoBHble pyHKUMKM CryptoAPI 2.0. DTOT KOMMNOHEHT saBNseTcs AobaBreHMeM K yxe cyulectsyowemy COM
nHTepdeincy Certificate Enrollment Control (xenroll.dll), koTopbli peanu3yloT KAUMEHTCKME OYHKUUN
reHepaumu K/o4ven, 3anpocoB Ha cepTudukaTbl U obMeHa ¢ LleHTpom CepTudurkaumm.

CAPICOM no3BonseT ncnonb3oBatb GYHKUUM GOPMUPOBAHUS U NPOBEPKN INEKTPOHHON LUUPpPOBOY
noanucK, MNOCTPOEHUS W NPOBEPKM UernoyvYek cepTUduKaTtoB, B3aMMOAENCTBMSA C  PasM4YHbIMU
cnpaBoYHuKamMm ceptudukaToB (Bkaodas Active Directory) ¢ wucnonb3oBaHuem Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3pabotku Delphi. Ucnonb3zosaHne CAPICOM no3Bonser peanu3oBaTb
dYHKUMOHaNbHOCTbL "TOHKOro" KnneHTa B nHTepderice 6paysepa Internet Explorer.

CAPICOM saBnsieTcs cBo60AHO pacrnpocTpaHsaeMbiM M MNoOCTaBnsieTcs B coctaBe Redistributable
WHCTpyMeHTapusa paspaboTtumka Microsoft Platform SDK.

9.3.4.Certificate Services

Certificate Services BkntoyaeT B cebss Heckonbko COM umHTepdencos, Mo3BOASKOWNX U3MEHUTb
dyHKuMoHanbHocTb LleHTpa CepTtudukaumm, Bxoasuwero B coctaB OC Windows 2000/2003 Server.
Mpn NnoMoLKM AaHHbBIX MHTEPdENCOB BO3MOXHO U3MEHEHME:

e 06paboTkM NOCTyNaoLWmMX OT NOJb30BATENEN 3aMNpoCOB Ha cepTUdMKaThl;

e (COCTaBa faHHbIX (B TOM uucne pgonosHeHumit X.509), 3anucbiBaeMbix B M3[aBaeMble
LEeHTpPOM cepTuduKaThl;

e crnocoba nybnukaumm (XxpaHeHus1) n3gaHHbIX LEHTPOM cepTUdUMKaTOB.

9.4. WNcnonb3oBaHue npotokona TLS B npuknagHom MO

Moaynbe noadepXKu CceTeBOn ayTeHTudukauum nosBonsetr Ha 6asze CK3U XTAWM.00050-02
peann3oBaTb 3alUMLLEHHbI CETEBOM MPOTOKOS B COOTBETCTBMU C pekoMeHaauusmm RFC 2246 "The TLS
Protocol. Version 1.0" 1 npoekToM pekoMeHgaunii "Anroputmbl FTOCT ans Transport Layer Security (TLS)".
Moaynb obecneunmBaeT ABYCTOPOHHIOK WM OAHOCTOPOHHIOW ayTeHTUMUKAUMIO MNPUIOXKEHUA Npu KX
B3aMMOAENCTBMN NO CETM C MCNosb3oBaHueM anroputma DUIM n cepTUdMKaToB OTKPbITbIX K/KOYEN, a Tak
Xe WwndpoBaHMe AaHHbIX, NepejaBaeMblX B CETEBOM COeAVNHEHUN.

KpoMe wucnonb3oBaHus npotokona TLS B wuHTepdeice Internet Explorer, npuknagHoe
nporpamMMHoe obecrneyeHne MOXET MCNOJIb30BaTh NMPOTOKON TLS Ansa ayTeHTUdUKaAUMN U 3alnTbl AAHHbIX,
nepenaBaeMbiX NO cOB6CTBEHHbLIM NPOTOKO/aM Ha ocHoBe TCP/IP n HTTPS.

9.5. Ncnonb3oBaHune pyHKuMn CSP ypoBHSA sapa onepaunoHHON

CnNCTeMmbl

Moaynb ypoOBHSI siApa OMEpauuoHHOW  CUCTEMbl  MO3BOJIIET  MCMOSIb30BaTb  OCHOBHblE
Kpuntorpaduyeckne dyHkunmn (wundgposaHmne/pacundpoBaHme, NpoBepka MOAMNUCK, XelrpoBaHWe) Ha
YpPOBHE sapa OnepauuMoHHON cucTeMbl. [aHHbIA MOAyAb B MNEPBY o4yepeab MpefaHasHadeH Ans
MCNONb30BaHUSA B TMPUIOXEHUSIX YPOBHS sApa onepauuoHHOM cuctembl (wudpatopel IP npoTtokona,
XECTKOro gucka u 1.4.). NHTepdelic moaynsa aHanorndeH nHtepdency CSP ypoBHS nonb3oBaTens, ¢ TeEM
NCKJIIOYEHMEM, UYTO OH He no3BonseT paboTaTb C CEKPETHbIMW KJOYaMU MOSb30BaTeNnss W He
npeaocTaBnsieT OKOHHbIA  MHTepdenc. [NogpobHee 06 UCNONb30BaHMM  MOAYNA CM. JAOKYMEHT
"XXTAN.00050-02 90 05. KpunTtollpo CSP. PykoBoACTBO nporpamMMmucra’.

9.6. lNpumMepsbl ncnonb3osaHnsa CK3U

Ons pa3pabotunkoB B coctaB amctpnbytnsa CK3UN XTAN.00050-02 BkOYAOTCA peKOMeHAaunu,
cogepxawme onucaHue uHTepdenca TLS, nogmHoxectBo CryptoAPI 2.0, peanusyemoe 6umbnmortekomn
capilite.dll, n npumepbl MCNONb30BaHWSA Ha YPOBHE Bbl30Ba OCHOBHbIX ¢yHKumin CryptoAPI 2.0. B coctaB
OVUCTpMNBYTMBA BKJ/IIOYEHbI TakXe npuMmepbl ncnosnb3oBaHus CSP Ha yposBHe sgpa OC, noanucu/npoBepKu
noanucu XML, ucnonbe3oBaHus xenroll, capicom, Bbi3oB ¢pyHKUMin CSP uepes nHtepderic CSP.

Bonblioe KONMYECTBO NMPUMMEPOB MCNonb3oBaHusa ¢yHkumin CryptoAPI 2.0, CAPICOM, Certificate
Services BxoauT B AokyMeHTaumto MSDN v B HCTpyMeHTapuii paspaboTtumka Platform SDK.

Ha cepsepe Kpunto-Mpo (http://www.cryptopro.ru/CryptoPro/forum2/) Beaertcss KoHdepeHUUs no
BOMPOCaM MCMNO/b30BaHUSA Kpuntorpapunyeckmx GyHKUMN U cepTUdUKaTOB OTKPbITbIX K/HOYEN.
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10. N3MeHeHnd

10.1. 3mMeHeHunsa, BHeceHHble B KpunTtollpo CSP Bepcumn 1.1

e WM3mMeHeH 6a@30Bbin MAEHTUMUKATOP, WCNOAb3YEMbIA ANS MpeacTaB/ieHUs anropuTMoB
cepTudmkaTax n KpuntTorpauyeckmx coobLieHnsx;

e lI3mMeHeHO npeacTaBneHWe MapaMeTpoB P, (, a, Y3/10B 3aMeHbl X3W-POyHKLMU
wndpoBaHUa B cepTudmKaTax OTKPbITbIX kKnoyen n dopmate coobwerHnin S/MIME (PKCS#7, RFC 2630).
cBsA3n C 3TMM, Bepcms 1.0 He coBMecTuMa ¢ Bepcuein 1.1;

e [lob6asneHo oTobpaxeHune anropmtmoB FOCT B gmanorax MO Microsoft Outlook Express u
MO Microsoft Outlook;

e [lobaBneHa noaaepikka 3neKTpoHHOro 3amka "Cobonb" (HUM NHdopm3awmTa);

e [lob6aBneHa perucrpaumsa ycrtaHosneHHon sepcum Kpuntollpo CSP;

e (Ob6ecneueHa nogaepxka Kpuntolpo CSP B OC Windows ME;

e YpaneHa nopgaep)kkKa OTKPbITbIX KJtOYeln aonnHon 512 6uT;

e (Ob6ecneyeHa pabotocnocobHocTb ¢ Internet Explorer 5.5;

e PeanunsoBaHO xpaHeHMe cepTUPUKATOB OTKPbLITLIX KIHOYEN B KIHOYEBOM KOHTENHEpe;

@

X =<

e Peanu3oBaHa BO3MOXHOCTb YCTaHOBKM cepTudukata Moab30BaTeNss U3  K/IKYEBOro
KOHTeWHepa B cnpaBo4vHuk ceptudunkatos Windows u3s naHenu ynpasneHus KpuntollPO CSP.

10.2. W3MmeHeHud, BHeceHHble B KpuntolTPO CSP Bepcuun 2.0.

e Peanu3oBaHa BO3MOXHOCTb YCTAaHOBKM cepTudukata B CNPaBOYHUK CepTUdMKaToB
Windows n ¢opMupoBaHue CCbIIKM C JIMYHbIM 3aKPbITbIM K/OYOM MOMb30BaTeNa W3 NaHenu ynpasneHus
KpunTtollPO CSP;

e Peanu3oBaH WHTepdeNC CMeHbl M YyAaNeHUs napons KAIYEeBOro HOCUTENS W3 NnaHenu
ynpasneHus Kpuntollpo;

e ObecneueHa nogaepxka Kpuntolpo CSP B OC Windows XP;
e PeanusoaH nHtepdeinc PC/SC ana paboTbl CO cunTbIBAaTENSAMU CMApT-KapT;
e [lobaBneHa noaaepxka UCB kntouven eToken;

e PeanusoBaHbl anroputMbl AMBepcudUKaLMM KOYelH KU ayTeHTUduKaumm, nossonstoue
BbiMyCKaTb U 06CNyXuMBaTb MHTEs/IEKTyanbHble KapTodkn "Ockap 1.*" n PUK-1, peanusyiowme anroputm
wudposaHumsa NOCT 28147-89;

e PeanusosaH anroputMm UMM B cootBeTcTBMM ¢ TOCT P 34.10-2001;

e [MoppnepxuBatoTca Habopbl napametrpoB [OCT P 34.10-2001, 3annaHuMpoBaHHblie K
NCMoNb30BaHUIO B MHTENNEKTYanbHbIX KapTax "Ockap 2.*" n PUK.

10.3. W3meHeHus, BHeceHHble B KpunTtollPO CSP Bepcun 3.0.

e WcknodeHa noaaepxka OC Windows 98/ME (Ha »3Tux nnatdopmax BO3MOXHO
ncnonb3oBaHme Kpuntolpo CSP Bepcum 2.0, KOTOpasi COBMeCTMMa Mo BbIMOJHSAEMbIM KpUNnTOrpadpunyeckmum
dyHkumam ¢ CK3U Kpuntolpo CSP Bepcun 3.0);

e (ObecneyeHa nogaepxka OC Windows 2003; gobasneHa nogaepxka nnatgopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

e PeanusoBaH npoTokon ceteBol ayTeHTudukaumm Kpuntollpo TLS B CK3UM Ha BCex
nnaTtgopmax;

e Ha UNIX-nnatdopmax aobasneHbl Moaynn o6paboTkm cepTUdUKaToB OTKPbITbIX K/IHOUYEN U
NnoALEePXKW CMMUCKA OTO3BaHHbIX CEPTURUKATOB;

¢ Ha UNIX-nnatdopmax gobasneHbl Moaym paboTbl XpaHUIMWAMM CEPTUDNKATOB;

e Ha UNIX-nnatdopmax aobasneHbl Moaynn o6paboTku MoAnNMCaHHbIX, 3aln@dpoOBaHHbIX U
Apyrux coobuweHnin dopmata CMS (PKCS#7);

e Ha Windows-nnatdopmax gobasneHbl Moaynn obpaboTkn nognucaHHbix XML coobuieHuni
(XMLdsig);

¢ Ha Windows-nnaTtdopmax pacwmpeHa nogaepxka Microsoft Office (Word, Excel, InfoPath,
Outlook);

e YnyyweHa MacwTabmupyeMocTb Ha MHoronpoueccopHbix SMP n HyperThreading cucremax;

e YBe/MYeHa Npon3BOAUTENIbLHOCTb Kpuntorpaduyeckmx npeobpasoBaHuMin Ha nnaTdopmax
IA32 B 2-3 pa3a.

e 3akpbiTble knoun TOCT P 34.10-94 HameueHbl K ypaneHuio B Oyaywux Bepcusx
"KpnnTtolPO CSP", 0 uéM BbigaéTcsa npeaynpexapatouwee coobueHne B MOMEHT UX CO34aHUS.
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e K cyulecrteyrowinm cnocobam ynpaBneHuna Kno4yamMum nobasneHa BO3MOXHOCTb
ocywlecTtBieHna 3alluTbl KO4Ya Npu NoMoLU BaI.IJVICbDOBaHVIﬂ AAHHOM0 3aKpbITOro Knkw4Ya Ha ApyroMm
3aKpbITOM K/KO4YE M Npu noMown pasgeneHna AOoCtyna K HeMy Mexay HECKONIbKMMU KK4YeBbIMU
HOCUTENAMMU,

e B coctaB CK3U Ha Bcex nnatdopmax gobaBneHa peanvsauunsa Kpuntonposangepa s dopme
ApanBepa;

e MWcnonHenuss, obecneumBawwme 3awmTy nNo ypoBH KC1, peanusoBaHbl A4
KpunTonposalaepa B (popMe noarpyxaemon 6mbnnortekn;

e MWcnonHenusi, obecneumBawwme 3awmTy NO YypoBHW KC2, peanusoBaHbl A4
KpunTonpoBanaepa B hopMe cepBMCa XpaHEHUS KITOYen;

e B cBS3M C pacwupeHveMm noaaepxuBaeMmblx nnatdopm Kpuntollpo CSP Bepcum 3.0
peanun3oBaHo B 10 MCNOMNHEHMSAX, OTANYAIOWMXCSA MPOrpaMMHO-annapaTHoOn cpeao PYHKUMOHUPOBaHUS,
COCTaBOM MpPOrpaMMHbIX MoAayfnen u knaccom 3awuTbl "TpeboBaHui K cpeactBaM KpunTtorpaduyeckomn
3aWMTbl KOHGUAEHUMaNnbHON nHdopmMauun".

10.4. WN3MeHeHus, BHeceHHble B KpunTtollPO CSP Bepcun 3.6

e (O6HOB/EH N pacWMpeEH NepeYyeHb NporpaMmMHo-annapaTtHbix cpea. Kpuntolpo CSP Bepcuu
3.6 PyHKUMOHUPYET B NporpaMMHO-annapaTHbIX cpeaax, NpMBeAeHHbIX B M. 2:

e B Kkoae uckn4yeHa BO3MOXHOCTb UCMosib3oBaHus ctaHaapta NOCT P 34.10-94.

e B coctaB ocHOBHbIXx Moaynein BkmwyeH Winlogon - Moaynb ayTeHTudMKauum
nonb3oBartens B goMeHe Windows; ncnonb3yeTtcs B ucnonHeHu 3 (knacc sawmtbl KC3);

e B cocraBe aBTOHOMHOro APM wucnonb3dyetrca yTtuauta BblpaboTKM rammbl; ramma
MCNONb3yeTcsl raMma nocTtasLlunka ansa nHuumanusauumm NACYH;

e PacwwupeH BHewHut wuHTepdenc CK3UM ansa obecneueHuss paboTbl npoBangepa C
GdYHKUMOHaNbHbIM  KOYeBbIM  HocuTeneMm (®KH), cornacoBaHmsa KklO4en 479 WUCNONb30BaHUS B
peanusaumax npotokona IPSec, paboTbl C ApyruMU NPUIOKEHUSMU;

e PeanusoBaHo ncnonHeHne CK3U c obecneueHmem ypoBHS 3awmntbl KC3 (ncnonHeHue 3);
e BHeapeHa 6ubnuoteka 64-paspsgHor apudmeTnku;
YcoBepLeHCTBOBaHblI (PYHKLUNW BbIYNCNEHUS KPATHOM TOUKU SNSTUMTUYECKON KPUBOW;

e lI3aMeHeH koA acceMbnepHbiX BCTaBoK noa koMmnunstop JASM ana yHMMOUUMPOBAHHOIO
ncnonb3oBaHus Ha nnatdopmax Windows, Linux, FreeBSD, SPARC Ha nnatdopme Intel;

e (ObecneyeHa peanusaums npotokona EAP/TLS;

o [lepepabotaH pgpariBep HacTponkun OC m KoHTpons uenoctHoctn MO CK3W B cBA3M C
M3MEHEHMEM KOAa OMepaunoHHbIX CUCTEM U paclwnpenuns nx nepedHsa (Windows Vista/2008);

e BBeneHo orpaHuyeHue obpaboTkm MHPopmaummn B pexmme CRYPT_SIMPLEMIX_MODE Ha
OAHOM Kntoye He 6onee 4 merabalita, npm ncnonb3oBaHmn anropmutma FOCT 28147-89.

11. NHdopMaumsa gnsg nonb3oBaTenen

Ona nony4yeHns 4ONOMHUTENBHOM MHbOPMauumM 0 AaHHOM NMPOAYKTe, a TaK Xe 0 APYrMxX nNpoayKTax
000 "Kpunto-lpo", MoxHO obpawaTtbcs No agpecy:

Cnyxb6a MapKeTuUHra n TexHmyeckon nogaepxkm Kpunto-Ipo.
127018, MockBa, Cywesckuii Ban 16/5, 000 "KPUMTO-MPO".
TenedoH: +7 (495) 780 4820

dakc: +7 (495) 780 4820

e-mail: info@CryptoPro.ru

WWW: http://www.CryptoPro.ru
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