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i UserGate SUMMA
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UserGate NGFW

Me>xceTeBon sKpaH cnefyowero noKoneHuA

13 net paspaboTkn
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A Suricata

A Snort
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A OpenSSL
A é
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it' 3 YPOBEHb

crdzvw ftwtsw] Mhdtsc

www.usergate.ru | job@usergate.com

A Curl
A Python

A Apache

A Bash

A telnet-server

A dr

mtsls dzd

75 9 €

20 C

1L S sktetsadzj 9" ] BdBAZIBIS] §d:

11



. NGFW vs UTM




i UTM

UTM

user-space

OO
< kernel-space )
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it NGFW

NGFW

user-space

< kernel-space >

T |

NIC
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it NGFW

- PORT 80 PORT 443
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o [penmywecrBa UserGate NGFW

ml

BbICOKAs CKOPOCTb 006paboTku Tpaduka;

bl

naeHTndrKauma nonb3oBaTenen;

ml

npmnmeHeHne rMOKMX NONMUTUK K MOJIb30BaTeJ1AM,

bl

KOHTPOJIb NPUIOXeHUN Ha L7 ypoBHe No BCeM NopTam;

—

NHTEPHeT-PUNIbTPauma, MHCcnekuma SSL-Tpadumka c nogaepxkom TLS 1.3
n nogaepxkom TLS NOCT;

—

NHcnekuna SSH;

el

3awmTta ot DoS-aTtak.

www.usergate.ru | sales@usergate.ru 24



OnepaunoHHaA cucrema
UGOS




i HoBoe B UGOS 7.0

CLI;
cuctema 63Kanos;
SSL Forwarding;

UserGate Policy Language;

> > D> D>y D

Cloud-init;

)

HOBaA apPXUTEKTYpa NPOLIECCOPOB — HOBbIE MIAaTGOPMbI;

>

HOBbI ABUXOK IPS.

www.usergate.ru | sales@usergate.ru
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i CLI

A Tenepb B CLI MOXHO KOHPUIYprpoBaTb aBCOMIOTHO BCE 1 AaxKe HEMHOTO 6onblue,

yem B BeO-BepCcuu;

A pob6aBneHbl HOBble MHCTPYMEHTbI AMArHOCTUKMN.

Adm ineUGOS >

traceroute Print the route packets trace to network host
shutdoun Shutdoun

show Show

clear Clear

ping Ping

reboot Reboot

date Display date

exit Logout

netcheck Check HTTP-HTTPS commection
conf igure Configuration mode

dig Query domain name server




i CncTema 63KanosB

s

A ymeHbLUeH pa3mep obpasa;

A npoBegeHvie 63kanos 6e3 nepesarpysKu;

A xpaHeHue 63KanoB B NaMATU YCTPOICTBA.

www.usergate.ru | sales@usergate.ru
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W' SSL Forwarding

IR oot s sevics ctegre) bomain i
Enabled:
Name: Example DO NOT Decrypt rule for Finance and Security sites
Description: HTTPS decryption rule (do not decrypt) for the sites in categories Finance and Information security.
Recommended to keep active for security reasons. This is an example rule which can be changed or deleted if
necessary.
Action: ¥ Decrypt and forward >
SSL profile: © Bypass
1} Dec
SSL forwarding profile: - Yo
¥ Decrypt and forward
Enable logging: v
Attributes: Block sites with invalid certificates
Check certificate revocation list
Block expired certificates

Block self signed certificates

] [l I
/v Gateway Broker \ "i'!
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i UserGate Policy Language

A HOBbIVI CUHTAaKCUC HaNWCaHWA NpaBu 6e3onacHoCTY;

A MOLLHbIN MHCTPYMEHT ANA CO3AaHUA NONTUK.

AdminRUGDS > configure
Adm inRUGDSH# create

security-policy Security Policy level
network Network level

settings Settings levuel
global-portal Global Portal level
libraries Libraries level
network-policy Network policies level
upn UPN configuration
USErs Users leuel

+
+
+
+
+
+
+
+

AdmninEUGOSH# create




it Cloud-init

A ynob6Hoe pa3BopauriBaHe 06pa30B B BUPTYaslbHbIX CPeaax C napameTpamu
KOHOUrypupoBaHUA.

www.usergate.ru | sales@usergate.ru
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it' HoBble nnaTpopmbl

B50
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i UserGate FG

v o ——— |

>> CPS -80000 ceccnin B CekKyHOy 2x100 + 16x10, wirespeed
»»> CC- 11000 000 TCP ceccuit

>> UDP 1518 byte - 150+ réut/c

EMIX - 65 rout/c (umdppa 13 orpaHUYeHna TeCTOBOIO
” cteHpa, CPS - 35 000, 10 000 npaswn)

>> 80M PPS



q  Kak aTo paboTaer

TH Control Plane
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ﬂ O E Content
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ﬂ" . ¥ Network NPU
fF\ Processor \ 10k+ rules
Ll ) o 160 Gbit/s
j O E Security 80M PPS
8M fl
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RISC-V Acc Grid
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UserGate IDPS (COB)

Mopaynb B coctaBe UserGate NGFW




i CCTemMma OOHapyXeHNA BTOPXKeHN A

[To3BONAET pearnpoBaTb Ha aTaku 3/I0YMbILLNIEHHUKOB, UCMOMb3YOLLMX
N3BECTHble YA3BMMOCTH, a TAaKKe Pacno3HaBaTb BPeAOHOCHYI0 aKTUBHOCTb
BHYTPU CETW.

' _

© [Nobasuts &) Ynanute ’:.4 0O6HOBUTL Y
I
Q4eHb HU3KMA icmp activex - attempted-user - CurHarypa Mpovo... Knacc ‘ CVE Kareropus
B vzknin ip attack_response attempted-admin
SR top current_events attempted-dos UPDATE Protocol Trojan Communication detected on http ports tep trojan-activity Her trojan
B eniconn udp s Gttempled; oo dbms_repcat.alter_priority_varchar2 buffer overflow attempt tep attempted-user Her sql
H  ouens ebicormin dos attempted-user
exploit bad-unknown Suspected CHAOS CnC Inbound (persistence enable) tcp trojan-activity Her trojan
fp defauit-login-attempt CygniCon CyViewer ActiveX Control SaveData Insecure Method Vulnerability tep attempted-user Her activex
imap denial-of-service
nfo misc-activity Win32/Infostealer.Snifula File Upload tep trojan-activity Her trojan
malware misc-attack Possible ZyXEL P660HN-T v1 RCE tcp attempted-user Her exploit
misc network-scan
mobile_malware non-standard-protocol User-Agent (Win95) tep trojan-activity 7exr malware
netbios not-suspicious STAT overflow attempt tep attempted-admin CVE-2001-1021,CVE-2001-0... ftp
2 licy-violati
s pey Yoo Terror EK CVE-2016-0189 Exploit tep trojan-activity CVE-2016-0189 current_even'
policy v protocol-command-decode v
J D J D Hazir Site SQL Injection Attempt -- giris_yap.asp sifre UPDATE tcp web-application-attack =~ CVE-2006-7161 web
m Rialto SQL Injection Attempt -- searchoption.asp acreagel INSERT tep web-application-attack ~ CVE-2006-6927 web

www.usergate.ru | sales@usergate.ru 38




W' IDPS pa6oTaet B Kernel Mode

USER SPACE
IDPS engine

)

KERNEL SPACE
packets

NETWORK

T

C

( NIC
T

C

B
1>
)

® b5blIO
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KERNEL SPACE

'
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SAXBET M3KeTOE:;

it 3anncb Tpaduka B PCAP

Bez z2xBaTa

ez 2axBaTa
OOWH NaxeT

MpewecTeyYoLME NaKeThl

MNpeqwecTeyWLMe M NOCNegYHLWMe NaKeTk

commm | omers

www.usergate.ru | sales@usergate.ru
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a YeK-nncT no 6e3onacHoOCcT

CermeHTauma KoHTponb Mpounssoaum
cetu yA3BUMOCTEW KOPPEKTMPOBKY
(ypoBHM KaTeropu W BO3BPaLLGEHEA
8 npodune) K wary 3

A
WV

MHBeHTapn3aums AHanus MoMHUM,

pecypcos: Cpa6aTbIBaHVIVI YTO KTIOHWHI nNpaBu» -

1 onepauunoHHble (nor + SOC) 3TO NPOAOTKUTEJIbHbIN
CnCTembl npouecc

1 cepBuchol

1 npoToKonbl g L4
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KoHTeHT-ounbTpaunsa
[ 5H zodn s mis @serizate NGFW




i MexaHn3mMbl punbTpaunn

—

dunbTpaLmna No KaTeropusam;

bl

MOpPPONOrnMYecKnUin aHanums;

—

©e30nacHbIN MOUCK;

bl

Genble 1 YepHble CMNCKK;

—

ONOKMPOBKA KOHTEKCTHOW pPeK/aMbl;

el

3anpeT 3arpy3Kun onpeaeneHHbix BUAoB $aiios;

—

aHTUBMPYCHasA NpoBepKa TPaPUKa;

ml

NHTEPHeT-PUIbTpauna, nHcnekuma SSL-Tpaduka c nogaepxkon TLS 1.3
n TLS TOCT.

www.usergate.ru | sales@usergate.ru 43



i MexaHn3mMbl punbTpaunn

| KpynHenwas 6a3a 3/1eKTPOHHbIX PecypcoB
— 6onee 600 MUTIMOHOB CANTOB;

| 80+ Kateropuu;
|  eXeaHeBHOe OOHOBMEHME CMNCKA CAalTOB;

|  MOBTOpPHAaA NPOBEPKa Y»Ke BHECEHHbIX PeCypPCOB Ha NpeameT
N3MEHEHNA KOHTEHTA N aKTyaNlbHOCTM MHPOPMaLMK O KaTeropuu.

www.usergate.ru | sales@usergate.ru
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i MexaHnsmbl punbrTpaynn

[Ao6aBnTb f PepakTupoBaTh Ypanutb (:J O6HOBUTB Nob6aBuTb Ynanute j KcnopTt ":J OGHOBHTL b WUmnopTt
Haseanue Hassanue 1
Threats 1 AsapTHble wrpel -
Parental Control XKecTokoe obpallueHKe ¢ AeTbMU
Productivity HE  Mrpol
Safe categories HapkoTukn
Recommended for morphology checking H Hacunwe
Recommended for virus check HeneraneHoe NO
1 HeHaBucTb 1 HeTepneHue
1 HeueHsypHas nekcuka
E  Hyawsm
Opyxue
NobaButb f PepaxkTuposaTbh Ypanuto ':d 06HOBHTB a MUpUHroBbie ceTh
Hassanue cnucka Author Mopor Mowuck pabotel
HeueHsypHana nekcuka © UserGate OBbIUHbIA & B Noxyniw M
HapkoTuku © UserGate OBbIUHBIA &
Cnnckn URL
Bl Cyvumn © UserGate OBbIuHbIA &
Teppopuam © UserGate OBbI4HbIN 1] [lobasute  # Pepaktmposartb Ypanute
CooTBeTCTBME CMIUCKY 3anpeLleHHbIX MaTtep... © UserGate OBbIYHBIA &
A3apTHble Mrpbl © UserGate OBbIUHbIA & Hassarime T
CootseTcTame 03-436 (3almTa aeteil) © UserGate OBbI4HbI & [l Microsoft Windows Internet checker
tOpuanueckuit (DLP) © UserGate OB6bIYHBIA & & CooTBeTCTBME peecTpy 3anpelleHHbIX caliTos PockoMHaasopa (URL) &
[ ByxranTepus (DLP) © UserGate OB6bI4HBIA & |1 @ CooTBeTcTBME Crvcky 3anpelleHHbix URL MuHucTepeTsa KocTuumu PO (URL) &
[ ®uHaHcw! (DLP) © UserGate OBbIuHbIf & @& CooTBeTCTBME CnnCKy 3anpelleHHbix URL Pecnybnukk Kasaxcran &
& NepcoHansHsie aaHHbie (DLP) © UserGate OB6bIuHBIA & @ Crvcok 0BpasosaTentHbiX YUpexaeHni &
MapkeTuHr (DLP) © UserGate OBbiuHbllt & & Crmcok nomckosbIx cucTeM Be3 6e3onacHoro noucka &
CoOTBETCTBME CMIUCKY 3amnpeLleHHbIX MaTep... © UserGate O6bIuHbIA & & CnncoKk MWMHIOBSIX CaiiTos <
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i UserGate Client - arent SUMMA

-

BUAVMMOCTb COObITUI 6e30nacHOCTY;

-

KOHTPOJIb YCTPOMNCTBA;

I OOCTyn C HyNneBbIM JOBEPUEM.

www.usergate.ru | sales@usergate.ru
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i COOp NHPOopMaLMM C YyCTPOICTBA

Hudopmanuma 0 koHeunomM yerpoicree [Entensys.window.endpoint.SystemInfoDialog] Q
< PR o pcrs

[ HKEY_CLASSES_ROQT
[ HKEY_LOCAL_MACHINE

MapameTp SHauyeHHe

Cratyc:  OHnaiH

MocnegHwe gasseie 16 aerycra 2022 r, 07:52
NOMyUYeHs!:

www.usergate.ru | sales@usergate.ru




i COOp NHPOopMaLMM C YyCTPOICTBA

|  COCTOAIHME, NaMATb U MPOU3BOANTENBHOCTD;
|  6e30MacHOCTb;

|  USB-ycTpowncTsa;

| 3M1eMeHTbl aBTO3arpy3Ku;

|  npouecchl;

| Cny»Obl;

| KIouKM peecTpa;

|  nporpaMmmHoe obecneyeHue;

| YCTaHOBJIEHHDbIE oOHOBNEHUA.

www.usergate.ru | sales@usergate.ru
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CrO#HCTEA NPAaBEMAa MEMCETERONo 3KpaHa [ Entensys.window . endpoint. FirewallRulePropertiesDialog]

v [ e e [P ey e e o T

[

BrrmiodeHo:

HazeaHue:

OnucaHue:

00NacTb NPUMMEHEHWA:

Nercrane:

HYDHENMPOBaHWE:

BCTaguTe:

[NepcoHaNbHbIN MeXXceTeBON SKpaH

BeyTpr nepumeTpa
Q‘ 3anpeTHTe

BHU= cnucka npaewn

commm | omee |
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it NAC

[podunu ycTponcTs:
|  MpOAYyKT;
npouecg;

| 3anyuweHHana cnyxo6a;

| KJIoUN peecTpa;

www.usergate.ru | sales@usergate.ru

yCTaHOBJIEHHble OOHOB/IEHUA.
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it' VPN

1 Client2Site -

I SSLVPN;

IPSec/L2TP, IKEv2;

I «npuHyguTenbHbin» VPN.

www.usergate.ru | sales@usergate.ru
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- JKCnepTmnsa, loC

[laHHbIe 13 NOroB, KOTOPbIE MOXHO 000raTUTL N HAUTW CNeabl
KoMMnpomeTauunu:

| IP-agpeca;
|  [AOMEHDI;
| MMeHa n xewwmn Gannos;

| BeTKM peecTpa.
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B pamkax UserGate SUMMA



W' EDR/XDR

AT

Extended Detection Response

@_ 9 %%

[Oo—=) UserGate Log Analyzer Cloud Protection UserGate Client
o
.
N A
- & o

O6naka YcTpoicTea @y — ‘ —| aoo

Il
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it ZTNA

My6nuuyHoe obnako

www.usergate.ru | sales@usergate.ru

HaTta-ueHTp

Yandex
Cloud —

FaY

YacTHoe obnako

UserGate SUMMA

=L
2 | s

(o)
ol a N a)
MNMonb3oBaTtenu B oduce YpaneHHble NoAb30BaTeNU
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. Log Analyzer

1. AHanu3



a TlprnmMepbl NCNOJIb30BaHNA

UserGate [naBHbIN 0purC
NGFW AAA
= [ — Authentication
s = ~ o\ Authorization
S - | Accounting
1=y (|
—1
Internet
L
___-'—' I | —
| — | -
L =
&
\\ — .
Logs J ! UserGate
UserGate Cluster NGFW
o)
S
N ——
=
S —
° VPN J/ 0 OtueTbl
UserGate
L Log Analyzer
UserGate 0ogs

Virtual NGFW
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