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Npuka3 ©CTIK Poccuum ot 25 aexabpa 20171.N 239

= AY/1.4 Pernctpaumnsa cobbitnim 6e3onacHoCcTm

= AY/1.7 MOHUTOPUHT 6€30NacHOCTU

= HL.0 PernameHTayuna npasun n npouenyp

=" NHU.1 BbiaABNneHmne KomnbloTepPHbIX UHUMUAEHTOB

" NHU.2 NHPopMUpPOBaHNE O KOMMNBbIOTEPHbIX MHUNAEHTAX

" AHL.3 AHaNnn3 KOMNbIOTEPHbIX MHUMOEHTOB

" NHU.4 YcTpaHeHue nocneacTBU KOMMNbIOTEPHbIX UHUUOEHTOB

= AHLL.5 MNMpuHATHUE Mmep no NnpeaoTBpaLLLeHMo MOBTOPHOINO BO3SHUKHOBEHMUA
" KOMMNbOTEPHbIX MHUUAOEHTOB

" NHL.6 XpaHeHune n 3amTta MHPOPMaLUM O KOMMNbIOTEPHbIX UHUMOEHTAX
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Npuka3 Cb POCCUHN ot 24 vionga 2018 ropa N 367

5. UHopmaLumsa, ykasaHHaA B NyHKTe 5 [lepeyHs, HanpasaseTca Cybbektom
KPUTUYECKOU MchopN\au,MOHHom MHPpacTpykTypsbl B HKLLKW He no3gHee 24 yacos ¢
MOMEHTA 0OHapyXeHNA KOMMNbOTEPHOTO MHUUAEHTA.

lNepeueHb:

5. UHdopMaLMA O KOMMbIOTEPHbIX MHLMAEHTAX, CBA3AHHbIX C
GYHKUMOHUPOBaHMEM 0O BEKTOB KPUTUYECKON MHPOPMALMOHHOM

MH(I)paCprKTypbl
® NnaTa, BpeN\Fl MeCTO HaxoxXadeHUnAa niau reorpad)mquKoe MEeCTOMOo/I0XeHne obbeKTa
KpUTMYECKOoM MHPOPMALMOHHOMN MHPPACTPYKTYPbI, HAQ KOTOPOM NMPOMN30oLLEN KOMMNbIOTEPHbIN
WHUNAOEHT;
® Haaundue I'IpML-IMHHO CJ'Ie,EI,CTBeHHOM CBA3UN mexXay KOMMNbOTEPHbIM UHUNOEHTOM U
KOMI'IbI-OTepHOM aTaKOM

" CBA3b C APYITMMM KOMMNbIOTEPHBIMU MHUMAEHTAMU (NPU HANNUYUN);
" COCTaB TEXHUYECKUX NapaMeTPOB KOMMbIOTEPHOrO MHUNAEHTA;
" NocneacTBMA KOMMNbIOTEPHOTO MHUMAEHTA.
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MH(hOPMALIMOHHOH
GesonacHocTu (Security
Operations Center)

UL FaSTas

noapasaeneHue opraHnsayum, ' =
ocyLLecTBaaWee MOHUTOPUHT ——l—
MHPOPMALMOHHOM Be30NacHOCTU U , =

« .

yayylwawollee 3aWMeHHOCTb
OpraHmM3auum nyTem npeaoTBpaLLeHuUs,
0bHapyKeHus, aHan3a U pearmpoBaHms
Ha MHUMAEHTbI KnbepbesonacHOCTM.
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SOC BbICTynaeT B p0O/IN LEHTPasIbHOro
KOMaHAHOro NyHKTA, B KOTOPbIN

CTeKarTCca cobbiTmna co scent UT-
NHDPACTPYKTYPbI.
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MITRE ATT@CK (1)

. Reconnaissance — cbop nHpopmaumu
O LLe/IN CHapyXu

. Resource Development — noarotoska
pecypcoB 414 HanageHuA

. Initial Access — nepBoHa4YabHbIN
[0CTyn

. Execution — nonbITKa 3anycKa
BpegoHocHoro 10

. Persistence — opraHunsauums
MOCTOAHHOIO AOCTYNa K LeneBoi

NHPPACTPYKTYpPE

. Privilege Escalation — noBbiweHune
POBHSA AOCTYyNa

. Defense Evasion — 0bxopa cpeacts
3aLLUMTbl MHOOPMA LU

npo-echelon.ru

MITRE ATTSCK® Navigatar
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. Resource . . Privilege . Credential . Lateral . Command and
Reconnaissance Development  Initial Access ecution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration mpact
10 techniques 7 techniques 9 techniques 12 techniques 19 techaiques 13 techniques 39 techniques 15 techniques 27 techniques 9techniques 17 techniques 16 lechniques 9 technigues 13 techniques
Active Scanning Acquire Drive-by Command and Accou Abuse Elevation | Abuse elevation Brute Force Account Discovery lep(mta{inn of  Archive Application Automated Account Access
Infrastructure, Compromise in Manipulati " Control Control Machanism Remote Collected Layer Exfiltration Remaval
Gathar Victim Host interpreter Mechanism Credentials Application Window Services Data, Protocol
Information Compromise Exploit Public- BITS Jobs Access Token from Password - Data Transler  Data Cestruction
Accounts, facing Container Accass Token Manigulation Stores Interna Audio Capture  Communieation  Size Limits
Gather victim identity Application Administration Boot or Logan Manipulation Browser Bookmark Spearphishing Through Data Encrypted for
Information Compromise Command Autostart BITS Jobs Exploitation for  Discovery Autometed Removable Exfiltration ot
Infrastructure Extermal Remote Execution ., 800t or Logon Credential Lateral Tool Collection edla Gver
Gather victim Network Senvices Deploy Container Autostant Buld mage onHost  Access Cloud Infrastructure Transfer Ahemative Data
information Develop Boot or Logon Execution ., iscovery Cipboard Data ~ Data rotocol Manipulation
Capabiities Hardware Expiotation for nitialization Deobfuscate/Decade  Forced Remote Servi Encoding,
Gather Victim Org Additions. Client Execution Boot or Logon Files or Information Authentication  Cloud Service Session Data from Cloud Exfilration Defacement
Information Establish inifalization Desnboard Hijacking Storage Gbject  Data Gver 2
& Accounts, Fhishing I Inter-Process Browser Deploy Container Otfuscation Channel Disk Wipe
Phishing for Communication Extensicns Credentials Cloud Service Remote 2 from
Information Obtain Replication Create or Modify [l Direct Volume Access Services Configuration Dynamic Exfiltration Endpaint Denial of
Capaites Through Native API System Input ository. Resolution envice
Search Closed Removable Client Software  Pracess. Domain Policy Capture Contsiner snd plication Network
Sources Media Schaduled Binery Modification Resource Discavery Through Data from Encrypted Wediym Firmware
Task/lob Domain Fol Man-in-the- Removable Information Chanmel Cormugtion
Search Open Technical Supply Chain Create Wodiication uticn Mhiddle Domain Trust Discovery  Media Repositories Exfitration
Databases Compromise Shared Modules Account Guardrails Fallback ver prysical [l inhibit System
Escape to Host File and Directory Softwars Dats from Local  Channels Wediym Recovery
Search Open Trusted oftware Create or Modify Exploitation for tion [l Discovery Deployment  System
Websites/Domains Relationship Deployment Tools Systern Event Triggered Defense Evasion Process s Ingress Tool Exfiltration Network Denial of
Search Victim-Owned valid System Services File and Directory Hetwork Scann TaintShared  Network Shared Service
Websites Aceounts Event Triggered [ Exploitation for  Permissions Sniffing Content Drive Multi-Stage Resource Hijacking
User Excution Execution rvilege Modification Network Share Channels Scheduled
Escalation s credentisl [ Discover use aitemate Ml Data from Transfer Senvice Stop
windows Extemal Remote Hide Artifacts Cumping authentication fll Remavable Nan-Agplication
agement IViCes. Hijack Execution Metwark Sniffing Material Media Layer Protocol Transfer Data System
INStrumentation Fi Hijack Execution steal to Cloud Shutdowny/Reboot
Hijack Execution I Flow Application Password Folicy Data Staged Non-Stondard  Account
Flow Process Access Token Discovery Port
injection Impait Defenses Email
implant internzl steal or Forge il Peripheral Device Collection Protocol
Image. Scheduled indicator Removal on il Kerberos lscovery Tunneling
Task/bob Host. Tickets Input
wodify Permission Groups Capture Proiey
Authentication [l valid Indirect Command Steal Web Discovery
Process Accounts ution Session Cookie Man in the Remote Access
Process Discovery Browser Software
affice Application Masquerading To-Factor
tartup ntication  Guery Registry Man-in-the- Traffic
Modify Authentication fif interception Middle Signaiing
Pre-0S Boot Process Remote System
Unsecured Discovery Sereen Captus Web Senvice
Scheduled Modify Cloud Compute fif Credentials
Task/iob. Infrastructure Software Discovery. Video Capture
Server Software Medify Registry System Information
Companent '] iscovery ~ legend
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MITRE ATT@CK (2)

Reconnaissance

/ 10 techniques

8. Credential Access — nony4eHue Active Scanning
A0CTyMNa C NOMOLLbIO AEeNCTBYHOLLMX 3apava: passenka Gather Victim Host
YYETHbIX 3aNnnceu Information ,,,,
. Credentials
9' DISCOVEI’y - C6Op MH(I)OpN\aU'MM O Gather Victim Identity il Add
LIIenM M3HyTpM / Information 0/3) Email Addresses
Employee Nam
10. Lateral Movem%nt — nepemelleHune Habop aencreumii: Gather Victim \
BHYTPU ueneson UT-MHPPaACTPYKTYPbl  c6op aanHbix, mf;gpgg;ionm
11. Collection — cbop nHTepecyoLwmx MAEHTUGUUMPYIOUMX Gather Victim Org Aencreve:
NaHHbIX Lenb Information , ,, cbop nmeH
P}}ishing_for COTpyaHUKOB
12. Command and Control — opraHusauusa Information s
BHELWHEero ynpasaeHus ggz;igsc[gf;ed
13. Exfiltration — nepenada BZ?;%ZSOEF;en Technical
NHTEepecyrLWnX AaHHbIX BOBHE o
earc_ pPen )
14. Impact — paspywarouwiee Bo34enNcTeme Websites/Domans .,
Ha UT-MHPpaACTPYKTYpY Search Victim-Owned
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HeoOXoaumo oTcne:xuBaTh NDU3HAKN HapyweHnd Ub

- N
Windows Security u

Enter Network Password
Enter your password to connect to: computer

| | Password ‘
Domain: DELL

|| Remember my credentials

@ Logen failure: unknown user name or bad password.

)

CpabaTtblBaHMS

aHTMBupycHoro 10,
TaK M HeycrnewHas COB

ABTOpPM3aUMA: KaK ycneLlHasn,

HeTununyHoe
noseaeHue
nosb3oBaTtend

Nogo3putenbHble
3anpocbl K CYb/1
npo-echelon.ru
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file Edit

27
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27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27

27

4 vmware - Notepad

Format  Yiew
09:55:34:
00:55:24:;
006:55:34:
08:55:34:
06:55:34:
09:55:34:
00:55:34:
09:55:34:
06:55:24:;
00:55:34:
06:55:34:
06:55:34:
09:55:34:
00:55:34:
00:55:34:
0G:55:24;
09:55:
0G:55:
09:55:
09:55:
06:55:
0G:55:
06:55:24:
09:55:34:
06:55:34:
06:55:34:
00:55:34:
00:55:34:

DDA

W WD Wi W
4
.

AN
<N

Help

vmx|
viix |
vmx |
vhix |
vmx |
vimix |
vmx |
vimx |
v |
vmx |
vmx|
vmx |
vimx |
vmx|
vmx |
x|
vimx |
vmx |
vmx |
vhix |
vmx|
vmx |
vimx |
vmx |
vmx|
vmx |
viix|
vimx|

[31/0ct/2017:
(31/0ct/2017:

[31/0ct/2017:

[31/0ct/2017:

(31/0ct/2017:
[31/0ct/2017:

- [31/0ct/2017:

.a»

01 Firefox/56.0"
[31/0ct/2017:

:1 - - [31/0ct/2017:11:26:57 +0530]
36"
:1 - - [31/0ct/2017:11:26:57 +0530]
me/60.0.3112.90 Safari/537.36"

[31/0ct/2017:11:27:20 +0530)

lend =4 purm Fmoy  rd e ds

[31/0ct/2017:11:13:58

efox/56.0"

[31/0ct/2017:

CPU #0 TSC =
CPU #1 TSC =
TsSC delta 742
wMon_GetkHzestimate: Calculated 2793030 kHz
cpuids{O].idBl.eCt = Ox0

cpuids[1l].id8l.ecx = Ox0

pcpu #0 CPUID
pcpu #0 CPUID
pcpu #0 CPUID
pcpu #1 CPUID
pcpu #1 CPUID
pcpu #1 CPUID

7336383627359
7336583020017

numentries=5 Genuntelinel
version=0xf34 idl.edx=0xbfebfbff
1d80. 2ax=80000008 1d8Ll.edx=0x0 ¢
numeENntries=5 Genuntelinel
version=0xf34 idl.edx=0xhfebfhff
1d80., eax=80000008 1d8l.edx=0x0 1i¢
CPUID -idl.edx: Oxbfebfbff idl.ecx: Oxd4ld id&l.
CPUID 1ic88.ecx: 0O 1d88.edx: 0
ACL_InitCapabilities: here 1 (bug 63252)
changing directory to C:\virtual\xpr\.

config file: c:\virtual\xP\windows XP Professic
wWixvmdbCbvmvinxExecState: Exec state change requ
Poweron

HOST: WIN32 highest NUMA node O

HOST: WIN32 NUMA node O, CPU mask 0Ox0000000000¢
HOST windows version 5.1, build 2600, platform
DICT USER PREFERENCES

DICT pref.view.navBar.type =~ favorites
DICT wabupdate. checkLast = 1146144710
:37 +0530] "BET / HTTR/1.1" 200 729 "-" "Mozilla/5.0
:37 +0530] "BET /icons/blank.gif HTTP/1.1" 200 431 "h

:37 +0530) "GET /icons/folder.gif HTTR/1.1" 200 509 "

:37 +0530) "GET /icons/text.gif HTTR/1.1" 200 513 "ht

138 +0530) gnrmMs ¢

:05 +0530)

"GET
"GET

/favicon.ico HTTR/1.1" 40O4 500 "-"

:05 +0530] "GET /icons/back.gif HTTP/1.1" 200 493 "ht >

:58 +0530] "GET /tecmint/Uideos/ HTTR/1.1" 200 817 "h

:58 +0530] "GET /icons/compressed.gif HTTR/1.1" 200 1

+0530] "GET /icons/movie.gif HTTR/1.1" 200 527 "h

"GET /ravi HTTR/1.1" 4O&4 L94 "-" "Mpzilla/5.0 (X

"GET /favicon.ico HTTP/1.1" 4O4 500 "http://loca

"GET /anusha HTTP/1.1" 4OL 4Bg "-" "Mozilla/5.0

4 mdmmm b g e )

BE)X]

Log for wMware workstation pid=23548 versions5. ! a
Command line: "C:\Program Files\VMware\Wware
UI Connecting to pipe "\\.\pipe\vmxc28be6e39clf _

/tecmint/ HTTP/1.1" 200 787 "http://Llq 20(i
v

|S-;:n.|r<e

| Thread... | Severity

| Event Id

|Te:-.'t

L12:09:25....

WinGate MNAT

Fi

Autharisation failure:

AT STATUS: firewall black:

-03-08 14:53:00

03-08 15:23:52

pt: 0

hent 0

L12:09:28....
12:12:40....
L2:14:55....
12:19:04....
12:19:10....
12:25:54....
12:28:10....
L2:28:13...
12:35:04....
12:35:04....
12:37:45....
L12:37:5L....
L12:59:12....
L12:59:13....
13:19:09....

£ 050000002106 &850

WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
WinGate MAT
DB DB

[l 040000200071 G350 64950

Status Monitoring

uroge Standand Tirme (UTC+100)
s 0 hr. 38 mins. 25 sec.

t 0, Consale: 2, Replicate In: 0, Replicate Out: 0,

bt 451, Console: 5 Replheste in: 0, Replheste Out:

6830

2438 Infa
2438 Infa
243 Infa
245 Infa
245 Infa
245 Infa
245 Infa
245 Infa
248 Infa
2458 Infa
2458 Infa
245 Infa
245 Infa
244 Infa
244 Infa
2438 Infa

CPU Tima Spant in mSsconds

Server Hardware Load

Time

[ R S I T N S T S T T N T S ]

Period

Autharisation failure:
Autharisation failure:
Authorisation failure:
Authorisation failure:
Authorisation failure:
Authonsation failure:
Authonsation failure:
Authonsation failure:
Authonsation failure:
Authonsation failure:
Authonsation failure:
Authaorisation failure:
Autharisation failure:

Autharisation failure:

Autharisation failure:

MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:
MAT STATUS: firewall block:

Mumber of chents desconnected for 8 week

Mumber of clients disconnected for a month

TCP sre 194.28.7...

s
L
-

L

TCP src 194.28.7...
TCP sre 222.36.7...
TCP sre 64.62.19...
TCP sre 49.235.2...
TCP sre 49.235.2...
TCP src 8L89.5.5..
TCP sre 115.058.2...
TCP src 115.68.2...
TCP src 146.145....
TCP src 146.145....
TCP src 189.47.1...
TCP src 189.47.1...
TCP src 118.26.1...
TCP src 79.125.1...
TCP src 124.114....

MNumber of chients drsconnected for mare than 3 menths o

Managed and Unmanaged Computers &

m
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KOMRAD Enterprise SIEM 4.0

[MbKaa n npomnssoauTeNbHasnA
CUCTEMA LLeHTPa/IM30BAHHOIO
yrpaBaeHusa cobbiTUamu
MHOOPMALNOHHOWN
be3onacHOCTHU, COBMeCcTUMasn C
OTEeYeCTBEHHbIMM CpeaCcTBamMm
3aLNTbl MHPOPMALUN.

npo-echelon.ru

{(KOMRAD ]
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Npynuvn paéotbi SIEM-cUcTEMbI

a Hopmanusauua

npo-echelon.ru

PeaKuua
Koppenauus

YBegomneHue

dunbrpauma




Hopmanusauua (pasbop) coGbIiTUN

Pa3zobpaHHOe cobbiTHe:

[ HqJOpMaLIMﬂ 0 cobbITUK 1624712561-00000013-00000004

Cbipoe cobbiTHe:

CobuiTue KoHTeKeT cobbITR

MNona konnekTopa

Jun 26 2021 09:02:35 fw.network.lan CEF:0 o

viceProduct echelon
npo-echelon.ru|echelon|
1.1.1111|021|block connection|5| -
src=8.8.8.10 spt=56117 dst=8.8.8.1 dpt=76 P o

act=block

BaxHoCTb
CEF.Severity

5

NpoussoguTens

npo-echelon.ru
CEF.DeviceVendor

Elastic Common Schema

IP HasHa4eHWA

e 8.8.8.1
ECS.Destination.IP
MOPT HazHaueHWs %6
ECS.Destination.Port

efcTENe
A block

npo-echelon.ru




Noaaep:xuBaemMbie CTaHAANTbI N
TeXHonoruv pasoona cobbITUM

" [logaepKa CTaHOaPTOB:
= RFC 5424
= RFC 3164
= ArcSight CEF

" [logaep*Ka BO3SMOXKHOCTHU
Pa3paboTKM N1IArMHOB C MOMOLLbIO
PerynapHbIX BbipaXKeHnmn
(peannsosaH ctaHaaT RE2)

" [logaepKa CTaHAapTa

ﬂﬂﬂﬂﬂﬂ

CTPYKTYpUpoBaHua cobbitTma: Elastic e
Common Schema

npo-echelon.ru




KnaHeHue cobbITUNA

" [loacncrema coxpaHaer
HOPMa/IN30BaHHbIe COObLITUA B

CYB/A ClickHouse, Takke ClickHouse
BO3MOXHA MHTErpauus ¢
PostgreSQL ¢ pacwmpeHnem HE TOPMO3UT

TimescaleDB gna pabotbl €
BPpEMEHHbIMU PAJAMM.

npo-echelon.ru




GUNbLINLI COOLITUN

KoHcTpyKkTOp dnnbTpa Koa
z
Mone Onepauna 3HaueHue
ECS.Host.Hostname PaBHO skud.network.lan 16/50

COBbITKSA Buaxetbl AKTUBbI CobbiTna v MHUMAEHTEI v AOMUHUCTpUpPOBaHKE
1 /1 CobbiTng, nocTynatoime ot C 26.06.2021, 00:00 — 26.06.2021, 23:59 Haitn
ID NCTOYHUKA TN UCTOYUHKMKA Cbipoid TekcT Bpema zanuncu
syslog 5 syslog Jun 26 2021 11:20:56 skud.network.lan CEF:0|...  26.06.2021, 18:21:02
syslog 5 syslog Jun 26 2021 11:20:56 skud.network.lan CEF:0|...  26.06.2021, 18:21:02
syslog 5 syslog Jun 26 2021 11:00:22 skud.network.lan CEF:0|...  26.06.2021, 18:00:28
syslog 5 syslog Jun 26 2021 11:00:22 skud.network.lan CEF:0|...  26.06.2021, 18:00:28

npo-echelon.ru




NMNeKTVBbI Koppenauuu

" [1pOCTOM BapUaHT: CCbINKA
Ha AUPEKTUBY

" [1pOABUNHYTbLIN:

HassaHue

=" OnpepenexHue
nocneanoBaTeIbHOCTU S —

CO6bITMﬁ C MposepuTb
BpeMeHHbIMN OKHaAMW
" PaboTa ¢ nepemeHHbIMM

= [lpoBepKa OoTCyTCTBMA
cobbITnA

npo-echelon.ru




YBeaomnenve: B MHTepthence U no SMTP

COBbLITUA AKTUBbI

Bugxetst

CobbITis VIHUMAEHTBI AAMUHUCTPUPOBaHMe

Pasmep Tabnuus (CTPOKK) 40

26 27 28 29 15:23:30

ID NCTOYHMKa

npo-echelon.ru

31 32 33 34 15:23:35

Twun UcToUHKKa

syslog

syslog

syslog

syslog

syslog

0

36 37 38 39 15:23:45

15:23:40 41 42 43 44

ChbIpoiA TeKCT Bpemsa 3anucu

Jun 27 2021 15:23:22 http.network.lan CEF:0|npo-echelon.rule..  27.06.2021, 15:23:33

Jun 27 2021 15:23:22 fw.network.lan CEF:0 | npo-echelon.ru|e

HoBblit MHUMAEHT

Jun 27 2021 15:23:22 fw.network.lan CEF:0 | npo-echelon.ru | e
JAvpekTnBa «loTeHUManbHaA aTaka Ha Beb-cepsep

(nonyJyeH agMUHUCTPaTUBHEIA goctyn)» (10004)

Jun 27 2021 15:23:22 fw.network.lan CEF:0 [npo-echelon.ru | e(
BaxHOCTb BblCOKas

Jun 27 2021 15:11:08 http.network.lan CEF:0|npo-echelon.ru|




HHUMAeHT MmoxeT 6biTh nepeanal B TOCCONKA
ABTOMaTUUEeCKW UINU B DYUYHOM Ne:RMe

MHUWAEHTDI BuaxeTsl AKTUBBI Co6bITUsA VHUMAEHTBI AAMWHUCTPUPOBaHMWe

MHUWAEHTEI MHpopmMauma McTopua CobbITus PekomeHaaumm AKTUBSI FocCOMKA

MNepepaya B [ocCOTKA

Onwcanne

0/500

Tun nHunaeHTa B HUKK

CraTyc pearpoBaHWa Ha MHUWAEHT

MHpopmaums o kaTeropupoBaHuia OKNA

Hanuune nogkntoueHWs K ceTn MHTEpHeT

Cdepa dyHKUMOHMPOBaHWA cybbekTa

HaumMeHNRAHME KOHTNONMDVAMAOrD NeCVNra HA KOTONOM AkIN RRIAGRIEH

npo-echelon.ru




OThnuuTenbHbie 0COOEHHOCTI

[
|1
— ﬂ
—
BbicoKas LLInpokum cnekTp BO3MOKHOCTb M6KOCTb NpM Co3aaHNK
NPOU3BOANTENBHOCTD NOAAEPKNBAEMBIX NOAKOUYEHMS GUNBTPOB N AUPEKTUB
MCTOYHUKOB COBbITUI 06010 KOpPENALMM
«13 KOPOBKM» MCTOYHMKA COBbITUI

FOCCONKA  aAsTrRAMLINUX

Ofalrjmdriag, NpEgyIDeEndEane . [adpanmisEe

- — .
BO3MOXXHOCTb Nepegayu

OnepaTuBHOE onoselleHne  BO3MOXHOCTb aBTOMAaTUYECKOro
i 6 . Ha MHLMAEHTbI MHLUMAEHTOB Anctpnbytuns noa
00 MHUKNAOEHTE pearmpoBaHus .
B cuctemy TOCCOMKA Astra Linux

npo-echelon.ru



KOMRAD Enterprise SIEM npeabnaBngaer
MVHMManbHbIE TPEeO0BaAHUA K annapaTHOMY
obecneueHuo

= 03Y:4 GB
= CPU: 2 appa
= SSD: 100 GB

npo-echelon.ru




" gcetkomrad@npo-echelon.ru — email ana nonyyeHnsa aemo-nnueH3nm
KOMRAD Enterprise SIEM;

" https://t.me/komrad4 - yat nonb3oBaTeer NPoAYKTa
" https://www.youtube.com/channel/UCIWZEG8EcL7tnZN4Qzjt13w
KaHa/ y4ebHOoro LeHTpa «JwWenoH» ¢ obyyarolwmmm Buaeo

npo-echelon.ru



mailto:getkomrad@npo-echelon.ru
https://t.me/komrad4
https://www.youtube.com/channel/UCIwZEG8EcL7tnZN4Qzjt13w

SLeNoOH

KoMnJieKkcHaqa 6e3onacHoOCTb
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