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KOMMAEeKCHbIV moaxon B obecneyeHnm nHPOPMaLMoOHHO
0e30MacHOCTA

EBreHui XaHoB

Benywmin meHegxep no paborte ¢
KOPNOPATUBHbLIMW KITMEHTAMW
ekhanov@usergate.ru

8 8005004032 | +7(913)390-01-88
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! Haw opurc pa3paboTku
HaxoOuTCA B TexHomnapke
HoBOCNOMPCKOro
AKaZemroponka, B mecre,
rae TbICAYM TallAHT/IUBbIX
Pa3pPaboTUMKOB,
NHXXEHEPOB, YUYEHbIX
3aHVMAIOTCA
MNPOU3BOACTBOM
BbICOKOTEXHOMOMMYHBbIX
MPOAYKTOB.

L lononHutenbHble OPUChI:

r. MoCKBa,
sales@usergate.ru | usergate.com r Xa6apOBCK
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TpeboBaHWA PerynaTopoB

sales@usergate.ru | usergate.ru
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[Tpmkas OCTIK Poccnm ot 28.05.2020 NQ 75

eyFE o9dégdeqgi Qofr ¢ | beYyiy AN dbIeAdbeEéApDfsr ¥ do
FrpoabecaAerbooby¥Y frpnpoaecANdqdesydoaecd nbddr Ydy Db’
deosqFEDb¥ ob ddepnfr3ddybas ¥ eydqobedpnpbas i
bE] QydA yer dr3dqdyby¥Y fpDobscaAerbobob¥ fpDao,
pdjf e Aerfr ¥y dqdr deEéryR¥ DEe(QIDb obevegRD¢ AD:

B cootBeTCTBUM C TpeboBaHMAMKM No obecnevyeHmto 6e3onacHocT 30K Poccnmckon Qenepauim, yTBepxaeHHbIMM
nprkazom OCTIK Poccum ot 25 aekabps 2017 r. N2 239. .., BOCTaTOYHbIM Ana obecneyeHmns 6e30NaCHOCTY 3HAUYMMOTO
0ObeKTa NPU ero NOAKMYEHMM K CETU CBA3M OOLLErO NOMb30BaAHMA ABASETCA NPUMEHEHME CReayolmnX CPeAaCcTB 3aLmTh
MHQOPMaLIMK, NPOLWEALLVX OLIEHKY Ha COOTBETCTBME TPebOoBaHMAM Mo 6e30MacHOCTY B popme 00A3aTENbHOWM
cepTUPUKaLNM, NCNbITAaHUI UK NPUEMKM

MporpammMHo-annapaTHbIN FPAHNYHbIA MapLpPYTU3aTop
BoineneHHble dpusmyeckime nHTepdenchl Ans Kaxxaoro cepauca

M3 tun “A” Ha rpaHuye ¢ CCOl (MHTepHeT) \Y

< < < <
< < < <

sales@usergateru | usergate.ru CpenctBo o6Hapy»KeHuA (NpeaoTBpalLeHNA) BTOPXKeHUN
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719-11 (O TpeboBaHNAX K ob6ecrneyeHUIo 3aWnTbl UHGOPMaLUN NPU
OCYyLLeCcTBIeHUN NepeBooB AeHeXHbIX CPeaAcTB 1 O nopAgKe

ocywectenieHna baHkom Poccum KoHTpona 3a cobnogeHnem

TpeboBaHUN K 06ecneyeHunto 3awnTbl UHGoOpMaL i Npw

OCyLLeCTB/IEHUN NepeBOAOB AEeHEXHbIX CpeaCcTB)

pPos by ecfr bo NgebgRoadb(p nbaRi¢ b eoweyrda o, vedbg 5 Yserbatei e ¥
RAgrddobecaMeoarGGe e hidma&godg &) dd@NANer Rb&Aadg J
J denbeb 3 @by EGdo 3RMaryidga b e aNesx@i,osdabde
719-0 ZA2a de)d

PCI DSS (CtaHgapT 6e30nacHOCTM AaHHbIX MHAYCTPUM NM1aTEXKHbIX KapT)

Pos by ecf bo /gebgRoadb( nbaRi¢g b edoweyrda o, vedbg 5 Ysbrbatei e ¥
RAcfr dd n} sddeaxexAd qq py/se drf c QAefr RDb ¢d/esdgZz b ¢ A
(960t sdabBGERES)HEGA] s )

sales@usergate.ru | usergate.ru
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BbinonHeHne TpeboBaHnin no 3awmte GPHaAHCOBbIX
(6aHKOBCKINX) onepaunmn

YAer gdrQ@ dr ooy Ndn®d d dAFAy pOlobenr dgevgygdgabpAe
ebRabgqobhdpdREW,e s d dd wdbg 5 YsdrGate; eRAc ¥ 0ME)] qy d |
FrpobecaAdroR/MeNprd bgdAor R/HOEBDLDERMAGrF HdoabecaAcs

(oa9dredEoydW)3 r dJecgh/dHe r Rodd/sdANc ¥ d 9 6 d sdqa bde
Ey t1n57580.1i1 2017) (62a de d )

YcnoBHoe CopepxaHue mep cuctembl 3alnTbl NHGopmaLun YpoBeHb
o603HaueHune 3alnTbI

1 Homep nHpopmauum
mepbl 3 2 1

P3.11 MNpumeHeHne cepTUPMUNPOBaHHBIX N0 TpeboBaHUAM 6e30MacHOCTI H H T
MHpOpMaLMKN CpefCTB 3alUTbl MHGOPMALMKN He HUXe 4 Knacca

P31.12 MNpumeHeHne cepTUPNLMPOBaHHBIX No TpeboBaHUAM 6e30nacHOCTH H T H
nHGOopMaLUKN CpeacTB 3almTbl MHGOPMaLUKN He HIXKe 5 Knacca

P31.12 MNpumeHeHne cepTndMUNPOBaHHBIX N0 TpeboBaHUAM 6e30MacHOCTK T H H
sales@usergate.ru | usergate.ru MHpOpMaLMKN CpefCTB 3alUTbl MHPOPMALMKN He HUXe 6 Knacca
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Peectp ceptnopumumpoBaHHbix C3 OCTIK Poccnn
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62 dfroAN ez 62 dfroAN e€A06? dfroAN 0672 dfroN e€Eéo6?2 dro eeé
oeradoyady¥Y oecfraonydady¥Y oesfra(donryda oecfra(donygady¥ oecradoydady ¢
9f Rr3qQdybyY .ebd3fr3ddyby¥Y .9Re(q (abd dde¢ ds (, ANgdbaANdr Rr cb¢
(0de+fradded) (o0(deragded) frpobsaANer bEdesqr gANyeq dfr dddagq 9026 A¢g
ronabgcaAerbpoironabecaAerboidsr dddad gdHEesqgkd -fr ¢ QGFJaonbebdr 3qdy
dfr ddqad fefr drdddad rer oderebqdory, 02ebfrReéDb} dd¢gdo
9f Rraqdyrar eb3d3r3qdyr arx of Rfr3qQdybyY 3 oebeqddAa+. o
e Ab¥freANar d(3IecApfeANar (! dq3adondA dAy abqdd faQdg
rpobecaAecrbpbpifronoabgecalAer bol (dde ¢gde A) O oeb3ecANaaonbq +
dfr dddad. dfr dddad GyeApbd dfr oA oebdesNaddmmr 3 C
bEQdodasr gAdg fdobendnr q +
f o9regdeANery bEQdodsr gANdg
FroobecaAer bop saregdeAery
obdbyb¢g ob o2 2ebadszedonnodae
00e df N3¢ 3+ o2 ocbdbybeb¢g o(
oebabj ¥vyefr-o ¥y j Ab b Malbu§, Profibus,
dde €des + bd CAN, HART/ndustrial
dde ¢ de A Ethernetr (fef ) D

cscbdbybed)

sales@usergate.ru | usergate.ru
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CepTrdurKaThl, BblgaHHble Ha ceputo B peectpe OCTIK Poccun™:

Ul
(@)

NT.MD

NT.M3.A

AT MDA4 ® TpeboBaHMA K M2

m TpeboBaHMA JOBEPVA

NTMD.A4. | UT.COB.CA

N

__E

Mo AaHHbBIM rOCYAaPCTBEHHOIO peecTpa CepTUOULIMPOBAHHBIX CPeACTB 3aLnTbl Hdopmaumm Ne POCC RU.0001.01bK00

B peectpe poccumickoro MO | UTM3.A4. | UT.COB.C4

sales@usergate.ru | usergate.ru

ot 27.01.2022 cepTdMNKATOB, BbiaHHbIX Ha cepuio B peectpe OCTIK Poccmn:
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CooTHouweHwne cepTtndrkatoB GCTIK Poccum BbiJaHHBIX Ha ceputo, C npodunem 3awntsl MT.M3.A4

Poccmmckne IHOCTpaHHbIe BeHAOPI Poccunckume NHOCTpaHHbIe BeHAOPI
BEHIOpPbI 3 cepTUPUKaTa BEHOOPI 1 ceptudmkar
22 cepTndrKaToB 18 cepTUdUKaTOB

TpeboBaHmA K M2 TpeboBaHMA JOBEPUA

sales@usergate.ru | usergate.ru o JaHHbBIM rOCYAAPCTBEHHOIO PeecTpa CePTUPULIMPOBAHHBIX CPEACTB 3alnTbl HGopMaummn Ne POCC RU.0001.016K100
0T 27.01.2022 cepTUdUKaTOB, BblAaHHbIX Ha ceputo B peectpe GCTIK Poccuum:
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Jkocucrtema peweHunm UserGate SUMMA
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besonacHaa MexceteBon Cncrema besonacHoCc  AHanus v NHTepHeT 3aumTa AHTUBUPYC
nyonmnKaLmA SKpaH OOHapyKeHuA Tb npenotepall  eunbTpauma MNOYThl
pecypCoB NGFW 7 ACY TTT eHne HOBbIX
1 CEePBMCOB npenoTBpatle yrpo3 (SOAR)
HWA
BTOPXKEHWN
BE B8
—
<0 Lo
3aumTa YnpasneHue AHanms pelleHmne ypoBHA WAF
KIMEHTCKMX YCTPOWCTBAMM MHLUMOEHTOB Vb "Wire speed”
YCTPOWUCTB

sales@usergaterru | usergate.ru
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be30onacHbIM OCTYM

sales@usergate.ru | usergate.com
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Reverse Proxy - 00paTHbIV NMPOKCK NCMONb3yeTCcA And 6e30nacHomn nyonmKkaLmm
KOPMNopaTMBHOIO nopTasna u pasnnyHbix BHYTPeHHUX cucTem, Takkx kak CRM, ERP, nouta, a Takxe
ana obecnevyeHnd OCTyNa K onpeaeneHHbIM Garnam, HaXOAALMMCA Ha BHYTPEHHUX CepBepax.

SSL VPN (Be6-nopTan) — No3BONAET COTPYAHUKAM NOMY4UYUTb DE30MACHbIA AOCTYM K
| KOPMOPaTNBHbLIM MPUIOKEHNAM Yepe3 tobor bpay3ep, NnpeaocTaBnaa yaobCcTBO MCMONb30BaHNA
- ﬁ SSO ons onyob/IMKOBaHHbIX CEPBUCOB, MOAAEPKMBAIOLLMX aBTOPM3aUmMto no Kerberos, NTLM, SAML
B TOM 4Uucse C nogaepkkom MFA.

DMZ
SSLVPN
=
B RDP —4 SsH
~N =
/ \
?. // ]
. Internet \.‘
\ [ b+ - ( i oo oo HHEH
— ’
\\\h ,/// UserGate FW HTTP ETP

HTTPS

OWA Microsoft Exchange,

Be6-cepaep, 1 sales@usergate.ru | usergate.ru
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MFA (TOTP. SMS, Email) MopTan aBTOpU3aLUK NONb3oBaTENEN

Brifepute JOMeEH:
HacTporika noanTmnK 4ocTtyna K esatelne com v T T
OTAE/bHbIM CepBKCaM Mo V.

Google Authenticator

MOJ1Ib30BATEJIAM U I'PDYTI1TNaM

MNapone:

Hoctyn yepes bpay3ep
BeeAuTe TEKCT ¢ KAPTUHKMU: / 699 336

SSO CAXT_SS o

437865

demo3 -

One Time Password:

sales@usergateru | usergate.ru
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SSL VPN Portal * +
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Mopran SSL VPN

3aknagku

Sharepoint portal Outlook Web access

=

Mopran Moura web Kanenpaps BKC Bitrix
e 1
CKHI c naponem Texakcnepr cKun HHcTpyKTaxm

Beb

WMcTtopua Bxopos B Beb-noptan AaHHOro nonb3oBaTesA

Anpec:

Login time IP address
2021/07/09 - 21:30:24 192.168.100.235
2021/07/09 - 21:29:35 192.168.100.235

rtal

o

RDP server

Q. Mowmck

Linux SSH server

-

Terminal access

SSH test

cisty

TUC-NMpodu

Duration

12 seconds

16 seconds

&8 =

(user) Boixon

0:00:14

ucory

Operating system

& Mac
& Mac

sales@usergate.ru

| usergate.ru
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EDR
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—] [lononHuTenbHaa BMOMMOCTb

_’:ﬁ VIHCTPYMEHT OOHapyXeHA CnoxkHbIX yrpo3: loC v loA
YrnyoneHHasa nHGopmaLmsa

ABTOMaTM3aLMA NPOLECCOB 6€30MaCcHOCTY

MexxceTeBow 3KpaH T1Mna «B»

[ONONHUTENbHbBIN YPOBEHb
ayTEHTUPUKALINAY

VPN-KNMeHT ana opraHm3aLinm
6e30MacHOro yaaneHHoro 4ocTyna

sales@usergate.ru | usergate.ru



Jji" UserGate

NAC

sales@usergate.ru | usergate.ru
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MHPOPMaLIMKM O MONb30BaTeNE, KOTOPbIV MOAKIOYAETCH;

MHPOPMALIMK O COCTOAHUI XOCTa (YCTaHOBIEHHOE MPOrPaMMHOE

obecneyeHne, Hanm4yre 0OHOBIEHUI 1 AP.);
BPEMEHW NOAKTHOYEHUS;
TOYKM MOAKTHOUEHNS.

MHGOPMaLMIO 00 YCTPOMCTBE, UBMEHEHNS B XKefese

sales@usergateru | usergate.ru
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NGFW

sales@usergate.ru | usergate.com
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oo  Next Generation Firewall

BblcOKas CKOPOCTb 06pabOoTKM TpadrKa
aeHTrndunKaLma nosb3oBartenen

[IpUMEHeHWe rMOKNX MONUTKK K MOb30BaTENAM
KOHTPO/b MPUNOXKeHN Ha L/ ypOBHe Mo BCem nopTam

D> v D> v D

NHTepHET-QUNLTPALMA, MHCNEeKUMA SSL-TpaduKa C nogaepxkom TLS 1.3 1
nogaepxkon TLS TOCT

VIHcnekuma SSH

>

3awmTa ot DoS-atak

sales@usergateru | usergate.ru
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[TpOLEHT CTPaHWL, 3arpyxaembix no HTTPS B Chrome no ctpaHam/pervoHam

— bpazunma =—— lepMaHins P®paHyna  =—— AHJoHe3ns  —— AHaus AnoHwa =—— Mekcuka —=—— Poccus 147 M

. 6 HoRn6. 2021 T.
5 100 % Poccua: 91 %
. - — w . -

80 %
70 %
60 %

50 %

4 21 Ma. .- r. w_;_,c e

Foccua: 29 %

10 %

0 %
Maa 01, 2015 aue. 01, 2016 cedt. 01, 2016 maa 01, 2017 gue. 01, 2018 cedT. 01, 2018 maa 01, 2019 gue. 01, 2020 cedT. 01, 2020 Mmada 01, 2021

sales@usergate.ru | usergate.com
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[prknagHoOM YpoBeHb
Application layer

ypOBEH b npeacraBineHnA
Presentation layer

~

CeaHCOoBbIN YpOBEHb
Session layer

J

TpaHCNoOpPTHBLIN YPOBEHD
Transport layer

CeTeBOV YpOBEHb
Network layer

N N (N

KaHanbHbIV YPOBEHb
Data link layer

J\ J \ _/

Dusmyeckn ypoBeHb
Physical layer

J

sales@usergate.ru | usergate.ru
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UserGate - NGFW
MexceTeBow 3KpaH HOBOIO
MNOKONeHns

FW
MexxceTeBoun aKpaH
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kaspersky Yandex

Lzooi M% @ GM il

BEfl ¥ 206
\ Sifioeupcato

PORT 80 gl ”

PORT 443 .

sales@usergate.ru | usergate.ru
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IDPS

sales@usergate.ru | usergate.com
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COB - Cucrema obHapyxeHua 1 NpeaoTBPALLEHMA BTOPXEHWI
(IPS - Intrusion Prevention System)

[To3BONAET pearnpoBaTh Ha aTaKn 310YMbILLINEHHMKOB, MCMOSb3YHOLLINX
3BECTHbIE YA3BMMOCTH, @ TakKe Pacno3HaBaTb BPEAOHOCHYHO aKTMBHOCTb
BHYTPU CETW.

© Nobasurs Yaanute ’:J O6HOBUTDL Y
-
EN ouerb HU3KMIA icmp activex - attempted-user - Curnarypa Mpovo... Knacc CVE Kareropus
|2 ETEron] ip attack_response attempted-admin
J— - current_events attempted-dos UPDATE Protocol Trojan Communication detected on http ports tep trojan-activity Her trojan
B evicow udp s attempted recor B dbms_repcat.alter_priority_varchar2 buffer overflow attempt tcp attempted-user Her sql
H  ouenb Boicokni dos attempted-user . . - .
— PY—— Suspected CHAOS CnC Inbound (persistence enable) tcp trojan-activity Her trojan
ftp default-login-attempt CygniCon CyViewer ActiveX Control SaveData Insecure Method Vulnerability tep attempted-user Her activex
i denial-of-servi
o e:]':czcmw B Win32/Infostealer.Snifula File Upload tep trojan-activity Her trojan
malware misc-attack B Possible ZyXEL P660HN-T v1 RCE tep attempted-user Her exploit
misc network-scan 5 , o =
Pa—— E——— User-Agent (Win95) tcp trojan-activity Her malware
netbios not-suspicious B STAT overflow attempt tep attempted-admin CVE-2001-1021,CVE-2001-0... ftp
pi" t "T"C"'““’":": ) Terror EK CVE-2016-0189 Exploit tep trojan-activity CVE-2016-0189 current_even'
policy - protocol-command-decode e
Al 4 < 4 Hazir Site SQL Injection Attempt -- giris_yap.asp sifre UPDATE tcp web-application-attack ~ CVE-2006-7161 web
NpumennTs Rialto SQL Injection Attempt -- searchoption.asp acreagel INSERT tep web-application-attack ~ CVE-2006-6927 web

sales@usergateru | usergate.ru
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IHTEepHET QUNbTPALKA
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O
NE Pa3nnyHble mexaHn3smbl punbTpaynn:

J
/tg

/TN

GUNbTPALMA MO KaTeropusam

MOPQONOTrMUYECKN aHanm3

6e30MnacHbIM MONCK

Oenble 1 YepHble CMNCKK

ONOKMPOBKA KOHTEKCTHOW PeKIambl

3anNpeT 3arpy3kk onpeaeneHHbIxX B1UaoB GaiioB

AHTUBMPYCHAsA MPOBEPKa TpaprKa

IHTepHET-QUNbTPALMA, MHCNeKLUnA SSL-TpadurKa C NOALEPKKOM
TLS 1.3 v nogaepxkown TLS TOCT

sales@usergateru | usergate.ru
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KpynHerwwas 6a3a
SMEKTPOHHbIX PECYPCOB
— 6onee 600 MUNMOHOB
CalTOB;

80+ KaTeropum;
exxeqHeBHoe
OOHOBNEHME CNKCKa
CaNTOB;

MOBTOPHAA MPOBEPKA
y>Ke BHECEHHbIX
PECYpPCOB Ha NpeameT
U3MEHEHWS KOHTEHTA U
aKTYabHOCTM
MHOOPMALIMK O
KaTeropum.

sales@usergate.ru | usergate.com

[o6aBuTb PepakTupoBathb

Haseanune

Threats

Parental Control

Productivity

Safe categories

Recommended for morphology checking

Recommended for virus check

Cnucku mopconornm

Nob6aeuTb f PepakTupoBaTth

Hassanue cnucka

HeweHsypHas nekcyka
HapkoTuku

|2 NopHorpadma

E cynumn

Teppopusm

A3apTHble UrpsI

|21 CooTBeTCTBME ©3-436 (3alUMTa ASTeN)
[ tOpuanyeckwii (DLP)

[= Byxrantepus (DLP)

|21 ®uHaHcsl (DLP)

MepcoHanbHble AaHHble (DLP)
MapkeTuHr (DLP)

B COOTBETCTBME CNUCKY 3anpeLleHHbIX MaTep...

CooTBeTcTBUE CNUCKY 3anpeljeHHbIX MaTep...

Ynanutb ":/ 0O6HOBUTL

Yaanute Q'J O6HOBHTB
Author Mopor
© UserGate OB6bluHbIN
© UserGate OBbluHbIA
© UserGate OBbIYHBIIA
© UserGate OBbIUHBINA
© UserGate OBbluHbINA
© UserGate OBbluHbIN
@© UserGate OBbluHbIA
@© UserGate OBbl4HbIA
@© UserGate OB6bIUHBINA
© UserGate OBbluHbIA
© UserGate OBbluHbIN
© UserGate OBblYHbIA
@© UserGate OBblYHbIA
© UserGate OBbIYHBIA

Lo - IS R > B B T o B B S B B )

UserGate URL filtering4.0 | 33

’:J OGHOBUTB b MmnopTt

[oGaBuTb Ypanuto j SucnopTt

Haseanue T

A3apTHBIE UIPkI

XecTokoe obpalleHue ¢ AeTbMU
Wrpel

HapkoTukmn

Hacunune

HeneranbHoe MO

HeHaBuCTb 1 HeTepnenne
HeueH3ypHas nekcuka

Hyamam

OBMeH KapTUHKaMi
Opyxwme
MupuHroBele ceTu

Mowck paboTbl

- -~ B~~~ - I~~~ R~ -

Mokynku

Cnunckn URL

Nob6aBuTb f PepakTHpoBaTth Yaanute

Hassanue T

[1 Microsoft Windows Internet checker

& CooTBeTCTBME peecTpy 3anpelleHHbIX caiiTos PockoMHaasopa (URL)

[ & CooTBeTtcTBMe crncky 3anpelueHHbix URL Munncrepetea Koctuumm PO (URL)
& CooTBeTCTBUME CNWCKY 3anpeleHHbix URL Pecnybnuku KasaxcraH

& Crincok obpasoBaTenbHbIX YUpeXaeHuUi

[ & Cnucok nouckoBbIX cucTeM 6e3 GesonacHoro noucka

& CrnucoK GUIIMHIOBLIX calTos

o B I o T
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SOAR
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() SOAR  (Security  Automation, Orchestration and  Response), noO3BONAKOT

aHaIM3MPOBaTb  MOBeAeHVe  Pas3/IMyHbIX  MPOLEeCcCOoB, BbIABMATL  PUCKK I
ABTOMATUYECKM 0becneymBatb Ha OCHOBE 3TOrO aHanM3a adeKBaTHYH PeakLMHo,
obecneymBas 3aLWMTy OT Yrpo3bl UM MPOCTO OT aHOMASIbHOrO MOBeAeHUs Ha Camow
PaHHewn CTagnn.

m Ycnoeus

CueHapuii cpaboTaeT, ecnv BbINONHATCA BCE YCOBUSA

o DobaBute PepakTupoBaTth Ynanutb
KaTteropusa URL 500 MB / Henens
O6HapyeH BUpycC
MpunoxeHue
CoB
MIME-TunbI
Pa3mep naketa

Ceccuii ¢ ogHoro IP

0b6bem Tpactmka

commar

SAresS@usergdte.ru | usergate.ru
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LleHTpanr3oBaHHOE ynpaBneHme

sales@usergate.ru | usergate.com



||'=!"U59|'Gate YnpasneHue ycTpoictsamn | 37

————————————————————

Remote Branch 1

= | |
I | [ I | [ I I
i ' ' i UserGate Cluster
|
|

UserGate
Management Center

————————————————————

Remote Branch 2

UserGate Client

Le'lca

sales@usergateru | usergate.ru
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LleHTpanbHaAa KOHCONb

HacTponky caMom LIeHTPaNbHOM KOHCOMM (YrpaBieHne YCTPOMCTBOM):

] B dzO fiysalm) ¢ dzO 9 tee

HacTpoWka ceTeBbIX MHTEP(ENCOB; .
AdmintsB d&zOMmlis d

HacTpoika 30Hbl 1 CETEBOW JOCTYMHOCTY;

YnpaBneHue ceptudurkaTamu;

[Mpodunm onoseLeHuI;

CepBepbl aBTOPU3aLINY;

< < < < < <

[ B &zOffysalm) ¢ | dzO 9 dzlis
if cO©o dzj dzd J €
AdmintsB dzOMmis d

Co3paHne 0oNOAHUTENBbHbBIX aAMUHNCTPATOPOR YNPABNEHUA LIEHTPANbHOW
KOHCOSbIO. AIMUHNCTPATOPBI HE UMEKOT NPaB yNpaBieHsa 0bnacTAMN.

[logknoyeHne opraHm3annm:
A 3aBepenue obnacteit (realm). O6MacTb = HE3aBUCKMAA KOMMAHMUS:

A CosfaHne KOPHEBbIX adMUHUCTPATOPOB 0bacTel.

sales@usergate.ru | usergate.com
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AHaNM3 MHUMOEHTOB
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HW

SNMP

T+ NGFW
=0

[ ]
' Client/WMI
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PDF

v

REPORT -

sales@usergateru | usergate.ru
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v
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CobbiTnA CpabaTbiBaHue Tuket
—_— ABTOMaTnyeckoe | PyuHow pasbop,
pearmpoBaHumne J_ paccrnegoBaHune
\
\
v

e
\ § Client
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CueHapum NprUMeHEeHNA
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GW IP: UG UserGate

L

e e e 0 0 P

CLIENT RU Ie: NAT INTERNET

sales@usergate.ru | usergate.com
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UserGate

AR

Proxy: IP UG Port:809D

CLIENT R1 INTERNET

sales@usergate.ru | usergate.com
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~ N

Internet
UserGate FW \ e UserGate FW
UserGa‘lte FW
FonoBHOM opuc Ounwnan Oununan

sales@usergate.ru | usergate.com
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=)

UserGate
CLIENT

STATISTICS
PORT

sales@usergate.ru | usergate.ru



..'{!"UserGate Transparent bridge L2 | 47

UserGate

i () o §

CLIENT Bridge L2 o

sales@usergate.ru | usergate.com
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bivkauLme niaHbl
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CobCTBEHHbIE anmapaTHble NAaTPOPMbI

Mopgenb X10

Mopenb C150

A FW no 2,5 6/c
A ARM 4 cores

A 6 noptos 1GbE ¢ nogaepxkoit bypass A FW go 2,5 6/c

A 1 nopt SFP A ARM 8 cores

A [1Ba 6noka nuTaHus A 8 noptos 1GbE ¢ nogaepxkoit bypass
A OT-40 no + 70 °C A [1Ba 6110Ka NUTaHus

A KpenneHwe Ha DIN peiiky A OT0 po +70°C

sales@usergate.ru | usergate.ru
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BblCOKOMPOow3BoaMnTEIbHbIN FW
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UserGate FG

. o
“} U — - o " UserGate
CeTeBble MOpPTh: IPM
10 x 10 Gbps SFP+ SSD: o1 12816

1 x 100 Gbps QSFP28
2 X 1 Gbps BASE-T

RAM: 0T 64 16

bl : 2 C ropAayen 3ameHou

sales@usergate.ru | usergate.com
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i"UserG 4
o JserGate
e Poctenekom I::P FoCaRon SEAEP L ‘a M EGAFON lady & gentleman y ( d ) 29™WINTER UNIVERSIADE

POCCHUACKOWN ®ELEPALIAA \
"/ KRASNOYARSK 2019
* sk

%/_J

POCCUMCKAL
TOCYAAPCTBEHHAS
BUBEAMOTEKA

YPANBCKHA
OCYAAPCTBEHHBIH

J ! r
\ I I YHHBEPCHTETNYTEN COOBUENHA

'|||||' @ 8 Pycluapo

c@msnpnm ld ranoNonumep TpancHedTs
[MEXPEFHOHIAS POCHE<Tb
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Cnacmbo 3a BHMMaHuel

EBreHum XaHoB

Benywnm meHekep no pabote ¢
KOPNOPAaTVBHBIMU KITMEHTaMM
ekhanov@usergate.ru

8 8005004032 | +7(913) 390-01-88



https://www.youtube.com/user/CorpEntensys
https://www.facebook.com/UserGateRussia
https://www.usergate.com/ru/products/enterprise-firewall
mailto:ekhanov@usergate.ru

