GF%DLJF"iB‘

G-Bundle Finance

| r s slsj R datsdetse d ydzOW L Oh dlsO % d dzOdeftsear & tstcd Oded L
sls Mo o] dfjdirds tz ¢ B L

g, I 8EZOdzo O

4 rdicjClsste s OBl f §Otlsdsj cOB] o (A d s 4



1,300+

BbICOKOTEXHO/OMYHbIX PACCNeA0BaHNI MO
BCEMY MUPY

11

KNO4YEeBbIX CEPBNCOB

600+

CreunanvcToB n
paspaboTynKoB

6

MPOAYKTOB

450+

3al LeHHbIX KNMeHTOB No BCeMy
Mupy

120+

NnaTeHToOB

60

CTPaH NPUCYTCTBUSA

A

pervoHa c nccnenoBaTe/ibCKMn
ueHTpamun

Singapour, UAE, Russia,
Netherlands

INTERPOL

FORRESTER

sKuUppingerc

ANAL

EUROPOL

FFDC Gartner

FROST

<
SULLIVAN




C

h

i

t X ce om

&



= WREDD RELEASE &

DRAT TINDAK PIDANA SIBER
BARESKRIM POLRI




N q‘ S " P b B
: ©®

Gtslz_ijijc{tsisa@o[ d ~0¢ ]
dzj W o dzs?2 tslsdoe Oyd.

jtetestedmls

ds J to
4 do dfls

d
O¢

n 0

ftosf cOo dlsj dz fls
cobffduseaCd

Wd dzO0dzelso s dstsisd o
dBJ teff 6 Miskzy daq




qJ_X"o”r-I " '"S,,"'-S‘ n r JI'J "

22 Avito

dzis 0O . oo ' dzg OnnaTa 3aKasa

H L ) . .

d 4 MM B - Microsoft Excel Online
;osapb'cﬂmm::' e To read the document, please enter with the

OMNauNBaIOTCS TONBKO valid email credentials that this file was sent to.

HoMep KapTbi 6aHKOBCKOW KapTol OHNaiH.

w g M @ @ cve rapaHTus Bo3BpaTa fiIeHer eciu:
J B tg B g t'B / — npoaasel, OTMEHUN 3aKa3,
— ToBap He nopoweén unu 6pak,
— BBl HE MONYYUAN TOBaP.

Email Address

WUroro: 410R

Password

AnA 06eCneyeHns 6eInNACKOCTU Rl CUST K ANNATE MOXET ANT NAIBUT HA HACKANLKA NRATANAH

Bankof America %7

Welcome Again!
Please provide the folling information about yourself ! Logln

1l Z6C desa C O { s

WHTepHeT-nnaTexwu 3a
nepenaeT MarasuHam |

Copyright© 2021 Microsoft Corporation.

] zZsCdtesoa C O 8 fC

t JHd W jJdEOs'sW d yd Odz! dzr j



nittns://veahphones site/s10xs/dns/7osv=Windows“:2010.021sp=GARS":20Telecom ~110=-111.107.142.11 Zkey=cy
J0aW1llc3Rhb XAIOiIXNTUOMzg4MYzliwiaGFzaCl6ljlwZGOwM212Y2UxMDI1INzJhZWY1INDMOMTZhNzZiODY?2Zjly

YzZmZDqifQ%3D%3D&td=7ktpj.bemobirk.com&bemobdata=c%3D227bad15-b386-42e0-911b-
674575ed6¢d8..a%3D0..b%3D0..e%3D1554388262666418..c1%3D9627..c2%3D9254..c3%3D1554388262666418..r

%3Dhttps%253A%252F%252Futarget.ru%252Fg0to0%252F9254%252F44db6ebf9c%252F+#

key={"timestamp":"1554388263",
"hash":"20dd03b6ce102572aef543416a76c866f22c6d8")
“9  C BSH Jhasbs j

h o
Y

afpr 2¢O tOBBSISOjIs ssdz? §ts sSHddz t6OL d btsdz §t5 E tSHdzsegts Ctsdz

s




s T GRoumB” @

o Nodes details X

@ 6 6 o0
IP SSL

Domains SSH Contacts Attribution

Sortby  Domain Registrar < Reg date Exp date E-mail IP Q A2
@ Registrar date 2021.06.27 Exp date 2022.06.27
Q Domain name Registrar
hotprices.in.ua uadrs
>
IP-address E-mail Owner
185.179.189.164 svetl01211@gmail.com service online lic
& ik
O @ Registrar date 2021.05.21 Exp date 2022.05.21
9 Domain name Registrar
oshamiv.in.ua uadrs
@ IP-address E-mail Owner
p>
2 [$) ® 185.68.16.232 svetl01211@gmail.com service online lic
O °3s I o




270 000 | " Uoresceemommozt




JSC 7 I

& 5 C © view-source:https://www.fila.co.uk 35 oo
g [ [ 84adS
96 1 RAA[ T L]
Ji1votorpd
L1de Ltuvii o
1 Rl [[ 77 U3-vu
H1 RAA[ T 3
hei:;:? j;lf local >tor‘?ge .getItem( ' PxtBxZvZQo6KRhppfl')
19 trorsl s{f?oOLRrRE |
gs{fttdfruort Ll odr1{
1 sdzlz yJ dzd § 1 sdzlz yj dzd j LiMisOdztse € O [ Bdzj sdL Oydw
HsMiszd © € mMO2Ikz mMdzdW W j 6O mMded W W j .6 O



~ .I b} ) r '|
Text data
Tl 28 206 585
Market

volume

Lowest
price

Highest
price

Average
price

$361 684 617

$0.1

$150

$12.78

Dumps

63 788 590

$1 540 043 892

$0.25

$500

$21.88

©®

o’ totsf B Hh RO tdod Lo

or tesmzs S sdzd yj mlso ts
fccHO9OjJ d3 « HOXRBY tso

o esdzs Csdzd Wj Miso ts
fccHO0 Oj g & IsjCMissor
H O dzdz 7



CsL,'C 1.7 7s Swm

| . | . I‘_ |
_ LOCK LIKE e
vtcj dzH ' A PRO
Al Otelsdzj eSS dj e tcO B RANSOMWARE CAMPATONS

Al jteo dydetsj 1 te Sidgddthdeftsiamp, dzd J
eviLoddsshlsd o f§lEsddud 7 fieddsyjdd

ARMitsd Lso Odzd | ©OL destsBteOL dzf 7 Is to tsych
EHOdz] dzdzsets HEsMiskzf O

Amdh jdzdj 90Oy der m HOdzdzr n, bkZctetsy OW
B

M
fzeddCOydy?

RANSOMWARE
UNCOVERED:

ATTACKERS' LATEST METHODS

nnnnnnnnn



Koonepaumsa onepaTopos WindpoBanbLNKOB
N pacnpocTpaHuTene BpeaoHOCHbIX MporpaMmm

Ryuk

) ProlLock
Conti Eareqor
REvil Do geIPga mer
RansomEXxx PP Y
Ryuk RansomExx
Maze
Egregor

Egregor

DoppelPaymer

Maze
Ryuk

ClOp

Ryuk



i

& Refresh

INFO - FILES _— PAYMENT INFO -

:_ "l:_‘ﬂ"' ‘ . $ S <
i : & Windows aBe
pescriptior Pending: S (

Remaining to pay

Show buiids ]

BTC (+20% Rate: §
XMR Rate: $

BOTS STATISTIC - Fixed rate: =)

0 0 (0%) 0 0GB 0 0

Enable BTC: -
a

l Enable XMR:

[ Transactions [ O]

Bots not found LANDING INFO -




S

@~ € O xdedicvhne

B onion/servers

xDediC g

Servers  History ~ AddFunds  Tickets

“ou are here. Servers

Purchase Servers

Search

Articles ~  Software ~

Tools (New) ~

Setings  Invites

c Q, Search

= English -

FAQ

Settings Logout

|. United States

x| T | | Mew York

A | | Choose a City....

¥ || ZIP

|. Choose Provider. ..

- | | Choose an 05,

- |

Direct IP

Admin Privilege Mo PayPal

Port 25

Port 80

Show VM

Show Reselling

“on™ I o I - T T - on™ B o

REGION,

P s COUNTRY= STATE *  CITY ]
96.8... M ew
B s Buffalo
[ Full Info ] York
23.94... Mew
B s Buffalo

as * RAMN
1023

Server 2012 R2
MB
Server 2012 R2 1023

DOV N

46.55
Mbit's

101.48

M b

UPL.* DIRECT IP+
754 |
A
Mbit's

21.06

M b

ADMIN
PRIVILEGE

8

Request a server ﬁ

¥ LAST CHECH  SELLER * PRICE, § #
30.08.2018  selez 19.25
24082018 | selez 31.75



New

PN

Digital
Risk
Protection
Atmospher
4 d &
ompromise AssetZero
Assessment 3
Expansion

Threat
Hunting
Framewor|

PELLEHUNS N
BAH/IbI

eDiscovery Fraud B
Hunting
ourses Platform
G-bundle Threat
Bundles Leaks Intelligence

MpopyKTbi = &8 Attribution

n CepBuchl bundle ‘v




