
ɻʦʛʫʘʐʘʣʚʘ

ɼʠʨʝʢʪʦʨ ʧʦ ʨʘʙʦʪʝ ʩ ʧʘʨʪʥʝʨʘʤʠ ʚ ʈʌ ʠ ʉʅɻ

G-Bundle Finance
ɺʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʘʷ ʟʘʱʠʪʘ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ

ʦʪ ʩʦʚʨʝʤʝʥʥʳʭ ʢʠʙʝʨʫʛʨʦʟ



˹ˢ̊ˢ ˴˻˸˽ˢ˹ˮ̒ ˤ ̇ˮ̅˾ˢ̆:

1,300+ 600+ 450+ 60

11 6 120+ 4 

˥˶˻ˣˢ˶̎˹˻˩ ˽ˢ˾́˹˩˾˿́ˤ˻:

˽˾ˮ˭˹ˢ˹ˮ˩ ˤ˩˨̂̋ˮ˸ˮ ˸ˮ˾˻ˤ̍˸ˮ ̏˴˿˽˩˾́ˢ˸ˮΥ

GROUP-IB ˿ ˩˯̉ˢ˿



˴͙͔͔͋ͪͨͪͫͭͯͨͤͦͫͭΈ ͔͎ͫͦ͒ͤΎ



˶ˮ̇˻ ˴ˮˣ˩˾˽˾˩˿́̂˽˹˻˿́ˮ

TMT



˸˻́ˮˤˢ̇ˮ̒

ʬʠʥʘʥʩʦʚʦ ʤʦʪʠʚʠʨʦʚʘʥʥʳʝ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ

ʧʨʦʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʛʨʫʧʧʠʨʦʚʢʠ ʠ ʭʘʢʝʨʳ

ʢʠʙʝʨʪʝʨʨʦʨʠʩʪʳ

ʠ ʭʘʢʪʠʚʠʩʪʳ

ʛʨʫʧʧʠʨʦʚʢʠ ʠ ʭʘʢʝʨʳ ʩ 

ʥʝʷʚʥʦʡ ʤʦʪʠʚʘʮʠʝʡ



ˤ˩ˣ-̅ ˮ̊ˮ˹˥ ˮ ˿˻̇ˮˢ˶̎˹ˢ̒ ˮ˹ˬ˩˹˩˾ˮ̒

ʆʜʥʦʨʘʟʦʚʳʝ ʩʩʳʣʢʠ

ɹʣʦʢʠʨʦʚʢʘ ʧʦ User-agent

ɹʣʦʢʠʨʦʚʢʘ ʧʦ ʨʝʛʠʦʥʘʤ

ɹʣʦʢʠʨʦʚʢʘ ʧʦ ʧʦʜʩʝʪʷʤ

ʈʝʜʠʨʝʢʪʳʥʘ ʦʬʠʮʠʘʣʴʥʳʝ ʩʘʡʪʳ



˽˩˾˿˻˹ˢ˶̎˹ˢ̒ ˸˻̊˩˹˹ˮ̉˩˿˴ˢ̒ ˿˿̍˶˴ˢ

https://yeahphones.site/s10xs/dns/?osv=Windows%2010.0&isp=GARS%20Telecom&ip=111.107.142.111&key=ey

J0aW1lc3RhbXAiOiIxNTU0Mzg4MjYzIiwiaGFzaCI6IjIwZGQwM2I2Y2UxMDI1NzJhZWY1NDM0MTZhNzZjODY2ZjIy

YzZmZDgifQ%3D%3D&td=7ktpj.bemobtrk.com&bemobdata=c%3D227bad15-b386-42e0-911b-

674575ed6cd8..a%3D0..b%3D0..e%3D1554388262666418..c1%3D9627..c2%3D9254..c3%3D1554388262666418..r

%3Dhttps%253A%252F%252Futarget.ru%252Fgoto%252F9254%252F44db6ebf9c%252F#

key={"timestamp":"1554388263",

"hash":"20dd03b6ce102572aef543416a76c866f22c6fd8"}

- ʚ ʢʦʜʠʨʦʚʢʝ base64

ʉʩʳʣʢʘ ʨʘʙʦʪʘʝʪ ʪʦʣʴʢʦ ʦʜʠʥ ʨʘʟ ʠ ʪʦʣʴʢʦ ʫ ʦʜʥʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ

˭͊ͭͪͯ͒ͤΎ͔ͭͫΎ ͨͪͦͼ͔ͫͫ 
͔͎͙͍͙ͪ͊ͪͦ͊ͤΎ

ˣͦ͡Έ΄͔͔ ͍͔ͪͣΎ ͪ͊͋ͦͭ· 
͔ͪͫͯͪͫ͊

ˣͦ͡Έ΄͔͔ ͙ͦ͟͡;͔͍ͫͭͦ 
͔͍͗ͪͭ

˿͙͔ͤ͗͊ͭͫΎ ͍͔ͪͦΎͭͤͦͫͭΈ 
͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ



˴ˢ˴ ̏́˻ ˤˮ˨ˮ́ GROUP-IB



˸ˢ˿̊́ˢˣ

ʋʥʠʢʘʣʴʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʜʦʤʝʥʦʚ 

ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ CERT-GIB ʚ 202127 000



JS-C˹ ˮ̅̅˩˾̍

1
ɻʆʉ ɻʈʋʇʇɸ 

ʀʉʇʆʃʔɿʋɽʊ JS-

ʉʅʀʌʌɽʈʓ

96
ʉɽʄɽʁʉʊɺ JS-

ʉʅʀʌʌɽʈʆɺ 

ʆɹʅɸʈʋɾɽʅʆ

19 ʈɽʊɽʁʃ ʂʆʄʇɸʅʀʁ 

ʉʂʆʄʇʈʆʄɽʊʀʈʆɺɸʅʅʆ

ʇʦʣʫʯʝʥʠʝ 

ʜʦʩʪʫʧʘ ʢ ʩʘʡʪʫ

ʇʦʣʫʯʝʥʠʝ 

ʩʥʠʬʬʝʨʘ

ʋʩʪʘʥʦʚʢʘ 

ʩʥʠʬʬʝʨʘ

ʄʦʥʝʪʠʟʘʮʠʷ



˴ˢ˾˨ˮ˹˥

Text data Dumps

Total

number 28 296 585 63 788 590

Market

volume $361 684 617 $1 540 043 892

Lowest

price $0.1 $0.25

Highest

price $150 $500

Average

price $12.78 $21.88
ʅʘ 15,8 ʤʣʥ 
ʚʳʨʦʩʣʦ ʢʦʣʠʯʝʩʪʚʦ 

ʧʨʦʜʘʚʘʝʤʳʭ ʪʝʢʩʪʦʚʳʭ 

ʜʘʥʥʳʭ

ʅʘ $1,02 ʤʣʨʜ
ʚʳʨʦʩ ʦʙʱʠʡ ʨʳʥʦʢ ʢʘʨʜʠʥʛʘ

ʅʘ 22,7 ʤʣʥ
ʚʳʨʦʩʣʦ ʢʦʣʠʯʝʩʪʚʦ 

ʧʨʦʜʘʚʘʝʤʳʭ ʜʘʤʧʦʚ



̊ˮ̅˾˻ˤˢ˶̎̋ˮ˴ˮ ς̂ ˥˾˻˭ˢ Ѕм

ʊʨʝʥʜʳ

Åʇʘʨʪʥʝʨʩʢʠʝ ʧʨʦʛʨʘʤʤʳ

Åʇʝʨʚʠʯʥʦʝ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ïʬʠʰʠʥʛ, RDP, 

ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʫʙʣʠʯʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ

Åʀʩʧʦʣʴʟʦʚʘʥʠʝ ʨʘʟʥʦʦʙʨʘʟʥʳʭ ʪʨʦʷʥʦʚ ʜʣʷ 

ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ

Åʍʠʱʝʥʠʝ ʚʘʞʥʳʭ ʜʘʥʥʳʭ, ʫʛʨʦʞʘʷ ʠʭ 

ʧʫʙʣʠʢʘʮʠʝʡ



˴ˢ˾́ˢ ˿˻̑˭˻ˤ







́˩̆˹˻˶˻˥ˮˮ GROUP-IB


