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Kputnyeckas MHGopmMaLMOHHaA
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infotecs

Jkocuctema ViPNet

Opme Bank
e e LIOA / PLOA, Mopran
v G b - el
et s el

Monuknunmka

VPNet PXI Clert
Xeneawnan popora VENee LS Gateway

VPNt IDS WS
VPNt Coordinator IG VPNt I0S

SNneKkTpo3HepreT1ka iy MNapk Vs Coordinator KW s ni
ViPNet et VRN CAWE
Vi SIES Ve TAS V¥Net Connect

VNt Coombnatoe G VFtes Chent Vet CA bnkoreming
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C MecTa B Kapbep

[

infotecs

Mpuka3s ®Cb Poccun/
®CT3K Poccum ot 31
aBsrycta 2010 r. N2 416/489

Mpukas ®PCTIK Poccuum ot
11 peBpana 2013 r. Ne 17

Mpukas ®PCTIK Poccuum ot
18 ¢eBpana 2013 r. Ne 21

Mpukas PCTIK Poccuum ot
14 mapTta 2014 r. Ne 31

Mpukas PCTIK Poccum ot
21 pekabpa 2017 r. Ne 235

Mpukas ®CTIK Poccun ot
25 pekabpa 2017 r. Ne 239

©2018, OAO «/HPpoTeKC».




fotecs

ViPNet ana obecneveHus
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ViPNet. LlUngpposaHume. infotecs
Knaccuka.

ViPNet Coordinator ViPNet Client

HW 50 HW 100 Windows Mo6uabHbIe
Android

HW 1000 HW 2000 0S

HW 5000 | Tizen

©2018, OAO «/HPpoTeKC».
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LUlndpoBaHme B AenCTBUN infotecs

FOCCOIMKA

LeHTp N'ocCOMMKA

CybbekT FocCOMKA (KopnopaTuBHbIN,
BEAOMCTBEHHbIN, U Ap.)

CamocTtoaTtenbHoe
NOAKAHOUYEHME K
l[ocCOlMKA

[MoakiroueHne yepes yxe
CYLLECTBYIOLLNMN LEHTP
CybbeKkT KUK [ocCOTlKA.

©2018, OAO «/HPpoTeKC».



PelleHre No obHapyXXeHWHo imTotecs
YIPO3 U BTOPXKEHUI

YnpasneHune ViPNet IDS MC
AHaNUTHKa ViPNet TIAS
ViPNet ViPNet
CeHcopbl
IDS NS IDS HS

©2018, OAO «/HPpoTeKC».
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Pelwlaemsble 3aaa4u infotecs

v HenpepbIBHbIN NpoLecc aHanm3a
cobbITUM;

v a/leKBaTHanA peakuua Ha
npousoweawme cobbiTus,

v bbiCTpOE yCTpaHeHMe nNocneacTBuin
NHUMAOEHTA;

v N3BNIEYEHME MOME3HbIX YPOKOB;

v OTYETHOCTb.

©2018, OAO «NMHPOoTeKC».
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CeHCOpr infotecs

ViPNet v/ 3axBaTbiBalOT U aHaN3UPYIOT
IDS NS ceTeBble MaKeTbl

v OTC/IEXKMNBAOT aKTUBHOCTb
KOHEYHOro YCTPOMUCTBA: ayauT
cobbiTuM OC, CUCTEMHbIX NOTOB U
aHanm3 TpaduKa

ViPNet
IDS HS

©2018, OAO «/HPpoTeKC».



ViPNet IDS Network Sensor infotecs

WY ViPNet IDS

/ 06Hapy)‘KeHMe yrpo3 — aHanus ceTeBoOro Events and Attacks
TpadurKa 1 BbiiBIEHNE CODbITUM

587663

v Malware Detection — BbisBieHMe
BPeA0HOCHOIo NPOrPaMMHOro

obecneyeHunn
\'ﬂx y Time (with severity) vent Severity D — | E-.uztsm Real Time
v OTtobparkeHue — Tabnmubl n g3wbopabl B 1 — . PES—
peXume peasibHOro BpemeHwu AN e

T
0. 4
0. 2

v OnoselweHunsa — ,

® web-uHTepdelic, i
e-mail, ’ |
syslog e o .

Pesemnnnnll

o 7= |7 |
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ViPNet IDS Host Sensor infotecs

ViPNet IDS HS - o lEN|

OnpepenaTtb aTakun, KOTopble
“He BMANT” ceTeBOM CeHCOop; © | w2010 1220 e e

Coepemun  Cpectea obmapyxenia

KypHan cobbimnii

O6HapyuBaTb aTaku nocne sy
Wssscncrne myprancs nprnccens I

paclu (I) POBKU BXOAOALLETO e
TpaduKa;

MOHITORM!

"5 ViPNet IDS H

¥reasnEnmE Cobritnsa n atakn

Mpasw.
BbiaBnATb nogo3pUTENDbHYIO p— :
- QAUY O
[ Aara spema Cobuitve Momsimkn  SIG Yerpoiicreo Tpynna
O C . [ Kornpe
aKTMBHOCTb BHYTpU OC: i R R —
. o M Croxe I xypram I [ ososisiasens  Ceresofienoa s crctemy 27 500009  UFA-FS-01 Company > InfoTeCS
¢ a M n O B a ﬂ a KT M B H O CT b & e gomrED I D 03.05.18 13:56:05 Cozaatine Npouecca 1 300001 FA-FS-01 Company > InfoTeCs
’ E [T T—— I D 03.05.15 13:56:05 Wsmererive Gaitnosof crcTemsl 3 200000 "A-FS-01 Company » InfoTeCS.
. I D 03.05.15 13:56:05 W3merienve peectpa 5 100000  MSK-NOO40 MSK
M 3 M e H e H M H B p e e CT p e | O osostsissess  cacoonmon s cacreny 5 soos s Company » InoTecs
’ I D 03.05.18 13:56:05 EXOA & CHCTEMY C NOAHOMOUHAMM 3AMHHCTDETODA 48 500004  BLADE-02 Company > InfoTeCs
. I D 03.05.18 13:56:05 W3merienve peectpa 3 100000  BLADE-D2 Company > InfoTeCS
H e M 3 B e CT H b I e rl p O ue C C bI . D 03.05.15 13:56:05 ET POLICY Suspicious inbound to MSSQL port 1433 16 2010935 MSK-5QL-02 Company > InfoTeCS
| O ososisinseos  vomesenme peeces 3 100000 MsKsQLo Company > InfoTeCs
| O osostsisseos  ampoucr bounicss powy pac e 1 sooimae MsksquLo2 Company » InfoTecs
I D 03.05.18 13:56:05 Ceresoii Ex0a B CHCTemy 3 500009  MSK-SQL-02 Company > InfoTeCS
I D 03.05.18 13:56:05 BxX0A B CMCTEMY C NONHOMOYMAMM 3MUHUCTDATOPA 2 500004  MSK-SQL-02 Company » InfoTeCS
I [[] 030516135604  Ceresoif sxon s cucremy 6 500009 MSK-SP-03 Servers
I D 03.05.18 13:36:04 EXOA & CHCTEMY C NOAHOMOUHAMM 3AMHHCTDETODA 3 500004  MSK-SP-03 Servers
M o30518135604 ET SCAN NBTStat Querv Resoonse to External Destination. Possible Windows... 5 2009768 MSK-5P-03 Servers |

©2018, OAO «/HPpoTeKC».
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Cuctema ynpassieHNA infotecs

YnpasneHue ViPNet IDS MC
}
N L
o >
AHannTnka ViPNet TIAS
s \
i
ViPNet ViPNet
CeHcopebl
DS DY:ES

©2018, OAO «/HPpoTeKC».



ViPNet IDS Management Center infotecs

v YnpasneHue CTPYKTYpoOil 1 r—
HaCTpOl\;I KaMu CeHCOpOB; © MapaMeTpbl cUCTeMbI 7l
Q ~
v &
MoHuTopuHr pabotocnocobHocTH EJ——— W VipNet IDS MC
/] X1 3arpyxate . I .
CEHCOpPOB; oo s
i o ™) MoHuTOpHHr
v’ O6HosneHme: T
© >
6as pelarowmx Npasun; e e Do - CeHCOpbI: Ha CEHCOPAX MMEKITCA KPH...
[ ] 6 a3 CUTrH aTy p B p eplo HOCHOTO I—I O'. 3arpy3uTs O6HOBAEHIE L. PafoTocnocolHOCTh.. AETYANEHOCTE MHLEH..,
(] .
SKCMNEPTHbLIX AaHHbIX; ™ .
P T [
B Boe CEHCOPL, TRedyso JATPyIATE AMLEHIHA
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Cncrtema aHanm3a infotecs

YnpasneHue ViPNet IDS MC
AHaNNTUKA ViPNet TIAS

ViPNet ViPNet
CeHcopebl
IDS NS IDS HS

©2018, OAO «/HPpoTeKC».



OcHoBHble ¢pyHKkumm VIPNet TIAS infotecs

3apaxeHue xocTa TposaHoM Load...

‘/c6op N aHanus cobbiTni ot ceHcopos ViPNet R R —————
IDS; s | apaton .

Monb3soeaTtens: Administrator

PedTunr: 10

‘/aBTOMaTMHECKOe BblAB/1eHNE MHUUNOEHTOB, A e

MopameHHble yanol (1): ip: 10.64.24.100
mac: 0a:00:27:a7:fd:d2

/ Tun yrpoael ME: HapylueHne KoHbWASHUMANBHOCTH
O I-I O B e LLIIe H M e O 6 M H LII Mple HTa X ° HaumeHoBaHue: 3apaneHue xocTa TposHoM LoadMoney
/ MeTop CUrHaTYPHBIA

MpeHTuduKaTop: 52a95967cd051400079f750e

/ I-I po Beple H M e paccn eplo Ba H Mﬂ I-IO M H I-IIMpIe HTa N‘; CumnTombl: AHoMmanoHaA akTMeHoCTe APM

@ Pexomengaumn:

/ + OTKIKUYNTE NOPEMEHHbIA SKTUE OT BoIUUCIIUTENBHON CETH
¢O p N\ M p O B a H M e OTq eTO B + [poOBECTH MHTEPEbLIOMPOBAHME BNafenbua
+ OCYLWECTBUTD AHTUEBKPYCHYHO NPOBEPKY
= OCyWecTBWTb PYYHON NOWCK "HeNeranbHore' (YCTaHOBNeHHOMo
Ge3 menaHua nonsb3oeatens) Mo
= MepegaTs ofHapyxeHHoe BpegoHocHos MO & UM onA aHanuza
= YAanuTb oOHAapyKeHHOe BpepoHocHoe MO

©2018, OAO «/HPpoTeKC».
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CueHapun 06paboTkn cobbITnM infotecs

Cbop cobbITnK C CEHCOPOB 1
Koppensums cobbITUiA 1 BbisIBIEHNE NHLMAEHTA 1

Pervcrpaunsa nHuMaeHTa B CUCTEME

OnoBeLleHre 06 NHLMAEHTEe 1
MpoBeaeHVe pacciefoBaHUA U yCTPaHeHe NOCAeACTBUA

©2018, OAO «/HPpoTeKC».
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Kak 310 paboraert? infotecs

WAV,

Threat Intelligence

.

Wil
s A
u, S
g g, .. DS

CTaTUCTMKa 1 OT4eTbI

Moaynb aHanusa
CobbiTna Ub ViPNet TIAS

©2018, OAO «/HPpoTeKC».



Threat Intelligence - infotecs

3TO perynapHo u CUCTEMHO cobmnpatb MHPopmaLuto 06 yrposax,

yAyyLWwaTb U oborallatb €€, NPUMEHATb 3TU 3HAHUA ANA 3aLWUTbI U

NEeNNTbCA C TEMU, KOMY OHM MOTYT ObITb MNONE3HbI

3HaHuAa 06 yrposax:

v MHAMKaTOpbI aTak U KOMNPOMETALUMUK;
v TTI - TAaKTUKKN, TEXHUKU, NpoLeaypbl;
v UHPOpMaLMOHHDbIN 06MeH:

4 COTKA, ®CT3K, RU-CERT;

v OnbIT KANEHTOB - BepUPULNPOBAHHAA

n obesnmyeHHaa nHbopmauma

©2018, OAO «/HPpoTeKC».
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KoMbunHnpoBaHMe ABYyX METOAOB infotecs

v CurHatypHbli1 meTog, —

Ha OCHOBE MeTalnpasun
BblAB1EHNA UHUUNOEHTOB

v IBPUCTUYECKUNIA MmeToa —

Ha OCHOBE MALIMHHOTIO
obyyeHns maTemaTnyeckom
MOAENN NPUHATUA PELLUEHNI

©2018, OAO «/HPpoTeKC».
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MHdpopmaumoHHada naHenb TIAS infotecs

’g‘?e ViPNet Threat Intelligence Analytics System Administrator v

MOHUTOPHHI MHGbonaHeno Bce yrpoasi ~ || Bcecercops! ~ | 15m 60 m 24y [5] 08.08.201713:58-08.08.2017 14:13 Ml Astoosrosnenme
Rl s
LI MHLMgeHTbI 99+ JWHamMKKa coGbITHA NO Yrpo3am
! CobbiTns WHOOPMALMA CKAHWPOBAHWE CETHM noasopP MAPCIER HAPYLWEHWE NOMHMTUK TPOAHBI K BUPYChI pDos SKCMTYATALMA (CEPBMCH AOPYTUE
W YA3BUMOCTH)
IDS NS
1055 1969 707 1780 2421 3 869 2321
DS HS Server -16 +0.7% -10.5% EEE [ -11.0% | I
OTueTsl
CTaTMCTKa MHUMAEHTOB

YMNPABNEHWE

KONWYECTEO MHLMAEHTOR! Tpetyrolue o6patoTky:
&= crpyxrypa cencopos 2686 2686
- OnoseweHna CoBbITUA
‘ Monb3osatenu 1300

1200
AYAUT

200
g KypHan coGbiTHi oo

300
KOHOUIYPHPOBAHWME o

08 0B 2017 0808 217 OB DB 2N 7 OB 0B 2017 OB DB N7 08 08 2017 0808 217 OB DB 2N 7 08 0B 2017 OB DB 27 08 08 2017 OB DB 217 OB DB N7 08 0B 2017 OB DB 27 08 08 2017 OB OB 2N7
135800 135900 140000 140100 140200 140300 140400 140500 0600 140700 140800 140900 141000 100 141200 141300 141400

OBHOBNEHNE 3KCMEPTHbIX JAHHBIX

! TNuuessan WHUMAEHTbI

200
CGop W oToBpaXEHHE AaHHBIX
2
7
6
58
[
oB.0R20T7 08082017 oana2017 08082017 oaoE2017 08082017 caoB2017 [Tt oB082017 oB0R2M7 08082017 oa.oa2017 08082017 oaoa2017 08082017 caoa2017 oB.0B2N7
133600 13300 140000 140100 140200 140300 140400 140300 D600 140700 1EDEO0 140500 141000 U100 141200 141300 11400

@ Pycckwit ~ 1471345 08.08.2017

©2018, OAO «/HPpoTeKC».



IHUMAEHTD

;‘3’0 ViPNet Threat Intelligence Analytics System

MOHUTOPHHT

e vgonasens
B asaarer
B cosein
IDSNS
103 Hs Server

OmueTs

YIPABIIEHIE

E CipyxTypa cexcopos
BB oncsewenna

& nonssosarenn

KOHOMTYPUPOBAHNE

OBHOENSHNE SKCMERTHEIX AZHHEDC

[ .

B coop v crospamenme namx

WMHUMAeHTbI

Crarye flo

He 06pac..
He o6pac..
He o6pas_.
He obpas_.
He 06pac..
He 06pat_..

CansaHHble COBbITHA

Hara panca.. =

14.03.2018 04:10:31
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 04110:28
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 041028
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 04:10:28
14.03.2018 04:10:28

14.03.2018 04110:28

L]
“

Boecewcopn v | 15M  60m | 244

Mara dmrcaunn Pe. Topa. Tun yrposs MG

| 1403200820083 10 10.64.24.1..  Hapywiewws Kongw...

| 15032018 08:19:25 10 10.64.24.1..  Hapyueswe Kongw...

| 14032018 203623 10 10.64.24.1..  Hapywenme kongH_..

| 15032018 08:55:25 10 10.64.24.1..  HApyUIEHHE KOHM ..
14.03.2018 20:08:21 7 10.64.24.1... Hapyuienme KondH ...

15.03.2018 08.

3 7

Hapyuiosme ko ...

Coobuienie

AM SQL DUMPFILE function in GET - Possible SQL Injection Attempt
ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT
ET WEB_SERVER Possible SQL Injection Attempt UNION SELECT
ET WEB_SERVER Possible SL Injection Attempt UNION SELECT
ET WEB_SERVER Possible SQL Injection Attempt UNION SELECT

ET WEB_SERVER Possible SQL Injection Attempt UNIGN SELECT

ET WEB_SERVER Possible SQL Injection Attempt UNIGN SELECT
ET WEB_SERVER Possible SL Injection Aftempt UNION SELECT
AM SQL ORDER BY function in GET - Passible SQL Injection Attempt
ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

Hasmenosanme

3apaKEHME XOCT ...

3apaKEHHE XOCTa ..

Onucanme =

140320181143 1503.2018 1143 [ AsrooGhoanenme

BuinBneNa aKTHBHOCTS TPORHE LoadMoney. Tpo...

Buinnena akTHEHOCTS TPoRHE LoadMoney. Tpo...

Mlanyenwe nonesH... yenewnan

Manyenie nonesi... yenewnan

T Gansuioe uenewan...

n Banbuoe uenewan..
D cod MeTouHIE Ronyuatens Maxer
64271633 91.59.66.41:56896 10.64.24.100:80 4
64271158 91.50.66.41:56735 10.64.24.100:80 4
64271186 91.50.66.41:56736 10.64.24.100:80 +
64271206 91.59.6641:56737 10.64.24.10080 L
64271207  91.59.66.41:56738 10642410080 L
64271208 91.59.66.41:56740 10.64.24.100:80 b
64271210 91.59.66.41:56741 10.64.24.10080 4
84211212 91.59.66.41:56742 10.64.24.100:80 i
84271213 91.59.66.41:56743 10.64.24.10080 L
64271214 9159664136744 10.64.24100:80 L
64271215 91.59.66.41:56745 10.64.24.100:80 o
64271217 91.50.66.41:56748 10.64.24.100:80 4
64271218 91.50.66.41:56749 10.64.24.100:80 +
64271220  91.59.6641:56750 10.64.24.10080 L

Administrator v

5]

MoTeHunansHas NnonbITKa npoeeg...
Cpepsnit yposesy yrpos!

s s
PefTsHr 7
373 PUKCAYMN: 14.03.2018 20:08:21

Flopamenswie yanei (1); Ip: 10,6424 100
mac: 08:00:27.0d:d6:03

T yrpoasi MB: HapyweHue KoHBHASHLMANBHOCTH
Hapywenue yenocTHOCTI
nonuiTka
aTaxw SOL-injection Ha ysen
KONTPOMKEYEMOR KHBPACTRYKTYPb!
MeTog: CHrHaTypHER
MpeHTHMKATOp: 5895705040514000791750d
CumnToms AHOMATILHAR XTHENOCTS APM

@ Pexomenpaumm

.o axTHe o1
. Ha axpane

+ MPOBEPHCTH SYAMT TaKYEMOTD PeCypCa Ha HanKuME

* aTaKam Tuna ) "
ofwapymeHi
. "
chcTemsora N0
D Pycckwi 4 114442 15032018

[
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KapTouka MHUMAEHTOB

3apaxeHue xocTa TposaHoM Load...

BbiCOKMI ypOBEHD YTpo3bl
3apameHue XocTa TpoAHoM LoadMoney

CTaTyc MHUMgeHTa: E patote - ‘
MNonb3oBaTenb: Administrator

PeATHHI: 10

Data gurcaumu: 14.03.2018 20:18:31

MopameHHole yanol (1) ip: 10.64.24.100
mac: 0a:00:27:a7:fd:d2

Tun yrposel ME: HapylweHue koHpuaeHUMaNbHOCTH
HanmMeHoBaHwe: 3apameHwe XocTa TpoAHoM LoadMoney
MeTon: CHUIrHaTypHBIR

WpeHTudrraTop: 5aa95967cd051400079f750e
CuMNTOMBI: AHOManbHaA akTUBHOCTbL APM

@ Pekomengauum:

* OTKAKUYWTE NOPAMEHHBIA SKTHE OT BbIYMCAUTENLHON CETH

» [poBecTH HHTEPBLIOWPOBaHKWE BNafenbLa

» OCYLWeCTEWTE AaHTHEMPYCHYH NPOBEPKY

= OCylWecTEWTE PYYHOR NoWcK "HeneraneHoro' (ycTaHoBNeHHOro
Bes wenaHua nonesoeatens) Mo

= MepepaTo obHapyseHHoe BpefoHocHoe NO & UM anA aHanusa

* ¥YOanuTb ofHapyeHHoe BpefoHocHoe Mo

MoTeHuManbHas NorbiTKa npoeefd.. X<
CpenHuWil YpoBEHb YIpo3bl

CTaTyc MHUMAEHTA! MogTeepxasH -
Monb3oBaTens: He obpaboTaH

PeifThHr: B paGote

[Oata gukcaumu: MNogTBepxaeH

Mopamensbie yansl (1): | He NoATBepkAeH
mac: 08:00:27:0d:d6:03

Tun yrposel UB: HapylweHne KOHPWOEHLWANBHOCTH
HapyweHmne LuenocTHOCTH

HanmeHoBaHue: MoTeHUMANbHAR NOMNbITKE NPOBEAEHMA
ataku SQL-injection Ha yaen
KOHTPONMPYEMOI MHDPACTPYKTYpPbI

MeTon: CMIHATYpPHBIRA
MpeHTudmxaTop: 5aa95705cd051400079f750d
CHMNTOMBL: AHOMAaNbHaA aKTHEHOCTE APM

& Pexomenpaumn:

* OTKAKOYWTH NOPAMEHHbIA 3KTWE OT BbIYMCAWTENBHOM ceTh

* 3alnoKMpoBEaTb Ha MeXCeTeBOM 3KpaHe IP-agpec aTakytowero

» TpOBEPUCTH ayaWT aTaKkyeMoro pecypca Ha Hanuune
YA3BMMOCTH K aTakaMm Tna SQL-Injection W ycTpaHWTE Npu
OOHAPYHEHWH

* YCTaHOBMTb NocnefHue oGHOBNEHWA NPUKNAAHOTO U
cucTemHoro Mo

©2018, OAO «/HPpoTeKC».
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CobbiTnA infotecs

[ TiasApp X ) Syleng - X

<« C | A Hesaupueno | betpsi//172.31:3.246 #events pe ® :

Cepencsr  [JoBasnmiiTe wa 3Ty NaHENs SABAKH, & KOTOPSIM XOTHTE MMETs BEICTREI AOCTYN. HMNOpTMpOSaTs ZaknamK.. Dpyrie sacnaaan

2% ViPNet Threat Intelligence Analytics System JU—

MOHUATOPYHI CobbiTha IDS NS Bee codormiA O || Bee cencopol 0| 15w 60m 24y [Z] 300120181537-30.012018 1552 [ AstoosHosnenue
E Wndonanens ~ WMcTounnkmn Monyyatenu
F VHUMEHTBE Bax... Npaeuno Ko.. = IP-a.. IP-a... np... Kog, . Karte. E Bax. Mpaeuno Ko.. IPa.. IP-a.. Mpo. Kop, IKaTe %
! CoBbITus | kpyra..  ETCHAT SkypevoPC.. 1 = |:| 1:20015..  Hapywe.. | kpuma ET POLICY OpenSSLD.. 3743 8519. 123.123.. TCP 1:20115..  Hapywe..
DS NS I Bbicok .. SNMP public access u 1 1221014, WHpopm I Bbicok... ET POLICY curl User-A... 3296 1853.. 123123.. TCP 1:20130 Hapywe...
I Bbicok.. classifier signature 146 1 = 1:20159.. Tposkbl . I Kputu... ET POLICY PEEXE or . 3243 85.19.. 123123.. TCP 1:20004. Hapywe._.
IDS HS Server
| Kputn.  ET CHAT Skype VOIPC.. 1 1:20015..  Hapywe.. | Kputi..  ET INFO Session Trave. 3236 8519. 123123.. UDP 1:20161 Wrbopm...
OTueTHI | KpuTi..  ET POLICY OpenSSLD.. 1 h 1:20115..  Hapywe.. | BbiCOK..  SNMP public accessu.. 3232 85.19.. 123.123.. UDP 1:21014..  WHdOPM...
I Bbicok .. ET POLICY POSSIBLE .. 1 1:20028.. Hapywe I Kputm... ET CHAT Skype VOIP 3224 6555.. 123123 TCP 1:20015. Hapywe._.
Y¥MPABNEHVE
I Bbicok.. ET POLICY curl User-A... 1 1:20130. Hapywe CpegH.. AM INFO Self Signed C.. 3224 85.19.. 123123.. TCP 1:30003 WrHbopm..
E CrpykTypa cereopos I Kputn... ET POLICY OpenSSLD.. 1 1:20115. Hapywe . I Boicok... ET POLICY POSSIBLE 3203 85.19.. 123123.. TCP 1:20028. Hapywe..
- OnoBewerna I BbicoK... ET POLICY POSSIBLE .. 1 a92.1... 123.123..  TCP 1:20028... Hapywe... MNokazaTb elue
' I Kputw.. ETPOLICY PEEXEor D. 1 1921 123123 TCP 1:20004.. Hapywe
fone3oaarent | Y ET BAIIAY Nnan@l N 1 1821 192192 Tre 1on1s Hanunie
e ~ CoBbITWA Ha yanax
DNata Kop npaevna IP cexcopa IP nonyuare. Mopr IP ucTouHmMKa Mopr... ID coBbimia MakeT  BaHoCTb Mpor. Kon Mpasuno =
g JHyPHAN COBbITHRA
30.01.2018 15:52:35 1:2011540 123.123.123.123 851924473 59856 192.168.0.72 443 902682333 i I Kputuunaa TCP 1 ET POLICY OpenSSL Demo CA .
KORGUIYPUPOBARYE 30.01.2018 15:52:35 1:2016149 123123123123 851924473 3478 192.168.0.71 63732 554469920 i I Kputuunan upP 1 ET INFO Session Traversal Utili...
- OBHOBNEHYE 3KCMIEPTHBIX AGHHSIX 30.01.2018 15:52:35 1:2101411 123123123123 851924473 161 192.168.0.70 27294 4613643 i I Bbicokan upP 1 SNMP public access udp 470
Q 30.01.2018 15:52:35 1:2016014 123123123123 185.35146.14 80 192.168.0.68 33606 778209964 i I Bbicokan TCP 1 classifier signature 468
NrueHzun
30.01.201815:52:35 1:2016149 123123123123 851924473 3478 192168067 63732 635215684 4 | kpurnssien ubP 1 ET INFO Session Traversal Utili..
=
C00p ¥ oTo0paiKerie AaHHLIX 30.01.2018 15:52:35 1:3000348 123.123.123.123 851924473 57998 192.168.0.69 443 695764270 s Cpeaxan TCP 1 AM INFO Self Signed Certificat.
30.01.2018 15:52:35 1:2001595 123.123.123.123 65.55.157.242 80 192.168.0.66 56879 542253467 i I KpuThuHaa TCP 1 ET CHAT Skype VOIP Checking..
30.01.2018 15:52:35 1:2002823 123.123.123.123 85.192.44.73 80 192.168.0.64 39372 748284105 i I BbicokaA TCP 1 ET POLICY POSSIBLE Web Cra...
30.01.2018 15:52:35 1:2013028 123.123.123.123 185.35.146.14 80 192.168.0.65 33606 401683575 i I BbicokaA TCP 1 ET POLICY curl User-Agent Out...
30.01.2018 15:52:35 1:2011540 123.123.123.123 851924473 59856 192.168.0.63 443 765485319 i I Kputuunaa TCP 1 ET POLICY OpenSSL Demo CA .
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CTaTnCTUKa M oTyeTbl infotecs

MHUMAEHTbI MO TUNaMm yrpoa

Mepuopn anA popMmupoBaHua oTyeta: AHesapb 2018 rog
OpraHu1saluu: BCe opraHusaLmm

HanmeHoBaHWe Tina yrpoa Konu4ecTeo MHUWAEHTOB
HapyLleHme KoHWOeHUMANBHOCTI 366

HapylleHre HeoTKa3yemMocTi 295

HapyleHne gocTynHocTy 295

HewzpecTHo 76

HeuzsecTHo

HapylweHue
KOHPWOEHUMANEHD
Hapywexue oTH
NOCTYNHOCTK
Hapywenwe
HEOTKa3yeMOCTH

® HapylueHne KOHOKMAEHUMENEHOCTY @ HapylIEHUe HEOTKAZYEMOCTM

@ Hapylwenue gocTynHooTH () HenseecTHO
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BapunaHTbl nCNoNHeHUs infotecs

Desktop Server 1U Virtual Appliance

O 53 o

[ vmwere

MAK ViPNet TIAS 100 MAK ViPNet TIAS 1000 ViPNet TIAS VA
MAK ViPNet TIAS 2000
MAK ViPNet TIAS 5000
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lWanupo PomaH

+7 (914) 543 72 91

roman.shapiro@infotecs.ru




